

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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  This document mainly provides related issues and solutions for OpenEdge deployment and startup in various platforms.

Question 1: Prompt missing startup dependency configuration item when starting OpenEdge in docker container mode.

[image: ../_images/docker-engine-conf-miss.png]Picture

Suggested Solution: As shown in the above picture, OpenEdge startup lacks configuration dependency files, refer to GitHub-OpenEdge [https://github.com/baidu/openedge] example folder(the location is etc/openedge/openedge.yml).

Question 2: Execute the command docker info get the following result on Ubuntu/Debian:

WARNING: No swap limit support





Suggested Solution:


	Open /etc/default/grub with your favorite text editor. Make sure the following lines are commented out or add them if they don’t exist:





GRUB_CMDLINE_LINUX=”cgroup_enable=memory swapaccount=1”





	Save and exit and then run: sudo update-grub and reboot.




NOTE: If you got some error when you execute step2, it may be that the grub setting is incorrect. Please repeat steps 1 and 2.

Question 3: Found WARNING: Your kernel does not support swap limit capabilities. Limitation discarded when OpenEdge start.

Suggested Solution: Refer to Question 2.

Question 4: Found Got permission denied while trying to connect to the docker daemon socket at unix:///var/run/docker.sock: Get http://%2Fvar%2Frun%2Fdocker.sock/v1.38/images/json: dial unix /var/run/docker.sock: connect: permission denied when OpenEdge start.

Suggested Solution: Add the docker group if it doesn’t already exist:

sudo groupadd docker





Add the current user to the docker group:

sudo usermod -aG docker ${USER}
su - ${USER}





Question 5: Found Cannot connect to the docker daemon at unix:///var/run/docker.sock. Is the docker daemon running? when OpenEdge start.

Suggested Solution: If you still report this issue after the solution of Question 4 solution is executed, restart the docker service.

For example, execute the following command on CentOS:

systemctl start docker





Question 6: Found failed to create master: Error response from daemon: client version 1.39 is too new. Maximum supported API version is 1.38 when OpenEdge start.

Suggested Solution: Workaround is to pass API version via environment variable:

DOCKER_API_VERSION=1.38

For example:

sudo vim ~/.bash_profile
export DOCKER_API_VERSION=1.38
source ~/.bash_profile





Question 7: How does OpenEdge connect to NB-IOT network?

Suggested Solution: NB-IoT is a network standard similar to 2/3/4G with low bandwidth and low power consumption. NB-IoT supports TCP-based MQTT protocol, so you can use NB-IoT card to connect to Baidu Cloud IotHub, deploy OpenEdge application and communicate with BIE [https://cloud.baidu.com/product/bie.html] Cloud Management Suite. However, among the three major operators in China, Telecom have imposed whitelist restrictions on their NB cards, and only allow to connect to Telecom Cloud service IP. Therefore, only Mobile NB cards and Unicom NB cards can be used to connect to Baidu Cloud service.

Question 8: Does OpenEdge support to push data to Kafka?

Suggested Solution: Support, you can refer to How to write a python script for python runtime [https://github.com/baidu/openedge/blob/master/doc/us-en/customize/How-to-write-a-python-script-for-python-runtime], and subscribe messages from the local Hub module and writing them to Kafka service. Besides, you can also refer to How to develop a customize module for OpenEdge [https://github.com/baidu/openedge/blob/master/doc/us-en/customize/How-to-develop-a-customize-module-for-OpenEdge], which subscribes message from the local Hub module and then writes it to Kafka.

Question 9: What are the ways to change OpenEdge configurations? Can I only make configuration changes through the BIE [https://cloud.baidu.com/product/bie.html] Cloud Management Suite?

Suggested Solution: Currently, we recommend changing configurations through the BIE Cloud Management Suite, but you can also manually change the configuration file on the core device and then restart OpenEdge to take effect.

Question 10：I download MQTTBOX client, extract it to a directory, and copy/move the executable file MQTTBox to /usr/local/bin(other directory is similar, such as /usr/bin, /bin, /usr/sbin, etc.). But it reports an error of error while loading shared libraries: libgconf-2.so.4: cannot open shared object file: No such file or directory when MQTTBox start.

Suggested Solution：As above description, this is because the lack of libgconf-2.so.4 library when MQTTBox start, and the recommended use is as follows:


	Step 1: Download and extract the MQTTBOX software package;


	Step 2: cd /pat/to/MQTTBOX/directory and sudo chmod +x MQTTBox;


	Step 3：sudo ln -s /path/to/MQTTBox /usr/local/bin/MQTTBox;


	Step 4：Open terminal and execute the command MQTTBox.




Question 11: localfunc can’t process the message, check funclog has the following error message:


level=error msg=”failed to create new client” dispatcher=mqtt error=”dial tcp 0.0.0.0:1883:connect:connection refused”




Suggested Solution: If you are using the BIE Cloud Management Suite to deliver the configuration, there are a few points to note:


	Cloud delivery configuration currently only supports container mode.


	If the configuration is sent in the cloud, the hub address configured in localfunc should be localhub instead of 0.0.0.0.




According to the above information, the actual error is judged, and the configuration is delivered from the cloud as needed, or by referring to Configuration Analysis Document for verification and configuration.

Question 12: The local function calculation module receives the message, t/hi receives the message content as hello world.

Suggested Solution: Please check the code of the Python function in CFC to determine if there is a mistake/Hard Code.

Question 13： How can i use BIE Cloud Management Suite with CFC(Cloud Function Compute) [https://cloud.baidu.com/product/cfc.html]?

Suggested Solution:


	Make sure your BIE configuration and CFC functions in the same region, such as beijing/guangzhou.


	Make sure your CFC functions are published.




Question 14： What‘s the relationship between the parameter ports and the parameter listen which in the hub configuration file?

Suggested Solution:


	ports: Port exposed configuration in docker container mode.


	listen: Which address the hub module will listen on. In docker container mode, it’s means container address. In native process mode, it’s means host address.


	By referring to Configuration Analysis Document




Question 15: How to process data in the cloud platform after message send to Baidu IoT Hub by OpenEdge?

Suggested Solution:
In the cloud platform, the Rule Engine [https://cloud.baidu.com/product/re.html] can be used to transmit data to other cloud services, such as CFC(Cloud Function Compute) [https://cloud.baidu.com/product/cfc.html], TSDB [https://cloud.baidu.com/product/tsdb.html].

Question 16: How to connect the Device management [https://cloud.baidu.com/doc/IOT/GettingStarted.html#.E5.88.9B.E5.BB.BA.E7.89.A9.E6.A8.A1.E5.9E.8B] of Baidu IoT Hub？

Suggested Solution:
The Device management of Baidu IoT Hub does not support ssl authentication. As a temporary solution, you can configure Remote Feature to connect the Device management with username and password authentication manually.

Question 17：If I don’t want to lose messages and want to ensure all messages are synchronized to cloud, how can I do?

Suggested Solution:

You must meet the following 2 conditions:


	To make sure messages will be persist in local disk which are sent to local hub, the topic’s QoS must be set to 1.


	To make sure messages will be sent to cloud successful, the QoS of rules configuration of Remote module must be set to 1, which includes remote sub’s QoS and the pub’s QoS. By referring to Configuration Analysis Document




Question 18: After the configuration is sent from the cloud to the edge, the default startup mode is docker container mode. After modifying mode: native in etc/openedge/openedge.yml the startup error is similar to the following: failed to update system: open /Users/ Xxx/openedge_native/var/run/openedge/services/agent/lib/openedge/hub.baidubce.com/openedge/openedge-agent:0.1.2/package.yml: no such file or directory.

Suggested Solution: At present, our cloud management does not support the process mode. If you need to start OpenEdge in process mode locally, please refer to the configuration content in example/native and execute the command make install-native. Install and start by process with the command sudo openedge start.

Question 19: There is a similar error when downloading the image: error="Error response from daemon: Get https://hub.baidubce.com/v2/: x509: failed to load system roots and no roots provided" openedge= Master

Suggested Solution: This is because the ca-certificates package is missing from the system and can be installed to solve this problem.
For example, if the host system is Debian, you can use the following command to install it:

sudo apt-get update
sudo apt-get install ca-certificates





For other systems, please check the relevant installation operations yourself.



          

      

      

    

  

    
      
          
            
  
Resources download


OpenEdge download

Statement: The official download page only provides the docker mode executable file.

| OS         |  CPU  | SHA256                                                       | Download link                                                                       |
| ———— | —— | —————————————————————- | —————————————————————————— |
| Linux | 386 | 5887151d29bbb62e57e1ff640aa1536e8977b28216a8c9bfb74e49d4a2779539 | Download [https://openedge.bj.bcebos.com/OpenEdge-0.1.3/github/openedge-linux-386-0.1.3.tar.gz] |
| Linux | amd64 | 6892b52768789b12c11a977a2bd19252616d2b5411693ff284ac1fc948c49f93 | Download [https://openedge.bj.bcebos.com/OpenEdge-0.1.3/github/openedge-linux-amd64-0.1.3.tar.gz] |
| Linux | armv7 | dd7db30731d8436296ef8d3dc3193d80d2547626540e830ea820bf3fc70d89c3 | Download [https://openedge.bj.bcebos.com/OpenEdge-0.1.3/github/openedge-linux-arm-0.1.3.tar.gz] |
| Linux | arm64 | 93630bfc2292611b86dcbfa743d859e968bbd6275e6a077caeba157f088e8778 | Download [https://openedge.bj.bcebos.com/OpenEdge-0.1.3/github/openedge-linux-arm64-0.1.3.tar.gz] |
| Darwin | amd64 | 7fd999d11d98e904b74dc2efa41cf0968e8b3eaa9edbfcbe169c8d907da8e828 | Download [https://openedge.bj.bcebos.com/OpenEdge-0.1.3/github/openedge-darwin-amd64-0.1.3.tar.gz] |




Golang download

Official website：https://golang.org/dl/

Golang download link of BOS(Baidu-Object-Storage [https://cloud.baidu.com/product/bos.html])：

| OS           | CPU    | SHA256                                                           | Download link                                                                  |
| ———— | —— | —————————————————————- | —————————————————————————— |
| Linux        | 386    | cecd2da1849043237d5f0756a93d601db6798fa3bb27a14563d201088aa415f3 | Download [https://openedge.bj.bcebos.com/Golang/go1.11.4.linux-386.tar.gz]    |
| Linux        | amd64  | fb26c30e6a04ad937bbc657a1b5bba92f80096af1e8ee6da6430c045a8db3a5b | Download [https://openedge.bj.bcebos.com/Golang/go1.11.4.linux-amd64.tar.gz]  |
| Linux        | armv6l | 9f7a71d27fef69f654a93e265560c8d9db1a2ca3f1dcdbe5288c46facfde5821 | Download [https://openedge.bj.bcebos.com/Golang/go1.11.4.linux-armv6l.tar.gz] |
| Linux        | arm64  | b76df430ba8caff197b8558921deef782cdb20b62fa36fa93f81a8c08ab7c8e7 | Download [https://openedge.bj.bcebos.com/Golang/go1.11.4.linux-arm64.tar.gz]  |
| Windows(msi) | 386    | b95cd1d1e961e823c0d3245a75f7a78180fb720c3618aff2c3f7c7364867d4fa | Download [https://openedge.bj.bcebos.com/Golang/go1.11.4.windows-386.msi]     |
| Windows(zip) | 386    | bc25ea25406878986f91c92ae802f25f033cb0163b4aeac7e7185f71d0ede788 | Download [https://openedge.bj.bcebos.com/Golang/go1.11.4.windows-386.zip]     |
| Windows(msi) | amd64  | d967f97504e7038b4afab8014e7039e69c58ab2e7805e35889ec39ded6b70892 | Download [https://openedge.bj.bcebos.com/Golang/go1.11.4.windows-amd64.msi]   |
| Windows(zip) | amd64  | eeb20e21702f2b9469d9381df5de85e2f731b64a1f54effe196d0f7d0227fe14 | Download [https://openedge.bj.bcebos.com/Golang/go1.11.4.windows-amd64.zip]   |
| Darwin(pkg)  | amd64  | cc2b872aa1341ebe37bf65b9008a1aff7715ff9bde8b6503fb12c94dfe31b145 | Download [https://openedge.bj.bcebos.com/Golang/go1.11.4.darwin-amd64.pkg]    |
| Darwin(src)  | amd64  | 48ea987fb610894b3108ecf42e7a4fd1c1e3eabcaeb570e388c75af1f1375f80 | Download [https://openedge.bj.bcebos.com/Golang/go1.11.4.darwin-amd64.tar.gz] |
| Source       | -      | 4cfd42720a6b1e79a8024895fa6607b69972e8e32446df76d6ce79801bbadb15 | Download [https://openedge.bj.bcebos.com/Golang/go1.11.4.src.tar.gz]          |




MQTT download


MQTT client sample

C sample of MQTT client：C-sample-of-MQTT-client [https://openedge.bj.bcebos.com/MQTT-client-example/MQTT-c.tar.gz]

Python sample of MQTT client：Python-sample-of-MQTT-client [https://openedge.bj.bcebos.com/MQTT-client-example/MQTT-python.tar.gz]




MQTT.fx download

Official website：http://www.jensd.de/apps/mqttfx/1.7.1/

MQTT.fx download link of BOS：

| OS           | CPU     | SHA256                                                           | Download link                                                                   |
| ———— | ——- | —————————————————————- | ——————————————————————————- |
| Linux(rpm)   | x86     | b3301ef2f1abad4e8298766f43060e5ce9906099da096c4e0b601485dcca849d | Download [https://openedge.bj.bcebos.com/MQTT.fx/mqttfx-1.7.1-1.i386.rpm]      |
| Linux(rpm)   | x86_64 | f665a6a97ff5ecd77ceb713a38c0aa2bb1af281a3ebe647d06579d1489845d6a | Download [https://openedge.bj.bcebos.com/MQTT.fx/mqttfx-1.7.1-1.x86_64.rpm]    |
| Linux(deb)   | x86     | 252ae7bfb621eebfcab2d47c500896b44d6f23ce82c33e0217ac43a4c735acfa | Download [https://openedge.bj.bcebos.com/MQTT.fx/mqttfx-1.7.1-32bit.deb]       |
| Linux(deb)   | x86_64 | 6fb14c739cbf8b54a373a0c5c173ef3657c01c675374ded8f0a292c610e549c2 | Download [https://openedge.bj.bcebos.com/MQTT.fx/mqttfx-1.7.1-64bit.deb]       |
| Windows(exe) | x86     | aa3902a2b76e427c4ba90b2b49dd337e95e614ba59f8cd64b5a95b5080766965 | Download [https://openedge.bj.bcebos.com/MQTT.fx/mqttfx-1.7.1-windows.exe]     |
| Windows(exe) | x86_64 | 4adfbb0eee65273bead6ce9885cf064de72d00d437bbaf3b9ff5236634fb6057 | Download [https://openedge.bj.bcebos.com/MQTT.fx/mqttfx-1.7.1-windows-x64.exe] |
| Darwin(dmg)  | x86_64 | 544b6ac0afefb80b5a56c2a6f2411f999862fb8f0f20502c912f28a9d1aa3b4a | Download [https://openedge.bj.bcebos.com/MQTT.fx/mqttfx-1.7.1-macos.dmg]       |




MQTTBOX download

Official website：http://workswithweb.com/html/mqttbox/downloads.html

MQTTBOX download link of BOS：

| OS            | SHA256                                                           | Download link                                                      |
| ————- | —————————————————————- | —————————————————————— |
| Linux(deb)    | 15ff821634d7c2dbef3cbc3e7252bc86e3890a2c3c094842405cb442902d467d | Download [https://openedge.bj.bcebos.com/MQTTBOX/MQTTBox.deb]     |
| Linux(tar.gz) | 0ea0566f40fdf544510090441faaba745816ad1d438f3efe72197eb630f0e1f7 | Download [https://openedge.bj.bcebos.com/MQTTBOX/MQTTBox.tar.gz]  |
| Darwin(dmg)   | 5ebd95c8bd29bea5974f2e38662d0b85cc2d0015fd4bbcdc777ffa3fe09d1c94 | Download [https://openedge.bj.bcebos.com/MQTTBOX/MQTTBox.dmg]     |
| Darwin(zip)   | dda9549dbf35e6ad2dfbdb640020a0153ab62d6b27fbbe86da9ef0a8b997b4b9 | Download [https://openedge.bj.bcebos.com/MQTTBOX/MQTTBox-mac.zip] |
| Windows(exe)  | 86ab9beb3e1241119f8a4e36550da755fead40be84a91eff3c0eb96ce4e4621e | Download [https://openedge.bj.bcebos.com/MQTTBOX/MQTTBox-win.exe] |




Paho MQTT Client SDK

Official website: http://www.eclipse.org/paho

Paho MQTT Client Comparison

| Client                                                            | MQTT 3.1 | MQTT 3.1.1 | MQTT 5.0 | LWT | SSL/TLS | Automatic Reconnect | Offline Buffering | Message Persistence | WebSocket Support | Standard MQTT Support | Blocking API | Non-Blocking API | High Availability |
| —————————————————————– | ——– | ———- | ——– | — | ——- | ——————- | —————– | ——————- | —————– | ——————— | ———— | —————- | —————– |
| Java [https://github.com/eclipse/paho.mqtt.java]                 | √        | √          | ╳        | √   | √       | √                   | √                 | √                   | √                 | √                     | √            | √                | √                 |
| Python [https://github.com/eclipse/paho.mqtt.python]             | √        | √          | ╳        | √   | √       | √                   | √                 | ╳                   | √                 | √                     | √            | √                | ╳                 |
| JavaScript [https://github.com/eclipse/paho.mqtt.javascript]     | √        | √          | ╳        | √   | √       | √                   | √                 | √                   | √                 | ╳                     | ╳            | √                | √                 |
| GoLang [https://github.com/eclipse/paho.mqtt.golang]             | √        | √          | ╳        | √   | √       | √                   | √                 | √                   | √                 | √                     | ╳            | √                | √                 |
| C [https://github.com/eclipse/paho.mqtt.c]                       | √        | √          | √        | √   | √       | √                   | √                 | √                   | √                 | √                     | √            | √                | √                 |
| C++ [https://github.com/eclipse/paho.mqtt.c]                     | √        | √          | ╳        | √   | √       | √                   | √                 | √                   | ╳                 | √                     | √            | √                | √                 |
| Rust [https://github.com/eclipse/paho.mqtt.c]                    | √        | √          | ╳        | √   | √       | √                   | √                 | √                   | ╳                 | √                     | √            | √                | √                 |
| .Net (C#) [http://www.eclipse.org/paho/clients/dotnet/]          | √        | √          | ╳        | √   | √       | ╳                   | ╳                 | ╳                   | ╳                 | √                     | ╳            | √                | ╳                 |
| Android Service [https://github.com/eclipse/paho.mqtt.android]   | √        | √          | ╳        | √   | √       | √                   | √                 | √                   | √                 | √                     | ╳            | √                | √                 |
| Embedded C/C++ [https://github.com/eclipse/paho.mqtt.embedded-c] | √        | √          | ╳        | √   | √       | ╳                   | ╳                 | ╳                   | ╳                 | √                     | √            | √                | ╳                 |









          

      

      

    

  

    
      
          
            
  
Contact us

In order to create a better iteration and development of OpenEdge, if you have better advice about OpenEdge, please contact us:


OpenEdge official e-mail：contact@openedge.tech








          

      

      

    

  

    
      
          
            
  
Contributing

Welcome to OpenEdge of Baidu Open Source Project. To contribute to OpenEdge, please follow the process below.

We sincerely appreciate your contribution. This document explains our workflow and work style.


Workflow

OpenEdge use this Git branching model [https://nvie.com/posts/a-successful-git-branching-model/]. The following steps guide usual contributions.


	Fork

Our development community has been growing fast, so we encourage developers to submit code. And please file Pull Requests from your fork. To make a fork, please refer to Github page and click on the “Fork” button [https://help.github.com/articles/fork-a-repo/].



	Prepare for the development environment

go get github.com/baidu/openedge # clone openedge official repository
cd $GOPATH/src/github.com/baidu/openedge # step into openedge
git checkout master  # verify master branch
git remote add fork https://github.com/<your_github_account>/openedge  # specify remote repository







	Push changes to your forked repository

git status   # view current code change status
git add .    # add all local changes
git commit -c "modify description"  # commit changes with comment
git push fork # push code changes to remote repository which specifies your forked repository







	Create pull request

You can push and file a pull request to OpenEdge official repository https://github.com/baidu/openedge. To create a pull request, please follow these steps [https://help.github.com/articles/creating-a-pull-request/]. Once the OpenEdge repository reviewer approves and merges your pull request, you will see the code which contributed by you in the OpenEdge official repository.








Code Review


	About Golang format, please refer to Go Code Review Comments [https://github.com/golang/go/wiki/CodeReviewComments].


	Please feel free to ping your reviewers by sending them the URL of your pull request via email. Please do this after your pull request passes the CI.


	Please answer reviewers’ every comment. If you are to follow the comment, please write “Done”; please give a reason otherwise.


	If you don’t want your reviewers to get overwhelmed by email notifications, you might reply their comments by in a batch [https://help.github.com/articles/reviewing-proposed-changes-in-a-pull-request/].


	Reduce the unnecessary commits. Some developers commit often. It is recommended to append a sequence of small changes into one commit by running git commit --amend instead of git commit.







Merge Rule


	Please run command govendor fmt +local before push changes, more details refer to govendor [https://github.com/kardianos/govendor]


	Must run command make test before push changes(unit test should be contained), and make sure all unit test and data race test passed


	Only the passed(unit test and data race test) code can be allowed to submit to OpenEdge official repository


	At least one reviewer approved code can be merged into OpenEdge official repository










          

      

      

    

  

    
      
          
            
  
Join the community

As the first open edge computing framework in China, OpenEdge aims to create a lightweight, secure, reliable and scalable edge computing community that will create a good ecological environment. Here, we offer the following options for you to choose from:


	If you want to participate in OpenEdge’s daily development communication, you are welcome to join Wechat-for-OpenEdge [https://openedge.bj.bcebos.com/Wechat/Wechat-OpenEdge.png]


	If you have more about feature requirements or bug feedback of OpenEdge, please Submit an issue [https://github.com/baidu/openedge/issues]


	If you want to know more about OpenEdge and other services of Baidu Cloud, please visit Baidu-Cloud-forum [https://cloud.baidu.com/forum/bce]


	If you want to know more about Cloud Management Suite of BIE, please visit: Baidu-IntelliEdge [https://cloud.baidu.com/product/bie.html]


	If you have better development advice about OpenEdge, please contact us: contact@openedge.tech








          

      

      

    

  

    
      
          
            
  
Pre-release 0.1.0(2018-12-05)

Initial open source.


Features


	support module management after modularization


	support two modes: docker container and native process


	support resource constraints in docker container mode(cpu, memory, etc)


	provide some official modules, such as hub, function(and Python2.7 runtime), MQTT remote, etc.







Bug Fixes


	N/A










          

      

      

    

  

    
      
          
            
  
Pre-release 0.1.1(2018-12-28)


Features


	optimize MQTT Remote module, support multiple remotes and message router


	add validate subscription config to check MQTT client subscribe result or not







Bug fixes


	isolate module directory in docker mode


	remove network scope filter to support old docker







Others(include release engineering)


	rich build, test and release scripts and documents


	check in vendor to solve all build issues


	refactor code and format all messages


	replace shell with makefile


	update gomqtt


	add travis CI










          

      

      

    

  

    
      
          
            
  
Pre-release 0.1.2(2019-04-04)


Features


	Separate the agent module from the master and report the status periodically


	Introduce volume to abstract resources in configuration and support existing images, such as mosquitto from hub.docker.com


	Publish the command line and support background startup


	Uniform configuration of the two modes, such as create a separate working directory for each service in native process mode


	Introduce service replace module and support to start multiple instance


	Support device mapping in docker container mode







Bug fixes


	Add openedge.sock clean logic


	Upgrade openedge-hub, change auth logic of password and tls


	Upgrade openedge-function-x, add retry logic and remove keep order logic







Others(include release engineering)


	Rich test example support, such as for hub module, provide mosquitto configuration


	All documents in English










          

      

      

    

  

    
      
          
            
  
Pre-release 0.1.3(2019-05-10)


New features


	#199 [https://github.com/baidu/openedge/issues/199] support to report custom stats for service instances, collect more system stats


	#209 [https://github.com/baidu/openedge/issues/209] clean up old instances if exists when openedge starts


	#211 [https://github.com/baidu/openedge/issues/211] add new function runtime Python3.6, and use ubuntu 16.04 as the base image


	#222 [https://github.com/baidu/openedge/issues/222] support runtime for docker container mode


	add a simple timer module: openedge-timer







Bugfixes


	#201 [https://github.com/baidu/openedge/issues/201] stop the function instance if it cannot be returned to pool


	#208 [https://github.com/baidu/openedge/issues/208] wait openedge to stop, clean pid file if need


	#234 [https://github.com/baidu/openedge/issues/234] quickly republish message if ack timeout in hub module


	atomic.addUint64() panics if the pointer to its argument is not 64byte aligned. ref: https://github.com/golang/go/issues/23345







Others


	#230 [https://github.com/baidu/openedge/issues/230] Add 2019 roadmap


	#228 [https://github.com/baidu/openedge/issues/228] Add code of conduct










          

      

      

    

  

    
      
          
            
  
Customize Module


	Directory Convention


	Start/Stop Convention


	SDK




Read Build OpenEdge From Source before developing custom modules to understand OpenEdge’s build environment requirements.

Custom modules do not limit the development language. Understand these conventions below to integrate custom modules better and faster.

The custom module does not limit the development language. As long as it is a runnable program, you can even use the image already on hub.docker.com, such as eclipse-mosquitto. But understanding the conventions described below will help you develop custom modules better and faster.


Directory Convention

At present, the native process mode, like the docker container mode, opens up a separate workspace for each service. Although it does not achieve the effect of isolation, it can guarantee the consistency of the user experience. The process mode creates a separate directory for each service in the var/run/openedge/services directory, using service name. When the server starts, it specifies the directory as the working directory, and the service-bound storage volumes will be mapped (soft link) to the working directory. Here we keep the definition of the docker container mode, the workspace under the directory is also called the container, then the directory in the container has the following recommended usage:


	Default working directory in the container: /


	Default configuration file in the container: /etc/openedge/service.yml


	Default persistence path in the container: /var/db/openedge


	Default log directory in the container: /var/log/openedge




NOTE: If the data needs to be persisted on the device (host), such as database and log, the directory in the container must be mapped to the host directory through the storage volume, otherwise the data will be lost after the service is stopped.




Start/Stop Convention

There is no excessive requirement for the module to be started. But it is recommended to load the YMAL format configuration from the default file, then run the module’s business logic, and finally listen to the SIGTERM signal to gracefully exit. A simple Golang module implementation can refer to the MQTT remote communication module (openedge-remote-mqtt).




SDK

If the module is developed using Golang, you can use the SDK provided by OpenEdge, located in the sdk directory of the project, and the functional interfaces are provided by Context. At present, the SDK capabilities provided are still not enough, and the follow-up will be gradually strengthened.

The list of Context interfaces are as follows:

// returns the system configuration of the service, such as hub and logger
Config() *ServiceConfig
// loads the custom configuration of the service
LoadConfig(interface{}) error
// creates a Client that connects to the Hub through system configuration,
// you can specify the Client ID and the topic information of the subscription.
NewHubClient(string, []mqtt.TopicInfo) (*mqtt.Dispatcher, error)
// returns logger interface
Log() logger.Logger
// waiting to exit, receiving SIGTERM and SIGINT signals
Wait()
// returns wait channel
WaitChan() <-chan os.Signal

// Master RESTful API

// updates system and
UpdateSystem(string, bool) error
// inspects system stats
InspectSystem() (*Inspect, error)
// gets an available port of the host
GetAvailablePort() (string, error)
// reports the stats of the instance of the service
ReportInstance(stats map[string]interface{}) error
// starts an instance of the service
StartInstance(serviceName, instanceName string, dynamicConfig map[string]string) error
// stop the instance of the service
StopInstance(serviceName, instanceName string) error





The following uses the simple timer module implementation as an example to introduce the usage of the SDK.

package main

import (
	"encoding/json"
	"time"

	"github.com/baidu/openedge/protocol/mqtt"
	openedge "github.com/baidu/openedge/sdk/openedge-go"
)

// custom configuration of the timer module
type config struct {
	Timer struct {
		Interval time.Duration `yaml:"interval" json:"interval" default:"1m"`
	} `yaml:"timer" json:"timer"`
	Publish mqtt.TopicInfo `yaml:"publish" json:"publish" default:"{\"topic\":\"timer\"}"`
}

func main() {
	// Running module in openedge context
	openedge.Run(func(ctx openedge.Context) error {
		var cfg config
		// load custom config
		err := ctx.LoadConfig(&cfg)
		if err != nil {
			return err
		}
		// create a hub client
		cli, err := ctx.NewHubClient("", nil)
		if err != nil {
			return err
		}
		// start client to keep connection with hub
		cli.Start(nil)
		// create a timer
		ticker := time.NewTicker(cfg.Timer.Interval)
		defer ticker.Stop()
		for {
			select {
			case t := <-ticker.C:
				msg := map[string]int64{"time": t.Unix()}
				pld, _ := json.Marshal(msg)
				// send a message to hub triggered by timer
				err := cli.Publish(cfg.Publish, pld)
				if err != nil {
					// log error message
					ctx.Log().Errorf(err.Error())
				}
			case <-ctx.WaitChan():
				// wait until service is stopped
				return nil
			}
		}
	})
}











          

      

      

    

  

    
      
          
            
  
Customize Runtime Module


	Protocol Convention


	Configuration Convention


	Start/Stop Convention




The function runtime is the carrier of the function execution. The function is executed by dynamically loading the function code, which is strongly related to the language of the function implementation. For example, Python code needs to be called using the Python runtime. This is a multi-language issue. In order to unify the interface and protocol, we finally chose GRPC to create a flexible functional computing framework with its powerful cross-language IDL and high-performance RPC communication capabilities.

In the function compute service (FaaS), openedge-function-manager is responsible for the management and invocation of function instances. The function instance is provided by the function runtime service, and the function runtime service only needs to meet the conventions described below.


Protocol Convention

Developers can use the function.proto in sdk/openedge-go to generate messages and service implementations for their respective programming languages, as defined below. For the usage of GRPC, refer to GRPC Official Documents [https://grpc.io/docs/quickstart/go.html].

syntax = "proto3";

package openedge;

// The function server definition.
service Function {
    rpc Call(FunctionMessage) returns (FunctionMessage) {}
    // rpc Talk(stream Message) returns (stream Message) {}
}

// FunctionMessage function message
message FunctionMessage {
    uint64 ID                 = 1;
    uint32 QOS                = 2;
    string Topic              = 3;
    bytes  Payload            = 4;

    string  FunctionName      = 11;
    string  FunctionInvokeID  = 12;
}





NOTE: In docker container mode, the resource limit of the function instance should not be lower than 50M memory and 20 threads.




Configuration Convention

The function runtime module does not enforce the configuration. However, for the unified configuration mode, the following configuration items are recommended.


	name: function name


	handler: function processing interface


	codedir: The path to the function code, if any.




The following is a configuration example of a Python function runtime service:

functions:
  - name: 'sayhi'
    handler: 'sayhi.handler'
    codedir: 'var/db/openedge/function-sayhi'








Start/Stop Convention

The function runtime service is the same as other services, the only difference is that the instance is dynamically started by other services. For example, to avoid listening port conflicts, you can specify the port dynamically. The function runtime module can read OPENEDGE_SERVICE_ADDRESS from the environment variable as the address that the GRPC Server listens on. In addition, dynamically launched function instances do not have permission to call the main program’s API. Finally, the module listens for the SIGTERM signal to gracefully exit. A complete implementation can be found in the Python2.7、Python3.6 runtime module (openedge-function-python27、openedge-function-python36).







          

      

      

    

  

    
      
          
            
  
How to import third-party libraries for Node runtime

Statement：


	The operating system as mentioned in this document is Darwin.


	The version of runtime is Node8.5


	The MQTT client toolkit as mentioned in this document is MQTTBOX.


	In this document, we give an example about how import the third-party library Lodash [https://www.lodashjs.com/].


	In this article, the service created based on the Hub module is called localhub service. And for the test case mentioned here, the localhub service, function calculation service, and other services are configured as follows:




# The configuration of Local Hub service
listen:
  - tcp://0.0.0.0:1883
principals:
  - username: 'test'
    password: 'hahaha'
    permissions:
      - action: 'pub'
        permit: ['#']
      - action: 'sub'
        permit: ['#']

# The configuration of Local Function Manager service
hub:
  address: tcp://localhub:1883
  username: test
  password: hahaha
rules:
  - clientid: localfunc-1
    subscribe:
      topic: node
    function:
      name: sayhi
    publish:
      topic: t/hi
functions:
  - name: sayhi
    service: function-sayhi
    instance:
      min: 0
      max: 10
      idletime: 1m

# The configuration of application.yml
version: v0
services:
  - name: localhub
    image: openedge-hub
    replica: 1
    ports:
      - 1883:1883
    mounts:
      - name: localhub-conf
        path: etc/openedge
        readonly: true
      - name: localhub-data
        path: var/db/openedge/data
      - name: localhub-log
        path: var/log/openedge
  - name: function-manager
    image: openedge-function-manager
    replica: 1
    mounts:
      - name: function-manager-conf
        path: etc/openedge
        readonly: true
      - name: function-manager-log
        path: var/log/openedge
  - name: function-sayhi
    image: openedge-function-node85
    replica: 0
    mounts:
      - name: function-sayjs-conf
        path: etc/openedge
        readonly: true
      - name: function-sayjs-code
        path: var/db/openedge/function-sayhi
        readonly: true
volumes:
  # hub
  - name: localhub-conf
    path: var/db/openedge/localhub-conf
  - name: localhub-data
    path: var/db/openedge/localhub-data
  - name: localhub-log
    path: var/db/openedge/localhub-log
  # function manager
  - name: function-manager-conf
    path: var/db/openedge/function-manager-conf
  - name: function-manager-log
    path: var/db/openedge/function-manager-log
  # function node runtime sayhi
  - name: function-sayjs-conf
    path: var/db/openedge/function-sayjs-conf
  - name: function-sayjs-code
    path: var/db/openedge/function-sayjs-code





Generally, using the Node Standard Library may not meet our needs. In fact, it is often necessary to import some third-party libraries. We’ll give one example below.


Import Lodash third-party libraries

Lodash is a modern JavaScript utility library delivering modularity, performance & extras. OpenEdge support import third-party libraries such as Lodash [https://www.lodashjs.com/] to use its functions. How to import it, as shown below:


	Step 1: change path to the directory of javascripts, then install Lodash package




cd /directory/of/Node/script
npm install --save lodash






	Step 2: import Lodash in a javascript:




const _ = require('lodash');






	Step 3: execute your javascript:




node your_script.js





If the above operations are normal, the resulting script directory structure is as shown in the following figure.

[image: ../../_images/node-third-lib-dir-Lodash.png]the directory of Lodash

Now we write the script index.js to use functions provided by Lodash. More detailed contents are as follows:

#!/usr/bin/env node

const _ = require('lodash');

exports.handler = (event, context, callback) => {
  result = {}
  
  //remove repeating elements in array
  result["unique_array"] = _.uniq(event['array']);
  //sort
  result['sorted_users'] = _.sortBy(event['users'], function(o) { return o.age; });
  //filter
  result['filtered_users'] = _.filter(event['users'], function(o) { return !o.active; });

  callback(null, result);
}





The configuration of Node function runtime is as below:

# The configuration of Node function runtime
functions:
  - name: 'sayhi'
    handler: 'index.handler'
    codedir: 'var/db/openedge/function-sayhi'





First define the following json data as an input message:

{
    "array": ["Jane", 1, "Jane", 1, 2],
    "users": [
        { "user": "barney", "age": 36, "active": true  },
        { "user": "fred",   "age": 40, "active": false },
        { "user": 'Jane',   "age": 32, "active": true  }
    ]
}





As above, after the localhub service receives the message sent to the topic node, it calls index.js script to execute the concrete logic to remove repeated elements, filter, sort of array in input data. The result is then fed back to the topic t/hi as an MQTT message. We subscribe to the topic t/hi via MQTTBOX and we can observe the following message:

{
    "unique_array": ["Jane", 1, 2],
    "sorted_users": [
        { "user": "Jane",   "age": 32, "active": true  },
        { 'user': 'barney', "age": 36, "active": true  },
        { "user": "fred",   "age": 40, "active": false }
    ],
    "filtered_users": [
        { "user": "fred",   "age": 40, "active": false }
    ],
}





[image: ../../_images/write-node-script-third-lib-Lodash.png]using_lodash







          

      

      

    

  

    
      
          
            
  
How to import third-party libraries for Python runtime

Statement


	The operating system as mentioned in this document is Darwin.


	The version of runtime is Python3.6, and for Python2.7, configurations are the same except for the language differences when coding the scripts.


	The MQTT client toolkit as mentioned in this document is MQTTBOX.


	In this document, the third-party libraries we’ll import are requests [https://pypi.org/project/requests] and Pytorch [https://pytorch.org/].


	In this article, the service created based on the Hub module is called localhub service. And for the test case mentioned here, the localhub service, function calculation service, and other services are configured as follows:




# The configuration of localhub service
listen:
  - tcp://0.0.0.0:1883
principals:
  - username: 'test'
    password: 'hahaha'
    permissions:
      - action: 'pub'
        permit: ['#']
      - action: 'sub'
        permit: ['#']

# The configuration of Local Function Manager service
hub:
  address: tcp://localhub:1883
  username: test
  password: hahaha
rules:
  - clientid: localfunc-1
    subscribe:
      topic: py
    function:
      name: sayhi3
    publish:
      topic: py/hi
functions:
  - name: sayhi3
    service: function-sayhi3
    instance:
      min: 0
      max: 10
      idletime: 1m

# The configuration of application.yml
version: v0
services:
  - name: localhub
    image: openedge-hub
    replica: 1
    ports:
      - 1883:1883
    mounts:
      - name: localhub-conf
        path: etc/openedge
        readonly: true
      - name: localhub-data
        path: var/db/openedge/data
      - name: localhub-log
        path: var/log/openedge
  - name: function-manager
    image: openedge-function-manager
    replica: 1
    mounts:
      - name: function-manager-conf
        path: etc/openedge
        readonly: true
      - name: function-manager-log
        path: var/log/openedge
  - name: function-sayhi3
    image: openedge-function-python36
    replica: 0
    mounts:
      - name: function-sayhi-conf
        path: etc/openedge
        readonly: true
      - name: function-sayhi-code
        path: var/db/openedge/function-sayhi
        readonly: true
volumes:
  # hub
  - name: localhub-conf
    path: var/db/openedge/localhub-conf
  - name: localhub-data
    path: var/db/openedge/localhub-data
  - name: localhub-log
    path: var/db/openedge/localhub-log
  # function manager
  - name: function-manager-conf
    path: var/db/openedge/function-manager-conf
  - name: function-manager-log
    path: var/db/openedge/function-manager-log
  # function python runtime sayhi
  - name: function-sayhi-conf
    path: var/db/openedge/function-sayhi-conf
  - name: function-sayhi-code
    path: var/db/openedge/function-sayhi-code





Generally, using the Python Standard Library may not meet our needs. In fact, it is often necessary to import some third-party libraries. Two examples are given below.


Import requests third-party libraries

Suppose we want to crawl a website and get the response. Here, we can import a third-party library requests [https://pypi.org/project/requests]. How to import it, as shown below:


	Step 1: change path to the directory of Python scripts, then download requests package and its dependency packages(idna、urllib3、chardet、certifi)




cd /directory/of/Python/script
pip3 download requests






	Step 2: inflate the downloaded .whl files for getting the source packages, then remove useless .whl files and package-description files




unzip -d . *.whl
rm -rf *.whl *.dist-info






	Step 3: make the current directory be a package




touch __init__.py






	Step 4: import the third-party library requests in the Python script as shown below:




import requests






	Step 5: execute your Python script




python your_script.py





If the above operations are normal, the resulting script directory structure is as shown in the following figure.

[image: ../../_images/python-third-lib-dir-requests.png]the directory of the Python script

Now we write the Python script get.py to get the headers information of https://openedge.tech, assuming the trigger condition is that Python3.6 runtime receives the “A” command from the localhub service. More detailed contents are as follows:

#!/usr/bin/env python3
# -*- coding: utf-8 -*-

import requests

def handler(event, context):
    """
    data: {"action": "A"}
    """
    if 'action' in event:
        if event['action'] == 'A':
            r = requests.get('https://openedge.tech')
            if str(r.status_code) == '200':
                event['info'] = dict(r.headers)
            else:
                event['info'] = 'exception found'
        else:
            event['info'] = 'action error'
    else:
        event['error'] = 'action not found'

return event





The configuration of Python function runtime is as below:

# The configuration of Python function runtime
functions:
  - name: 'sayhi3'
    handler: 'get.handler'
    codedir: 'var/db/openedge/function-sayhi'





As above, after receiving the message publish to the topic py, the localhub service will call the get.py script to handle, and following it publish the result to the topic py/hi. So in the test case, we use MQTTBOX to subscribe the topic py/hi and publish the message {"action": "A"} to the localhub service by the topic py. If everything works correctly, MQTTBOX can receive the message of the topic py/hi which contains the headers information of https://openedge.tech as shown below.

[image: ../../_images/write-python-script-third-lib-requests.png]Get the header information of https://openedge.tech




Import Pytorch third-party libraries

Pytorch is a widely used deep learning framework for machine learning. We can import a third-party library Pytorch [https://pytorch.org/] to use its functions. How to import it, as shown below:


	Step 1: change path to the directory of Python scripts, then download Pytorch package and its dependency packages(PIL、caffee2、numpy、six、torchvision)




cd /directory/of/Python/script
pip3 download torch torchvision






	Step 2: inflate the downloaded .whl files for getting the source packages, then remove useless .whl files and package-description files




unzip -d . *.whl
rm -rf *.whl *.dist-info






	Step 3: make the current directory be a package




touch __init__.py






	Step 4: import the third-party library Pytorch in the Python script as shown below:




import torch






	Step 5: execute your Python script




python your_script.py





If the above operations are normal, the resulting script directory structure is as shown in the following figure.

[image: ../../_images/python-third-lib-dir-Pytorch.png]the directory of the Python script

Now we write the Python script calc.py to use functions provided by Pytorch for generating a random tensor, assuming the trigger condition is that Python3.6 runtime receives the “B” command from the localhub service. More detailed contents are as follows:

#!/usr/bin/env python3
# -*- coding: utf-8 -*-

import torch

def handler(event, context):
  """
  data: {"action": "B"}
  """
  if 'action' in event:
    if event['action'] == 'B':
      x = torch.rand(5, 3)
      event['info'] = x.tolist()
    else:
      event['info'] = 'exception found'
  else:
    event['error'] = 'action not found'

  return event





The configuration of Python function runtime is as below:

# The configuration of Python function runtime
functions:
  - name: 'sayhi3'
    handler: 'calc.handler'
    codedir: 'var/db/openedge/function-sayhi'





As above, after receiving the message publish to the topic py, the localhub service will call the calc.py script to handle, and following it publish the result to the topic py/hi. So in the test case, we use MQTTBOX to subscribe the topic py/hi and publish the message {"action": "B"} to the localhub service by the topic py. If everything works correctly, MQTTBOX can receive the message of the topic py/hi in which we can get a random tensor as shown below.

[image: ../../_images/write-python-script-third-lib-Pytorch.png]generate a random tensor







          

      

      

    

  

    
      
          
            
  
How to write a javascript for Node runtime

Statement：


	The operating system as mentioned in this document is Darwin.


	The version of runtime is Node8.5


	The MQTT client toolkit as mentioned in this document is MQTTBOX.


	In this article, the service created based on the Hub module is called localhub service. And for the test case mentioned here, the localhub service, function calculation service, and other services are configured as follows:




# The configuration of Local Hub service
listen:
  - tcp://0.0.0.0:1883
principals:
  - username: 'test'
    password: 'hahaha'
    permissions:
      - action: 'pub'
        permit: ['#']
      - action: 'sub'
        permit: ['#']

# The configuration of Local Function Manager service
hub:
  address: tcp://localhub:1883
  username: test
  password: hahaha
rules:
  - clientid: localfunc-1
    subscribe:
      topic: node
    function:
      name: sayhi
    publish:
      topic: t/hi
functions:
  - name: sayhi
    service: function-sayhi
    instance:
      min: 0
      max: 10
      idletime: 1m

# The configuration of Node function runtime
functions:
  - name: 'sayhi'
    handler: 'index.handler'
    codedir: 'var/db/openedge/function-sayhi'

# The configuration of application.yml
version: v0
services:
  - name: localhub
    image: openedge-hub
    replica: 1
    ports:
      - 1883:1883
    mounts:
      - name: localhub-conf
        path: etc/openedge
        readonly: true
      - name: localhub-data
        path: var/db/openedge/data
      - name: localhub-log
        path: var/log/openedge
  - name: function-manager
    image: openedge-function-manager
    replica: 1
    mounts:
      - name: function-manager-conf
        path: etc/openedge
        readonly: true
      - name: function-manager-log
        path: var/log/openedge
  - name: function-sayhi
    image: openedge-function-node85
    replica: 0
    mounts:
      - name: function-sayjs-conf
        path: etc/openedge
        readonly: true
      - name: function-sayjs-code
        path: var/db/openedge/function-sayhi
        readonly: true
volumes:
  # hub
  - name: localhub-conf
    path: var/db/openedge/localhub-conf
  - name: localhub-data
    path: var/db/openedge/localhub-data
  - name: localhub-log
    path: var/db/openedge/localhub-log
  # function manager
  - name: function-manager-conf
    path: var/db/openedge/function-manager-conf
  - name: function-manager-log
    path: var/db/openedge/function-manager-log
  # function node runtime sayhi
  - name: function-sayjs-conf
    path: var/db/openedge/function-sayjs-conf
  - name: function-sayjs-code
    path: var/db/openedge/function-sayjs-code





OpenEdge officially provides the Node runtime to load javascripts written by users. The following description is about the name of a javascript, the execution function name, input, output parameters, and so on.


Function Name Convention

The name of a javascript can refer to universal naming convention, which OpenEdge does not specifically limit. If you want to apply a javascript to handle an MQTT message, the configuration of Node runtime service is as follows:

functions:
  - name: 'sayhi'
    handler: 'index.handler'
    codedir: 'var/db/openedge/function-sayhi'





Here, we focus on the handler attribute, where index represents the script name and the handler represents the entry function called in the file.

function-sayjs-code/
└── index.js





More detailed configuration of Node runtime, please refer to Node runtime configuration.




Parameter Convention

exports.handler = (event, context, callback) => {
    callback(null, event);
};





The Node runtime provided by OpenEdge supports two parameters: event and context, which are described separately below.


	event：Depend on the Payload in the MQTT message


	If the original Payload is a json format data, then pass in the data handled by json.loads(Payload)


	If the original Payload is Byte, string(not Json), then pass in the original Payload。






	context：MQTT message context


	context.messageQOS // MQTT QoS


	context.messageTopic // MQTT Topic


	context.functionName // MQTT functionName


	context.functionInvokeID //MQTT function invokeID


	context.invokeid // as above, be used to compatible with CFC [https://cloud.baidu.com/product/cfc.html]








NOTE: When testing in the cloud CFC, please don’t use the context defined by OpenEdge directly. The recommended method is to first determine whether the field is exists or not in the context. If exists, read it.




Hello World

Now we will implement a simple javascript with the goal of appending a hello world message to each MQTT message. For a dictionary format message, return it directly, and for an none dictionary format message, convert it to string and return.

#!/usr/bin/env node

exports.handler = (event, context, callback) => {
  result = {};
  
  if (Buffer.isBuffer(event)) {
      const message = event.toString();
      result["msg"] = message;
      result["type"] = 'non-dict';
  }else {
      result["msg"] = event;
      result["type"] = 'dict';
  }

  result["say"] = 'hello world';
  callback(null, result);
};





Publish a dict format message:

[image: ../../_images/write-node-script-dict.png]发送字典类数据

Publish an non-dict format message:

[image: ../../_images/write-node-script-none-dict.png]发送非字典类数据

As above, for some general needs, we can implement it through the Node Standard Library. However, for some more complex demands, it is often necessary to import third-party libraries to complete. How to solve the problem? We’ve provided a general solution in How to import third-party libraries for Node runtime.







          

      

      

    

  

    
      
          
            
  
How to write a python script for Python runtime

Statement


	The operating system as mentioned in this document is Darwin.


	The version of runtime is Python3.6, and for Python2.7, configuration is the same except for the language difference when coding the scripts


	The MQTT client toolkit as mentioned in this document is MQTTBOX.


	In this article, the service created based on the Hub module is called localhub service. And for the test case mentioned here, the localhub service, function calculation service, and other services are configured as follows:




# The configuration of Local Hub service
listen:
  - tcp://0.0.0.0:1883
principals:
  - username: 'test'
    password: 'hahaha'
    permissions:
      - action: 'pub'
        permit: ['#']
      - action: 'sub'
        permit: ['#']

# The configuration of Local Function Manager service
hub:
  address: tcp://localhub:1883
  username: test
  password: hahaha
rules:
  - clientid: localfunc-1
    subscribe:
      topic: py
    function:
      name: sayhi3
    publish:
      topic: py/hi
functions:
  - name: sayhi3
    service: function-sayhi3
    instance:
      min: 0
      max: 10
      idletime: 1m

# The configuration of python function runtime
functions:
  - name: 'sayhi3'
    handler: 'sayhi.handler'
    codedir: 'var/db/openedge/function-sayhi'

# The configuration of application.yml
version: v0
services:
  - name: localhub
    image: openedge-hub
    replica: 1
    ports:
      - 1883:1883
    mounts:
      - name: localhub-conf
        path: etc/openedge
        readonly: true
      - name: localhub-data
        path: var/db/openedge/data
      - name: localhub-log
        path: var/log/openedge
  - name: function-manager
    image: openedge-function-manager
    replica: 1
    mounts:
      - name: function-manager-conf
        path: etc/openedge
        readonly: true
      - name: function-manager-log
        path: var/log/openedge
  - name: function-sayhi3
    image: openedge-function-python36
    replica: 0
    mounts:
      - name: function-sayhi-conf
        path: etc/openedge
        readonly: true
      - name: function-sayhi-code
        path: var/db/openedge/function-sayhi
        readonly: true
volumes:
  # hub
  - name: localhub-conf
    path: var/db/openedge/localhub-conf
  - name: localhub-data
    path: var/db/openedge/localhub-data
  - name: localhub-log
    path: var/db/openedge/localhub-log
  # function manager
  - name: function-manager-conf
    path: var/db/openedge/function-manager-conf
  - name: function-manager-log
    path: var/db/openedge/function-manager-log
  # function python runtime sayhi
  - name: function-sayhi-conf
    path: var/db/openedge/function-sayhi-conf
  - name: function-sayhi-code
    path: var/db/openedge/function-sayhi-code





OpenEdge officially provides the Python runtime to load python scripts written by users. The following description is about the name of the python script, the execution function name, input, output parameters, and so on.


Function Name Convention

The name of a python script can refer to Python’s universal naming convention, which OpenEdge does not specifically limit. If you want to apply a python script to handle an MQTT message, the configuration of Python3.6 runtime service is as follows:

functions:
  - name: 'sayhi3'
    handler: 'sayhi.handler'
    codedir: 'var/db/openedge/function-sayhi'





Here, we focus on the handler attribute, where sayhi represents the script name and the handler represents the entry function called in the file.

function-sayhi-code/
├── __init__.py
└── sayhi.py





More detailed configuration of Python runtime, please refer to Python runtime configuration.




Parameter Convention

def handler(event, context):
    # do something
    return event





The Python runtime provided by OpenEdge supports two parameters: event and context, which are described separately below.


	event：Depend on the Payload in the MQTT message


	If the original Payload is a json format data, then pass in the data handled by json.loads(Payload)


	If the original Payload is Byte, string(not Json), then pass in the original Payload。






	context：MQTT message context


	context.messageQOS // MQTT QoS


	context.messageTopic // MQTT Topic


	context.functionName // MQTT functionName


	context.functionInvokeID //MQTT function invokeID


	context.invokeid // as above, be used to compatible with CFC [https://cloud.baidu.com/product/cfc.html]








NOTE: When testing in the cloud CFC, please don’t use the context defined by OpenEdge directly. The recommended method is to first determine whether the field is exists or not in the context. If exists, read it.




Hello World

Now we will implement a simple python script with the goal of appending a hello world message to each MQTT message. For a dictionary format message, return it directly, and for an none dictionary format message, convert it to string and return.

#!/usr/bin/env python3
# -*- coding: utf-8 -*-

def handler(event, context):
    result = {}
    if isinstance(event, dict):
        result['msg'] = event
        result['type'] = 'dict'
        result['say'] = 'hello world'
    else:
        result['msg'] = event
        result['type'] = 'non-dict'
        result['say'] = 'hello world'

    return result





Publish a dict format message:

[image: ../../_images/write-python-script-dict.png]Publish a dict format message

Publish an non-dict format message:

[image: ../../_images/write-python-script-none-dict.png]Publish an non-dict format message

As above, for some general needs, we can implement it through the Python Standard Library. However, for some more complex demands, it is often necessary to import third-party libraries to complete. How to solve the problem? We’ve provided a general solution in How to import third-party libraries for Python runtime.







          

      

      

    

  

    
      
          
            
  
OpenEdge Advantages


	Shielding Computing Framework: OpenEdge provides two official computing modules(Local Function Module and Python Runtime Module), also supports customize module(which can be written in any programming language or any machine learning framework).


	Simplified Application Production: OpenEdge combines with Cloud Management Suite of BIE and many other productions of Baidu Cloud(such as CFC [https://cloud.baidu.com/product/cfc.html], Infinite [https://cloud.baidu.com/product/infinite.html], Jarvis [http://di.baidu.com/product/jarvis], IoT EasyInsight [https://cloud.baidu.com/product/ist.html], TSDB [https://cloud.baidu.com/product/tsdb.html], IoT Visualization [https://cloud.baidu.com/product/iotviz.html]) to provide data calculation, storage, visible display, model training and many more abilities.


	Quickly Deployment: OpenEdge pursues docker container mode, it make developers quickly deploy OpenEdge on different operating system.


	Deploy On Demand: OpenEdge takes modularization mode and splits functions to multiple independent modules. Developers can select some modules which they need to deploy.


	Rich Configuration: OpenEdge supports X86 and ARM CPU processors, as well as Linux and Darwin operating systems.








          

      

      

    

  

    
      
          
            
  
OpenEdge Control

OpenEdge controllable design mainly includes 2 aspects, the essence of which is OpenEdge together with BIE [https://cloud.baidu.com/product/bie.html](Baidu-IntelliEdge) cloud management suite generate OpenEdge configuration file by one-click configuration, one-click delivery, update configuration(include update docker images in docker container mode) by one-click update, automatic reloading.

Among them, one-click configuration, one-click delivery means that BIE cloud console supports users to establish edge core devices in the cloud, create volumes and services, write function scripts through CFC [https://cloud.baidu.com/product/cfc.html] for Python2.7 or Python3.6 runtime(also can write sql expression through Rule Engine [https://cloud.baidu.com/product/re.html] for sql runtime), generate and delivery configuration files. In addition, through BIE console users can update configuration at any time. Not only the design can meet actual demands of users to update the configuration, but also reduce the loss once found a wrong configuration.

In addition, OpenEdge update and load configuration by one-click update, automatic reloading as Nginx. That is to say, users does not have to manually shut down and restart OpenEdge. At present, the hot load adopts the method of full update, which stops all the old application modules and then starts all new application modules, so the service provided by the module will be interrupted. In addition, decompressing the new application package will directly overwrite the old application files, and the redundant old application files will not be cleaned up.

In particular, for the docker container mode, OpenEdge can also support to update docker images by simply modifying the configuration, and achieve one-click update, switch at any time effect.





          

      

      

    

  

    
      
          
            
  
OpenEdge Design


	Concepts
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Concepts


	System: Refers to the OpenEdge system, including Master, Service, Volume and system resources used.


	Master: Refers to the core part of the OpenEdge, responsible for managing Volume and Service, built-in Engine, external RESTful API and command line.


	Module: Provides an executable package for Service, such as a docker image, to launch instances of Service.


	Service: Refers to a set of running programs that managed by OpenEdge to provide specific functions such as message routing services, function computing services, micro-services, etc.


	Instance: Refers to the specific running program or container launched by the Service, a Service can start multiple instances, or can be dynamically started by other services. For example, the instances of function runtime service are dynamically started and stopped by the function manager service.


	Volume: Refers to the directory used by the Service, can be a read-only directory, such as a directory for placing resources such as configuration, certificates, scripts, etc., or a writable directory to persist data, such as logs and database.


	Engine: Refers to the operational abstractions and concrete implementations of the various running modes of the Service, such as the docker container mode and the native process mode.


	Services and System Relationships: OpenEdge systems can start multiple services, there is no dependency between services, and their startup order should not be assumed (although it is currently started sequentially). All data generated by the service at runtime is temporary and will be deleted when the service is stopped, unless it is mapped to a persistent directory. The program in the service may stop for various reasons, and the service will restart the program according to the user’s configuration. This situation is not equal to the stop of the service, so the temporary data will not be deleted.







Components

A complete OpenEdge system consists of Master, Service, Volume and system resources used. The Master loads all modules according to the application configuration to start the corresponding services, and a service can start several instances, all of which are managed and supervised by Master. NOTE that the instances of the same service shares the storage volume bound to the service. Therefore, if an exclusive resource exists, such as listening to the same port, only one instance can be successfully started.

At present, OpenEdge has the following official modules:


	openedge-agent: Provides cloud agent service for status reporting and application OTA.


	openedge-hub: Provides an MQTT-based message routing service.


	openedge-remote-mqtt: Provides a bridge services for synchronizing messages between Hub and remote MQTT services.


	openedge-function-manager: Provides function services for function instance management and message-triggered function calls.


	openedge-function-python27: Provides a GRPC micro-service that loads Python scripts based on Python2.7 runtime that can be managed by openedge-function-manager as a function instance provider.


	openedge-function-python36：Provides a GRPC micro-service that loads Python scripts based on Python3.6 runtime that can be managed by openedge-function-manager as a function instance provider.


	openedge-function-node85：Provides a GRPC micro-service that loads javascripts based on Node8.5 runtime that can be managed by openedge-function-manager as a function instance provider.




Structure Diagram:

[image: ../../_images/openedge_design.png]Structure Diagram




Master

Master as the core of the OpenEdge system, it manages all storage volumes and services, has a built-in runtime engine system, and provides RESTful APIs and command lines.

The start and stop process of the Master is as follows:


	Execute the startup command: sudo openedge start. The default working directory is the upper directory of the openedge installation directory.


	The Master will first load etc/openedge/openedge.yml in the working directory, initialize the running mode, API server, log and exit timeout, etc. These configurations can not be changed during application OTA. If no error is reported, the openedge.pid and openedge.sock (only on Linux) files are generated in the /var/run/ directory.


	The Master will then attempt to load the application configuration var/db/openedge/application.yml and will not start any service if the configuration does not exist, otherwise the list of services and storage volumes in the application configuration will be loaded. This file will be updated during application OTA, and the system will update the services according to the new configuration.


	Before starting all services, the Master will first call the Engine interface to perform some preparatory work. For example, in container mode, it will try to download the image of all services first.


	After the preparation is completed, start all services in sequence, and if the service fails to start, the Master will exit. In the container mode, the storage volumes are mapped to the inside of the container; in the process mode, a temporary working directory is created for each service, and the storage volumes are soft linked to the working directory. If the service is stopped, the temporary working directory will be cleaned up, and the behavior is the same with container mode.


	Finally, you can execute sudo openedge stop to stop openedge, and the Master will notify all service instances to exit and wait. If it times out, it will force the instance to be killed. Then clean up openedge.pid and openedge.sock and exit.




The complete application.yml configuration as follows:

// AppConfig application configuration
type AppConfig struct {
	// specifies the version of the application configuration
	Version  string        `yaml:"version" json:"version"`
	// specifies the service information of the application
	Services []ServiceInfo `yaml:"services" json:"services" default:"[]"`
	// specifies the storage volume information of the application
	Volumes  []VolumeInfo  `yaml:"volumes" json:"volumes" default:"[]"`
}


// VolumeInfo storage volume configuration
type VolumeInfo struct {
	// specifies a unique name for the storage volume
	Name     string `yaml:"name" json:"name" validate:"regexp=^[a-zA-Z0-9][a-zA-Z0-9_-]{0\\,63}$"`
	// specifies the directory where the storage volume is on the host
	Path     string `yaml:"path" json:"path" validate:"nonzero"`
}

// MountInfo storage volume mapping configuration
type MountInfo struct {
	// specifies the name of the mapped storage volume
	Name     string `yaml:"name" json:"name" validate:"regexp=^[a-zA-Z0-9][a-zA-Z0-9_-]{0\\,63}$"`
	// specifies the directory where the storage volume is in the container
	Path     string `yaml:"path" json:"path" validate:"nonzero"`
	// specifies the operation permission of the storage volume, read-only or writable
	ReadOnly bool   `yaml:"readonly" json:"readonly"`
}

// ServiceInfo service configuration
type ServiceInfo struct {
	// specifies the unique name of the service
	Name      string            `yaml:"name" json:"name" validate:"regexp=^[a-zA-Z0-9][a-zA-Z0-9_-]{0\\,63}$"`
	// specifies the image of the service, usually using the docker image name
	Image     string            `yaml:"image" json:"image" validate:"nonzero"`
	// specifies the number of instances started
	Replica   int               `yaml:"replica" json:"replica" validate:"min=0"`
	// specifies the storage volumes that the service needs, map the storage volume to the directory in the container
	Mounts    []MountInfo       `yaml:"mounts" json:"mounts" default:"[]"`
    // specifies the port bindings which exposed by the service, only for docker container mode
	Ports     []string          `yaml:"ports" json:"ports" default:"[]"`
	// specifies the device bindings which used by the service, only for docker container mode
	Devices   []string          `yaml:"devices" json:"devices" default:"[]"`
	// specifies the startup arguments of the service program, but does not include `arg[0]`
	Args      []string          `yaml:"args" json:"args" default:"[]"`
	// specifies the environment variable of the service program
	Env       map[string]string `yaml:"env" json:"env" default:"{}"`
	// specifies the restart policy of the instance of the service
	Restart   RestartPolicyInfo `yaml:"restart" json:"restart"`
	// specifies resource limits for a single instance of the service,  only for docker container mode
	Resources Resources         `yaml:"resources" json:"resources"`
}






Engine

Engine is responsible for the storage volume mapping of services, instance start and stop, daemon, etc.. It abstracts the service operation, can implement different service running modes. Depending on the capabilities of the device, different running modes can be selected to run the services. The docker container mode and the native process mode are currently supported, and the k3s container mode will be supported later.


Docker Engine

The docker engine interprets the service Image as a docker image address and starts the service by calling the Docker Engine client. All services use a custom network provided by Docker Engine (default is openedge), and the ports are exposed according to the Ports information. The directories are mapped according to the Mounts information, the devices are mapped according to the Devices information, and the resources that the containers can use, such as CPU, memory, etc., are configured according to the Resources information. Services can be accessed directly using the service name, which is routed by docker’s DNS server. Each instance of the service corresponds to a container, and the engine is responsible for starting and stopping the container.




Native Engine

On platforms that do not provide container services (such as older versions of Windows), the Native engine simulates the container’s experience as much as possible. The engine interprets the service image as the package name. The package is provided by the storage volume and contains the program required by the service, but the dependencies of this program (such as Python interpreter, Node interpreter, lib, etc.) need to be installed on the host in advance. All services use the host network directly, all ports are exposed, and users need to be careful to avoid port conflicts. Each instance of the service corresponds to a process, and the engine is responsible for starting and stopping the process.

NOTE: Process mode does not support resource restrictions, no need to expose ports, map devices.

At present, the above two modes basically achieve unified configuration, leaving only the difference in service address configuration, so the configuration in example is divided into two directories, native and docker, but will eventually be unified.






RESTful API

The OpenEdge Master exposes a set of RESTful APIs, adopts HTTP/1. By default, Unix Domain Socket is used on Linux systems, and the fixed address is /var/run/openedge.sock. Other environments use TCP. The default address is tcp://127.0.0.1:50050. At present, the authentication mode of the interface adopts a simple dynamic token. When the Master starts the services, it will dynamically generate a Token for each service, and the service name and Token are transmitted to the service instance as environment variables which can be read by instance and sent to the Master in request header. It should be noted that the dynamically launched instance cannot obtain the Token, so the dynamic instance cannot dynamically start other instances.

For the service instance, after the instance is started, you can get the API Server address of the OpenEdge Master, the name and Token of the service, and the name of the instance from the environment variable. For details, see Environment Variable.

The Header key is as follows：


	x-openedge-username：service name as username


	x-openedge-password：dynamic token as password




The following are the currently available interfaces:


	GET /v1/system/inspect gets system information and status


	PUT /v1/system/update updates system and services


	GET /v1/ports/available gets available port on host


	PUT /v1/services/{serviceName}/instances/{instanceName}/start starts an instance of a service dynamically


	PUT /v1/services/{serviceName}/instances/{instanceName}/stop stops an instance of a service dynamically


	PUT /v1/services/{serviceName}/instances/{instanceName}/report reports the custom info or stats of the instance of the service





System Inspect

This interface is used to obtain the following information and status:

// Inspect all openedge information and status inspected
type Inspect struct {
	// exception information
	Error    string    `json:"error,omitempty"`
	// inspect time
	Time     time.Time `json:"time,omitempty"`
	// software information
	Software Software  `json:"software,omitempty"`
	// hardware information
	Hardware Hardware  `json:"hardware,omitempty"`
	// service information, including service name, instance running status, etc.
	Services Services  `json:"services,omitempty"`
	// storage volume information, including name and version
	Volumes  Volumes   `json:"volumes,omitempty"`
}

// Software software information
type Software struct {
	// operating system information of host
	OS          string `json:"os,omitempty"`
	// CPU information of host
	Arch        string `json:"arch,omitempty"`
	// OpenEdge running mode of application services
    Mode        string `json:"mode,omitempty"`
    // OpenEdge work directory
	PWD string `json:"pwd,omitempty"`
    // OpenEdge compiled Golang version
	GoVersion   string `json:"go_version,omitempty"`
	// OpenEdge release version
	BinVersion  string `json:"bin_version,omitempty"`
	// OpenEdge loaded application configuration version
	ConfVersion string `json:"conf_version,omitempty"`
}

// Hardware hardware information
type Hardware struct {
	// memory usage information of host
	MemInfo  *utils.MemInfo  `json:"mem_stats,omitempty"`
	// CPU usage information of host
	CPUInfo  *utils.CPUInfo  `json:"cpu_stats,omitempty"`
	// disk usage information of host
	DiskInfo *utils.DiskInfo `json:"disk_stats,omitempty"`
	// CPU usage information of host
	GPUInfo  []utils.GPUInfo `json:"gpu_stats,omitempty"`
}








System Update

This interface is used to update the application in the system. We call it the application OTA, and the Master OTA (that is, the self-upgrade of the OpenEdge Master) will be implemented later. Application OTA will stop all old services and then start all new services, so there will be a downtime. We will continue to optimize to avoid restarting the services which configuration is not changed.

The process of application OTA is as follows:

[image: ../../_images/openedge_update.png]update

NOTE: At present, the application OTA adopts the full update method, that is, all the old services are stopped and all new services are started, so the service will be interrupted.




Instance Start&Stop

This interface is used to dynamically start and stop an instance of a service. You need to specify the service name and instance name. If you repeatedly launch an instance of the same name with the same service, the previously started instance will be stopped first, and then the new instance will be started.

This interface supports the dynamic configuration of the service to cover the static configuration in the storage volume. The overlay logic adopts the environment variable. When the instance starts, the environment variable can be loaded to overwrite the configuration in the storage volume to avoid resource conflicts. For example, in the native process mode, when the function manager service starts the function runtime instance, the free ports are allocated in advance, so that the function runtime instances can listen to different ports.




Instance Report

This interface is used to periodically report the custom status information of the service instance to the OpenEdge Master. The content of the report is placed in the body of the request, and JSON format is used. The first layer of the JSON field is used as the key and its value will be overwritten if it is reported multiple times. For example:

If the instance of the service infer reports the following information for the first time, including info and stats:

{
    "info": {
        "company": "baidu",
        "scope": "ai"
    },
    "stats": {
        "msg_count": 124,
        "infer_count": 120
    }
}





The subsequent JSON that openedge-agent reports to the cloud is as follows:

{
    ...
    "time": "0001-01-01T00:00:00Z",
    "services": [
        {
            "name": "infer",
            "instances": [
                {
                    "name": "infer",
                    "start_time": "2019-04-18T16:04:45.920152Z",
                    "status": "running",
                    ...

                    "info": {
                        "company": "baidu",
                        "scope": "ai"
                    },
                    "stats": {
                        "msg_count": 124,
                        "infer_count": 120
                    }
                }
            ]
        },
    ]
    ...
}





If the instance of the service infer reports the following information for the second time, containing only stats, the old stats will be overwritten:

{
    "stats": {
        "msg_count": 344,
        "infer_count": 320
    }
}





The subsequent JSON that openedge-agent reports to the cloud is as follows, the old info is kept and the old stats is overwritten:

{
    ...
    "time": "0001-01-01T00:00:00Z",
    "services": [
        {
            "name": "infer",
            "instances": [
                {
                    "name": "infer",
                    "start_time": "2019-04-18T16:04:46.920152Z",
                    "status": "running",
                    ...

                    "info": {
                        "company": "baidu",
                        "scope": "ai"
                    },
                    "stats": {
                        "msg_count": 344,
                        "infer_count": 320
                    }
                }
            ]
        },
    ]
    ...
}










Environment Variable

OpenEdge currently sets the following system environment variables for the service instance:


	OPENEDGE_HOST_OS: Operating system of the device (host) where OpenEdge is located


	OPENEDGE_MASTER_API: API Server address of the OpenEdge Master


	OPENEDGE_RUNNING_MODE: Service running mode adopted by the OpenEdge Master


	OPENEDGE_SERVICE_NAME: The name of the service


	OPENEDGE_SERVICE_TOKEN: Dynamically assigned Token


	OPENEDGE_SERVICE_INSTANCE_NAME：The name of the instance of the service


	OPENEDGE_SERVICE_INSTANCE_ADDRESS：The address of the instance of the service




The official function manager service is to connect to the OpenEdge Master by reading OPENEDGE_MASTER_API. For example, the OPENEDGE_MASTER_API under Linux system is unix:///var/run/openedge.sock; In the container mode under other systems, the default value of OPENEDGE_MASTER_API is tcp://host.docker.internal:50050; In the process mode under other systems, the default value of OPENEDGE_MASTER_API is tcp://127.0.0.1:50050.

NOTE: Environment variables configured in the application will be overwritten if they are the same as the above system environment variables.






Official Modules

Currently, several modules are officially provided to meet some common application scenarios. Of course, developers can also develop their own modules.


openedge-agent

The openedge-agent, also known as the cloud agent module, is responsible for communicating with the BIE Cloud Management Suite. It has MQTT and HTTPS channels. MQTT enforces two-way authentication for SSL/TLS certificates. HTTPS enforces one-way authentication for SSL/TLS certificates. Developers can refer to this module to implement their own Agent module to connect their own cloud platform.

The cloud agent do three things at the moment:


	After the startup, periodically obtain status information from the Master and report it to the cloud.


	Listen to the events sent by the cloud, trigger the corresponding operations, and currently only process the application OTA event.


	Responsible for cleaning the volume directory, the master will not be notified to do APP OTA during the volume cleaning period.




After receiving the application OTA command from the BIE Cloud Management Suite, the cloud agent first downloads the storage volume data packets used in all configurations and decompresses them to the specified location. If the storage volume data packets already exist and the MD5 is the same, the download will be skipped. After all storage volumes are ready, the cloud agent module will call the Master’s /update/system interface to trigger the Master to update the system.

_NOTE: If the device cannot connect to the external network or needs to leave the cloud management suite, you can remove the Agent module from the application configuration and run offline. _




openedge-hub

The openedge-hub is a stand-alone version of the message subscription and distribution center that uses the MQTT3.1.1 protocol to provide reliable messaging services in low-bandwidth, unreliable networks. It acts as a messaging middleware for the OpenEdge system, providing message-driven interconnect capabilities for all services.

Currently supports 4 access methods: TCP, SSL (TCP + SSL), WS (Websocket) and WSS (Websocket + SSL). The MQTT protocol support is as follows:


	Support Connect, Disconnect, Subscribe, Publish, Unsubscribe, Ping, etc.


	Support QoS levels 0 and 1


	Support Retain, Will, Clean Session


	Support topics subscribed with wildcards such as +, #


	Support validation of ClientID and Payload


	Not Support topics subscribed with prefix $


	Not Support Client’s Keep Alive feature and QoS Level 2




NOTE:


	The maximum number of separators / in the publish and subscribe topics is no more than 8, and the topic name can be up to 255 characters in length.


	The maximum length of the message message is 32k. The maximum length that can be supported is 268, 435, 455 (Byte), about 256 MB, which can be modified by the message configuration item.


	ClientID supports uppercase and lowercase letters, numbers, underscores, hyphens (minus sign), and empty characters (not allowed to be empty if CleanSession is false), up to 128 characters in length


	The QoS of the message can only be dropped. For example, when the QoS of the original message is 0, even if the subscription QoS is 1, the message is sent at the level of QoS 0.


	If certificate mutual authentication is used, the client must send a non-empty username and empty password when connecting, username will be used for topic authentication. If password is not empty, it will further check if the password is correct.




The Hub supports simple topic routing, such as subscribing to a message with the topic t and publishing it back with a new topic t/topic.

If this module does not meet your requirements, you can also use a third-party MQTT Broker/Server to replace it.




openedge-function-manager

The openedge-function-manager, also known as the function manager module, provides the computing power based on the MQTT message mechanism, flexible, highly available, scalable, and responsive, and compatible Baidu CFC [https://cloud.baidu.com/product/cfc.html]. It is important to note that function service do not guarantee message order, unless only one function instance is started.

The function manager module is responsible for managing all function instances and message routing rules, and supports automatic scaling. The structure diagram is as follows:

[image: ../../_images/openedge_function.png]Structure Diagram

If the function executes incorrectly, the function server returns a message in the following format for subsequent processing. Where functionMessage is the message input by the function (the message being processed), not the message returned by the function. An example is as follows:

{
    "errorMessage": "rpc error: code = Unknown desc = Exception calling application",
    "errorType": "*errors.Err",
    "functionMessage": {
        "ID": 0,
        "QOS": 0,
        "Topic": "t",
        "Payload": "eyJpZCI6MSwiZGV2aWNlIjoiMTExIn0=",
        "FunctionName": "sayhi",
        "FunctionInvokeID": "50f8f102-2b8c-4904-86df-0728811a5a4b"
    }
}








openedge-function-python27

The design motion of module openedge-function-python27 is the same as the module openedge-function-python36 ，but their python runtime are different. The module openedge-function-python27 is based on python27 runtime，and provide the libs protobuf3、grpcio based on Python2.7.




openedge-function-python36

openedge-function-python36 provides Python functions similar to Baidu CFC [https://cloud.baidu.com/product/cfc.html], where users can handle messages by writing their own functions. It is very flexible to use for filtering, converting and forwarding messages. This module can be started separately as a GRPC service or as a function instance provider for the function manager module.

The input and output of a Python function can be either JSON or binary. The message Payload will try a JSON decoding (json.loads(payload)) before passing it as a parameter. If it succeeds, it will pass the dictionary type. If it fails, it will pass the original binary data.

Python functions support reading environment variables such as os.environ[‘PATH’].

Python functions support reading contexts such as context[‘functionName’].

An example is shown below:

#!/usr/bin/env python3
#-*- coding:utf-8 -*-
"""
module to say hi
"""

def handler(event, context):
    """
    function handler
    """
    event['functionName'] = context['functionName']
    event['functionInvokeID'] = context['functionInvokeID']
    event['messageQOS'] = context['messageQOS']
    event['messageTopic'] = context['messageTopic']
    event['sayhi'] = 'hello, world'
    return event





_NOTE: In the native process mode, to run sayhi.py provided in the example of this project, you need to install Python3.6 and its packages pyyaml, protobuf3 and grpcio (pip installation can be used, **pip3** install pyyaml protobuf grpcio). _




openedge-function-node85

The design motion of module openedge-function-node85 is the same as the module openedge-function-python36, and provide Node8.5 runtime for OpenEdge, where users can write javascripts to handle messages in JSON or binary format. An example is shown below:

#!/usr/bin/env node

exports.handler = (event, context, callback) => {
  result = {};
  
  if (Buffer.isBuffer(event)) {
      const message = event.toString();
      result["msg"] = message;
      result["type"] = 'non-dict';
  }else {
      result["msg"] = event;
      result["type"] = 'dict';
  }

  result["say"] = 'hello world';
  callback(null, result);
};





提示：In the native process mode, to run index.js provided in the example of this project, you need to install Node8.5.




openedge-remote-mqtt

openedge-remote-mqtt, also known as the remote MQTT communication module, bridges two MQTT Servers for message synchronization. Currently, you can configure multiple message routing rules. The structure is as follows:

[image: ../../_images/openedge_remote_mqtt.png]Remote MQTT Communication Example

As shown in the figure above, the OpenEdge remote communication module is used to forward and synchronize messages between the OpenEdge Local Hub Module and the remote cloud Hub. Further, the edge-cloud collaborative message forwarding and delivery can be realized by accessing the MQTT Client at both ends.









          

      

      

    

  

    
      
          
            
  
OpenEdge Customize Extension

OpenEdge supports and encourages developers to develop their own modules, more details about how to develop a custom module for OpenEdge, please refer to:


	How-to-develop-a-customize-runtime-for-function


	How-to-develop-a-customize-module-for-OpenEdge








          

      

      

    

  

    
      
          
            
  
OpenEdge Open Framework

OpenEdge provides an open framework, which allows access to any protocol through a variety of networks, and allows any application to run on multiple systems.


OpenEdge Network Protocol Support

OpenEdge supports network protocols in 3 aspects: one is for IoT applications, OpenEdge provides device connect services based on Local Hub Module through MQTT protocol. And it supports TCP, SSL(TCP + SSL), WS(Websocket) and WSS(Websocket + SSL) 4 connection methods; the second is for the device hardware information reporting service, OpenEdge supports the HTTPS protocol; the other is for the remote service with the cloud, OpenEdge supports multiple network protocols. For example, OpenEdge publishes data message to the remote hub through Remote Module with MQTT protocol, publishes the data message to the remote Kafka through Kafka module, etc.




OpenEdge System Platform Support

The biggest advantage of OpenEdge is that it can support seamlessly running on multiple operating systems and CPU platforms. The list of specific supported system platforms is as follows:


	Darwin-amd64


	Linux-386


	Linux-amd64


	Linux-armv7


	Linux-arm64




In particular, for Linux, OpenEdge only depends on the standard Linux kernel, and the version of Linux kernel should be higher than 2.6.32. In addition, for Docker container mode, OpenEdge also isolates and limits the resources of containers, and allocates the CPU, memory and other resources of each running instance accurately to improve the efficiency of resource utilization.







          

      

      

    

  

    
      
          
            
  
OpenEdge Security

For security reasons, OpenEdge supports full platform security certificate authentication mode. Generally, all devices, applications and services connected to OpenEdge should be authenticated through certificate. For the various modules of OpenEdge, the security design and authentication policy are slightly different, as follows:


	For Hub module, it mainly provides device connect abilities, currently supports TCP, SSL(TCP + SSL), WS(Websocket) and WSS(Websocket + SSL) 4 connection methods.


	Among them, for SSL connection method, OpenEdge supports one-way and two-way authentication of certificate.






	For MQTT Remote module, highly recommended users to use (SSL)certificate authentication.


	For Agent module, OpenEdge enforces users to use HTTPS protocol to ensure the security of information reporting.


	For Agent module, OpenEdge also enforces users to use HTTPS protocol to ensure the security of configuration delivery.




In general, for different modules and services, OpenEdge provides multiple ways to ensure the security of information interaction.





          

      

      

    

  

    
      
          
            
  
What is OpenEdge

OpenEdge [https://openedge.tech] is an open edge computing framework that extends cloud computing, data and service seamlessly to edge devices. It can provide temporary offline, low-latency computing services, and include device connect, message routing, remote synchronization, function computing, video access pre-processing, AI inference, device resources report etc. The combination of OpenEdge and the Cloud Management Suite of BIE [https://cloud.baidu.com/product/bie.html](Baidu IntelliEdge) will achieve cloud management and application distribution, enable applications running on edge devices and meet all kinds of edge computing scenario.

About architecture design, OpenEdge takes modularization and containerization design mode. Based on the modular design pattern, OpenEdge splits the product to multiple modules, and make sure each one of them is a separate, independent module. In general, OpenEdge can fully meet the conscientious needs of users to deploy on demand. Besides, OpenEdge also takes containerization design mode to build images. Due to the cross-platform characteristics of docker to ensure the running environment of each operating system is consistent. In addition, OpenEdge also isolates and limits the resources of containers, and allocates the CPU, memory and other resources of each running instance accurately to improve the efficiency of resource utilization.

More about OpenEdge, please visit:


	OpenEdge advantages


	OpenEdge design


	OpenEdge open framework


	OpenEdge customize extension


	OpenEdge security


	OpenEdge control








          

      

      

    

  

    
      
          
            
  
TO DO(@wlwgcdxc)






          

      

      

    

  

    
      
          
            
  
Build OpenEdge From Source

Compared to the quick deployment of OpenEdge, users can compile OpenEdge from source to get the latest features.

Before compiling, user should configure the build environment. So this article consist of two parts: environment configuration and source code compilation.


Environment Configuration


Linux Platform


Install Go

Go to related resources to complete the download, then:

tar -C /usr/local -zxf go$VERSION.$OS-$ARCH.tar.gz  # Decompress the Go archive to the /usr/local directory
export PATH=$PATH:/usr/local/go/bin # Configuring environment variables
export GOPATH=yourpath  # GOPATH setting
go env  # View Go's environment variables
go version # View Go's version





NOTE: OpenEdge requires that the compiled version of Go be above 1.10.0.




Install Docker


	The official Dockerfile is offered for multi-stage builds. If you need to build the relevant image yourself, The version of docker you installed should be above 17.05;


	According to the Official Release Log [https://docs.docker.com/engine/release-notes/#18092], the version of docker lower than 18.09.2 has some security implications. It is recommended to install/update the docker to 18.09.2 and above.




Can be installed by the following command(Suitable for linux-like systems, Supported Platforms):

curl -sSL https://get.docker.com | sh





Ubuntu

Command:

sudo snap install docker # Ubuntu16.04 after
sudo apt-get install docker.io # Ubuntu 16.04 before





CentOS

Command:

yum install docker





NOTE: After the docker installation is complete, use the following command to view the installed version of docker.

docker version





Debian 9/Raspberry Pi 3

Command:

curl -sSL https://get.docker.com | sh





For more details, please see the official documentation [https://docs.docker.com/install/].






Darwin Platform


Install Go


	Install by using HomeBrew




/usr/bin/ruby -e "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/master/install)"  # install homebrew
brew install go





Modify the environment configuration file after the installation is complete.(e.g: ~/.bash_profile)：

export GOPATH="${HOME}/go"
export GOROOT="$(brew --prefix golang)/libexec"
export PATH="$PATH:${GOPATH}/bin:${GOROOT}/bin"





Make the environment variable take effect:

source yourfile





Create the GOPATH specified directory:

test -d "${GOPATH}" || mkdir "${GOPATH}"






	Install by using binary file




Go to related resources to complete the download, then:

tar -C /usr/local -zxf go$VERSION.$OS-$ARCH.tar.gz  # Decompress the Go archive to the /usr/local directory
export PATH=$PATH:/usr/local/go/bin # Configuring environment variables
export GOPATH=yourpath  # GOPATH setting
go env  # View Go's environment variables
go version # View Go's version





NOTE: OpenEdge requires that the compiled version of Go be above 1.10.0 .




Install Docker

Go to official page [https://hub.docker.com/editions/community/docker-ce-desktop-mac] to download the .dmg file you need. Once done, double-click to open and drag docker into the application folder.

[image: ../../_images/docker-install-on-mac.png]Install On Darwin

View the version of installed docker:

docker version












Source Code Compilation


Download Source Code

After completing the compilation environment configuration according to the corresponding environment, go to the OpenEdge Github Page [https://github.com/baidu/openedge] to download source code of openedge.

go get github.com/baidu/openedge








Build Docker Image

In container mode, docker starts the module by running the image corresponding to each module, so build the mirror first with the following command:

cd $GOPATH/src/github.com/baidu/openedge
make rebuild
make image # build image





The following six docker images are generated by the above command:

openedge-agent:latest
openedge-hub:latest
openedge-function-manager:latest
openedge-remote-mqtt:latest
openedge-function-python27:latest
openedge-function-node85:latest





View the generated images with the following command:

docker images








Compile

cd $GOPATH/src/github.com/baidu/openedge
make rebuild





After the compilation is completed, the following five executable files will be generated in the root directory and each module directory, respectively:

openedge
openedge-agent/openedge-agent
openedge-hub/openedge-hub
openedge-function-manager/openedge-function-manager
openedge-remote-mqtt/openedge-remote-mqtt





In addition, a total of five files named package.zip are generated in each module directory.




Install

Install to default path: /usr/local。

cd $GOPATH/src/github.com/baidu/openedge
make install # install for docker mode with example configuration
make install-native # install for native mode with example configuration





Specify the installation path, such as installing into the output directory:

cd $GOPATH/src/github.com/baidu/openedge
make install PREFIX=output








Run

If the program is already installed to the default path: /usr/local。

sudo openedge start





If the program has been installed to the specified path, such as installing into the output directory:

cd $GOPATH/src/github.com/baidu/openedge
sudo ./output/bin/openedge start





NOTE:


	After the openedge is started, you can check if the openedge has run successfully by ps -ef | grep "openedge" and determine the parameters used at startup. And you can check the log file for details. Log files are stored by default in the var/log/openedge directory of the working directory.


	If run in docker container mode, the container runtime status can be viewed via the docker stats command.


	To use your own image, you need to modify the image of the modules and functions in the application configuration to specify your own image.


	For custom configuration, follow the instructions in Configuration Interpretation to make the relevant settings.







Uninstall

If it is the default installation:

cd $GOPATH/src/github.com/baidu/openedge
make clean # Can be used to clean executable files generated by compilation
make uninstall # Uninstall if you install in docker mode
make uninstall-native # Uninstall if you install in native mode





If the installation path is specified, for example, it is installed into the output directory.

cd $GOPATH/src/github.com/baidu/openedge
make clean # Can be used to clean executable files generated by compilation
make uninstall PREFIX=output # Uninstall if you install in docker mode
make uninstall-native PREFIX=output # Uninstall if you install in native mode













          

      

      

    

  

    
      
          
            
  
Install OpenEdge on CentOS

OpenEdge is mainly developed in Go programming language and supports two startup modes: docker container mode and native process mode.

This document focuses on the installation of the environment required for OpenEdge and the rapid deployment of OpenEdge on the Linux-like system.

Statement


	The test system for this article is based on CentOS7.5 x86_64. The kernel and CPU architecture information are viewed by executing the uname -ar command as follows:
[image: ../../_images/os-centos.png]centos kernel detail


	In the OpenEdge deployment section, the deployment process is demonstrated using the docker container mode.





Environment Configuration

OpenEdge provides docker container mode and native process mode. If you are running in docker container mode, you need to install the Docker environment; if you are running in native process mode, you need to install Python and its runtime dependencies.


Install Docker in docker container mode

To start using docker container mode (recommended), you need to complete the docker installation first.

NOTE:


	The official Dockerfile is offered for multi-stage builds. If you need to build the relevant image yourself, The version of Docker you installed should be above 17.05.


	The production environment can run the image using a lower version of Docker, which is currently tested to a minimum usable version of 12.0.


	According to the Official Release Log [https://docs.docker.com/engine/release-notes/#18092], the version of Docker lower than 18.09.2 has some security implications. It is recommended to install/update Docker to 18.09.2 and above.




Can be installed by the following command(Suitable for linux-like systems, Supported Platforms):

curl -sSL https://get.docker.com | sh





Or install by using following command:

sudo yum install docker





NOTE:


	After Docker installation is complete, use the following command to view the installed version of Docker.




docker version





For more details, please see the official documentation [https://docs.docker.com/install/].




Install prerequisites in native process mode

OpenEdge provides Python and Node runtime. If you plan to use the native process mode, you need to install prerequisites first. The corresponding versions for Python runtime are Python2.7 and Python3.6, and Node8.5 for Node runtime. Besides, users can also choose other versions, but they must ensure compatibility.


Install Python runtime

The system provides Python2.7 by default, and the Python3.6 installation is below.


	Step 1：Check Python3.6 or above is already installed or not. If yes, goto Step 3, otherwise goto Step 2.




which python3






	Step 2：Install Python3.6:




sudo yum install -y epel-release
sudo yum update
sudo yum install -y python36






	Step 3：Install dependencies required by OpenEdge:




# python2
sudo yum install -y python2-pip
sudo pip2 install grpcio protobuf pyyaml
sudo pip2 install -U PyYAML

# python3
sudo yum install -y python36-pip
sudo pip3 install grpcio protobuf pyyaml
sudo pip3 install -U PyYAML








Install Node runtime


	Step 1：Check Node8.5 or above is already installed or not. If not, goto Step 2.




node -v






	Step 2：Install Node8:




curl -sL https://rpm.nodesource.com/setup_8.x | bash -
sudo yum install -y nodejs












Quick Deployment

A complete OpenEdge includes main program and configurations. The following is an introduction to OpenEdge’s quick deployment using the latest official release and a sample configuration.


Step 1: Download

Download OpenEdge and Example Configuration [https://github.com/baidu/openedge/releases/download/0.1.4/openedge_docker_mode_example.zip]；




Step 2: Unzip

Open the terminal and enter the directory of downloaded zips for decompression:

unzip openedge-xxx.zip
unzip openedge_docker_mode_example.zip





If the above operation is normal, the resulting file directory structure is as shown below:

[image: ../../_images/openedge-dir.png]OpenEdge directory

The bin directory stores the openedge executable binary file of main program, the etc directory stores the configuration of OpenEdge, and the var directory stores the configuration and resources for the modules of OpenEdge. About Configuration, you can read Configuration Interpretation to learn more.

Meantime, you can place the openedge in the directory specified in PATH, suggest /usr/local/bin, then copy the var and etc directories to / Usr/local.




Step 3: Start

Enter the directory of openedge, then start it:

sudo openedge start








Step 4: Verify

OpenEdge may encounter an abnormal condition during the startup process. You can verify whether OpenEdge is successfully started according to the following steps:


	executing the command ps -ef | grep openedge to check whether openedge is running, as shown below. Otherwise, openedge fails to start.




[image: ../../_images/openedge-started-thread.png]OpenEdge


	executing the command docker stats to view the running status of docker containers. openedge will pull the required images first. After completed, the running status of containers are as shown below. If some containers are missing, it says they failed to start.




[image: ../../_images/docker-stats.png]docker stats


	Under the condition of two above failures, you need to view the log to check more. Log files are stored by default in the var/log/openedge directory of working directory. Then check and correct one by one according to the detailed error information. If necessary, just Submit an issue [https://github.com/baidu/openedge/issues] for help.




As mentioned above, if all the steps are executed correctly, it says OpenEdge has deployed successful on CentOS system.

NOTE: The above deployment uses docker container mode. If you want to use native process mode or learn more, please refer to source compiled.









          

      

      

    

  

    
      
          
            
  
Install OpenEdge on Darwin

OpenEdge is mainly developed in Go programming language and supports two startup modes: docker container mode and native process mode.

This document focuses on the installation of the environment required for OpenEdge and the rapid deployment of OpenEdge on the Linux-like system.

Statement


	The test system for this article is based on Darwin High Sierra Version 10.13.6. The kernel and CPU architecture information are viewed by executing the uname -ar command as follows:
[image: ../../_images/os-darwin.png]darwin kernel detail


	In the OpenEdge deployment section, the deployment process is demonstrated using the docker container mode.





Environment Configuration

OpenEdge provides docker container mode and native process mode. If you are running in docker container mode, you need to install the Docker environment; if you are running in native process mode, you need to install Python and its runtime dependencies.


Install Docker in docker container mode

To start using docker container mode (recommended), you need to complete the docker installation first.

NOTE:


	The official Dockerfile is offered for multi-stage builds. If you need to build the relevant image yourself, The version of Docker you installed should be above 17.05.


	The production environment can run the image using a lower version of Docker, which is currently tested to a minimum usable version of 12.0.


	According to the Official Release Log [https://docs.docker.com/engine/release-notes/#18092], the version of docker lower than 18.09.2 has some security implications. It is recommended to install/update Docker to 18.09.2 and above.




Go to official page [https://hub.docker.com/editions/community/docker-ce-desktop-mac] to download the .dmg file you need. Once done, double-click to open and drag docker into the application folder.

[image: ../../_images/docker-install-on-mac.png]Install On Darwin

View the version of installed Docker:

docker version





For more details, please see the official documentation [https://docs.docker.com/install/].




Install prerequisites in native process mode

OpenEdge provides Python and Node runtime. If you plan to use the native process mode, you need to install prerequisites first. The corresponding versions for Python runtime are Python2.7 and Python3.6, and Node8.5 for Node runtime. Besides, users can also choose other versions, but they must ensure compatibility.


Install Python runtime

The system provides Python2.7 by default, and the Python3.6 installation is below.


	Step 1：Check Python3.6 or above is already installed or not. If yes, goto Step 3, otherwise goto Step 2.




which python3






	Step 2：Install Python3.6:




/usr/bin/ruby -e "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/master/install)"  // install HomeBrew
brew install --ignore-dependencies https://raw.githubusercontent.com/Homebrew/homebrew-core/f2a764ef944b1080be64bd88dca9a1d80130c558/Formula/python.rb






	Step 3：Install dependencies required by OpenEdge:




# python2
brew install python@2
pip2 install grpcio protobuf pyyaml
pip2 install -U PyYAML

# python3
pip3 install grpcio protobuf pyyaml
pip3 install -U PyYAML








Install Node runtime


	Step 1：Check Node8.5 or above is already installed or not. If not, goto Step 2.




node -v






	Step 2：Install Node8:




brew install node@8












Quick Deployment

A complete OpenEdge includes main program and configurations. The following is an introduction to OpenEdge’s quick deployment using the latest official release and a sample configuration.


Step 1: Download

Download OpenEdge and Example Configuration [https://github.com/baidu/openedge/releases/download/0.1.4/openedge_docker_mode_example.zip]；




Step 2: Unzip

Open the terminal and enter the directory of downloaded zips for decompression:

unzip openedge-xxx.zip
unzip openedge_docker_mode_example.zip





If the above operation is normal, the resulting file directory structure is as shown below:

[image: ../../_images/openedge-dir.png]OpenEdge directory

The bin directory stores the openedge executable binary file of main program, the etc directory stores the configuration of OpenEdge, and the var directory stores the configuration and resources for the modules of OpenEdge. About Configuration, you can read Configuration Interpretation to learn more.

Meantime, you can place the openedge in the directory specified in PATH, suggest /usr/local/bin, then copy the var and etc directories to / Usr/local.




Step 3: Start

Enter the directory of openedge, then start it:

sudo openedge start








Step 4: Verify

OpenEdge may encounter an abnormal condition during the startup process. You can verify whether OpenEdge is successfully started according to the following steps:


	executing the command ps -ef | grep openedge to check whether openedge is running, as shown below. Otherwise, openedge fails to start.




[image: ../../_images/openedge-started-thread.png]OpenEdge


	executing the command docker stats to view the running status of docker containers. openedge will pull the required images first. After completed, the running status of containers are as shown below. If some containers are missing, it says they failed to start.




[image: ../../_images/docker-stats.png]docker stats


	Under the condition of two above failures, you need to view the log to check more. Log files are stored by default in the var/log/openedge directory of working directory. Then check and correct one by one according to the detailed error information. If necessary, just Submit an issue [https://github.com/baidu/openedge/issues] for help.




As mentioned above, if all the steps are executed correctly, it says OpenEdge has deployed successful on Darwin system.

NOTE: The above deployment uses docker container mode. If you want to use native process mode or learn more, please refer to source compiled.









          

      

      

    

  

    
      
          
            
  
Install OpenEdge on Debian

OpenEdge is mainly developed in Go programming language and supports two startup modes: docker container mode and native process mode.

This document focuses on the installation of the environment required for OpenEdge and the rapid deployment of OpenEdge on the Linux-like system.

Statement


	The test system for this article is based on Debian9.1.0 amd64. The kernel and CPU architecture information are viewed by executing the uname -ar command as follows:
[image: ../../_images/os-debian.png]debian kernel detail


	In the OpenEdge deployment section, the deployment process is demonstrated using the docker container mode.





Environment Configuration

OpenEdge provides docker container mode and native process mode. If you are running in docker container mode, you need to install the Docker environment; if you are running in native process mode, you need to install Python and its runtime dependencies.


Install Docker in docker container mode

To start using docker container mode (recommended), you need to complete the docker installation first.

NOTE:


	The official Dockerfile is offered for multi-stage builds. If you need to build the relevant image yourself, The version of Docker you installed should be above 17.05.


	The production environment can run the image using a lower version of Docker, which is currently tested to a minimum usable version of 12.0.


	According to the Official Release Log [https://docs.docker.com/engine/release-notes/#18092], the version of Docker lower than 18.09.2 has some security implications. It is recommended to install/update Docker to 18.09.2 and above.




Can be installed by the following command(Suitable for linux-like systems, Supported Platforms):

curl -sSL https://get.docker.com | sh





NOTE:


	After the Docker installation is complete, use the following command to view the installed version of Docker.




docker version





For more details, please see the official documentation [https://docs.docker.com/install/].




Install prerequisites in native process mode

OpenEdge provides Python and Node runtime. If you plan to use the native process mode, you need to install prerequisites first. The corresponding versions for Python runtime are Python2.7 and Python3.6, and Node8.5 for Node runtime. Besides, users can also choose other versions, but they must ensure compatibility.


Install Python runtime

The system provides Python2.7 by default, and the Python3.6 installation is below.


	Step 1：Check Python3.6 or above is already installed or not. If yes, goto Step 3, otherwise goto Step 2.




which python3






	Step 2：Install Python3.6:




sudo apt-get update
sudo apt-get -y install gcc make zlib1g-dev libffi-dev libssl-dev wget
wget https://www.python.org/ftp/python/3.6.5/Python-3.6.5.tgz
tar -xvf Python-3.6.5.tgz
sudo chmod -R +x Python-3.6.5
cd Python-3.6.5/
./configure
make
sudo make install






	Step 3：Install dependencies required by OpenEdge:




# python2
sudo yum install -y python-pip
sudo pip2 install grpcio protobuf pyyaml
sudo pip2 install -U PyYAML

# python3
sudo pip3 install grpcio protobuf pyyaml
sudo pip3 install -U PyYAML








Install Node runtime


	Step 1：Check Node8.5 or above is already installed or not. If not, goto Step 2.




node -v






	Step 2：Install Node8:




# Using Debian, as root
curl -sL https://deb.nodesource.com/setup_8.x | bash -
apt-get install -y nodejs












Quick Deployment

A complete OpenEdge includes main program and configurations. The following is an introduction to OpenEdge’s quick deployment using the latest official release and a sample configuration.


Step 1: Download

Download OpenEdge and Example Configuration [https://github.com/baidu/openedge/releases/download/0.1.4/openedge_docker_mode_example.zip]；




Step 2: Unzip

Open the terminal and enter the directory of downloaded zips for decompression:

unzip openedge-xxx.zip
unzip openedge_docker_mode_example.zip





If the above operation is normal, the resulting file directory structure is as shown below:

[image: ../../_images/openedge-dir.png]OpenEdge directory

The bin directory stores the openedge executable binary file of main program, the etc directory stores the configuration of OpenEdge, and the var directory stores the configuration and resources for the modules of OpenEdge. About Configuration, you can read Configuration Interpretation to learn more.

Meantime, you can place the openedge in the directory specified in PATH, suggest /usr/local/bin, then copy the var and etc directories to / Usr/local.




Step 3: Start

Enter the directory of openedge, then start it:

sudo openedge start








Step 4: Verify

OpenEdge may encounter an abnormal condition during the startup process. You can verify whether OpenEdge is successfully started according to the following steps:


	executing the command ps -ef | grep openedge to check whether openedge is running, as shown below. Otherwise, openedge fails to start.




[image: ../../_images/openedge-started-thread.png]OpenEdge


	executing the command docker stats to view the running status of docker containers. openedge will pull the required images first. After completed, the running status of containers are as shown below. If some containers are missing, it says they failed to start.




[image: ../../_images/docker-stats.png]docker stats


	Under the condition of two above failures, you need to view the log to check more. Log files are stored by default in the var/log/openedge directory of working directory. Then check and correct one by one according to the detailed error information. If necessary, just Submit an issue [https://github.com/baidu/openedge/issues] for help.




As mentioned above, if all the steps are executed correctly, it says OpenEdge has deployed successful on Debian system.

NOTE: The above deployment uses docker container mode. If you want to use native process mode or learn more, please refer to source compiled.









          

      

      

    

  

    
      
          
            
  
Install OpenEdge on Raspbian

OpenEdge is mainly developed in Go programming language and supports two startup modes: docker container mode and native process mode.

This document focuses on the installation of the environment required for OpenEdge and the rapid deployment of OpenEdge on the Linux-like system.

Statement


	The test system for this article is based on Raspbian. The kernel and CPU architecture information are viewed by executing the uname -ar command as follows:
[image: ../../_images/os-raspbian.png]raspbian kernel detail


	In the OpenEdge deployment section, the deployment process is demonstrated using the docker container mode.





Environment Configuration

OpenEdge provides docker container mode and native process mode. If you are running in docker container mode, you need to install the Docker environment; if you are running in native process mode, you need to install Python and its runtime dependencies.


Install Docker in docker container mode

To start using docker container mode (recommended), you need to complete the docker installation first.

NOTE:


	The official Dockerfile is offered for multi-stage builds. If you need to build the relevant image yourself, The version of Docker you installed should be above 17.05.


	The production environment can run the image using a lower version of Docker, which is currently tested to a minimum usable version of 12.0.


	According to the Official Release Log [https://docs.docker.com/engine/release-notes/#18092], the version of Docker lower than 18.09.2 has some security implications. It is recommended to install/update Docker to 18.09.2 and above.




Can be installed by the following command(Suitable for linux-like systems, Supported Platforms):

curl -sSL https://get.docker.com | sh





For more details, please see the official documentation [https://docs.docker.com/install/].




Install prerequisites in native process mode

OpenEdge provides Python and Node runtime. If you plan to use the native process mode, you need to install prerequisites first. The corresponding versions for Python runtime are Python2.7 and Python3.6, and Node8.5 for Node runtime. Besides, users can also choose other versions, but they must ensure compatibility.


Install Python runtime

The system provides Python2.7 by default, and the Python3.6 installation is below.


	Step 1：Check Python3.6 or above is already installed or not. If yes, goto Step 3, otherwise goto Step 2.




which python3






	Step 2：Install Python3.6:




sudo apt-get update
sudo apt-get -y install gcc make zlib1g-dev libffi-dev libssl-dev wget
wget https://www.python.org/ftp/python/3.6.5/Python-3.6.5.tgz
tar -xvf Python-3.6.5.tgz
sudo chmod -R +x Python-3.6.5
cd Python-3.6.5/
./configure
make
sudo make install






	Step 3：Install dependencies required by OpenEdge:




# python2
sudo yum install -y python-pip
sudo pip2 install grpcio protobuf pyyaml
sudo pip2 install -U PyYAML

# python3
sudo pip3 install -y grpcio protobuf pyyaml
sudo pip3 install -U PyYAML








Install Node runtime


	Step 1：Check Node8.5 or above is already installed or not. If not, goto Step 2.




node -v






	Step 2：Install Node8:




# Using Debian, as root
curl -sL https://deb.nodesource.com/setup_8.x | bash -
apt-get install -y nodejs












Quick Deployment

A complete OpenEdge includes main program and configurations. The following is an introduction to OpenEdge’s quick deployment using the latest official release and a sample configuration.


Step 1: Download

Download OpenEdge and Example Configuration [https://github.com/baidu/openedge/releases/download/0.1.4/openedge_docker_mode_example.zip]；




Step 2: Unzip

Open the terminal and enter the directory of downloaded zips for decompression:

unzip openedge-xxx.zip
unzip openedge_docker_mode_example.zip





If the above operation is normal, the resulting file directory structure is as shown below:

[image: ../../_images/openedge-dir.png]OpenEdge directory

The bin directory stores the openedge executable binary file of main program, the etc directory stores the configuration of OpenEdge, and the var directory stores the configuration and resources for the modules of OpenEdge. About Configuration, you can read Configuration Interpretation to learn more.

Meantime, you can place the openedge in the directory specified in PATH, suggest /usr/local/bin, then copy the var and etc directories to / Usr/local.




Step 3: Start

Enter the directory of openedge, then start it:

sudo openedge start








Step 4: Verify

OpenEdge may encounter an abnormal condition during the startup process. You can verify whether OpenEdge is successfully started according to the following steps:


	executing the command ps -ef | grep openedge to check whether openedge is running, as shown below. Otherwise, openedge fails to start.




[image: ../../_images/openedge-started-thread.png]OpenEdge


	executing the command docker stats to view the running status of docker containers. openedge will pull the required images first. After completed, the running status of containers are as shown below. If some containers are missing, it says they failed to start.




[image: ../../_images/docker-stats.png]docker stats


	Under the condition of two above failures, you need to view the log to check more. Log files are stored by default in the var/log/openedge directory of working directory. Then check and correct one by one according to the detailed error information. If necessary, just Submit an issue [https://github.com/baidu/openedge/issues] for help.




As mentioned above, if all the steps are executed correctly, it says OpenEdge has deployed successful on Raspbian system.

NOTE: The above deployment uses docker container mode. If you want to use native process mode or learn more, please refer to source compiled.









          

      

      

    

  

    
      
          
            
  
Install OpenEdge on Ubuntu

OpenEdge is mainly developed in Go programming language and supports two startup modes: docker container mode and native process mode.

This document focuses on the installation of the environment required for OpenEdge and the rapid deployment of OpenEdge on the Linux-like system.

Statement


	The test system for this article is based on Ubuntu16.04 amd64. The kernel and CPU architecture information are viewed by executing the uname -ar command as follows:
[image: ../../_images/os-ubuntu.png]ubuntu kernel detail


	In the OpenEdge deployment section, the deployment process is demonstrated using the docker container mode.





Environment Configuration

OpenEdge provides docker container mode and native process mode. If you are running in docker container mode, you need to install the Docker environment; if you are running in native process mode, you need to install Python and its runtime dependencies.


Install Docker in docker container mode

To start using docker container mode (recommended), you need to complete the docker installation first.

NOTE:


	The official Dockerfile is offered for multi-stage builds. If you need to build the relevant image yourself, The version of Docker you installed should be above 17.05.


	The production environment can run the image using a lower version of Docker, which is currently tested to a minimum usable version of 12.0.


	According to the Official Release Log [https://docs.docker.com/engine/release-notes/#18092], the version of Docker lower than 18.09.2 has some security implications. It is recommended to install/update Docker to 18.09.2 and above.




Can be installed by the following command(Suitable for linux-like systems, Supported Platforms):

curl -sSL https://get.docker.com | sh





Or install by using following command:

sudo snap install docker # Ubuntu16.04 after
sudo apt-get install docker.io # Ubuntu 16.04 before





NOTE:


	After the Docker installation is complete, use the following command to view the installed version of Docker.




docker version





For more details, please see the official documentation [https://docs.docker.com/install/].




Install prerequisites in native process mode

OpenEdge provides Python and Node runtime. If you plan to use the native process mode, you need to install prerequisites first. The corresponding versions for Python runtime are Python2.7 and Python3.6, and Node8.5 for Node runtime. Besides, users can also choose other versions, but they must ensure compatibility.


Install Python runtime

The system provides Python2.7 by default, and the Python3.6 installation is below.


	Step 1：Check Python3.6 or above is already installed or not. If yes, goto Step 3, otherwise goto Step 2.




which python3






	Step 2：Install Python3.6:




sudo add-apt-repository ppa:jonathonf/python-3.6
sudo apt-get update
sudo apt-get -y install python3.6






	Step 3：Install dependencies required by OpenEdge:




# python2
sudo apt-get install -y python-pip
sudo pip2 install grpcio protobuf pyyaml
sudo pip2 install -U PyYAML

# python3
sudo apt-get install -y python3-pip
sudo pip3 install grpcio protobuf pyyaml
sudo pip3 install -U PyYAML








Install Node runtime


	Step 1：Check Node8.5 or above is already installed or not. If not, goto Step 2.




node -v






	Step 2：Install Node8:




curl -sL https://deb.nodesource.com/setup_8.x | sudo -E bash -
sudo apt-get install -y nodejs












Quick Deployment

A complete OpenEdge includes main program and configurations. The following is an introduction to OpenEdge’s quick deployment using the latest official release and a sample configuration.


Step 1: Download

Download OpenEdge and Example Configuration [https://github.com/baidu/openedge/releases/download/0.1.4/openedge_docker_mode_example.zip]；




Step 2: Unzip

Open the terminal and enter the directory of downloaded zips for decompression:

unzip openedge-xxx.zip
unzip openedge_docker_mode_example.zip





If the above operation is normal, the resulting file directory structure is as shown below:

[image: ../../_images/openedge-dir.png]OpenEdge directory

The bin directory stores the openedge executable binary file of main program, the etc directory stores the configuration of OpenEdge, and the var directory stores the configuration and resources for the modules of OpenEdge. About Configuration, you can read Configuration Interpretation to learn more.

Meantime, you can place the openedge in the directory specified in PATH, suggest /usr/local/bin, then copy the var and etc directories to / Usr/local.




Step 3: Start

Enter the directory of openedge, then start it:

sudo openedge start








Step 4: Verify

OpenEdge may encounter an abnormal condition during the startup process. You can verify whether OpenEdge is successfully started according to the following steps:


	executing the command ps -ef | grep openedge to check whether openedge is running, as shown below. Otherwise, openedge fails to start.




[image: ../../_images/openedge-started-thread.png]OpenEdge


	executing the command docker stats to view the running status of docker containers. openedge will pull the required images first. After completed, the running status of containers are as shown below. If some containers are missing, it says they failed to start.




[image: ../../_images/docker-stats.png]docker stats


	Under the condition of two above failures, you need to view the log to check more. Log files are stored by default in the var/log/openedge directory of working directory. Then check and correct one by one according to the detailed error information. If necessary, just Submit an issue [https://github.com/baidu/openedge/issues] for help.




As mentioned above, if all the steps are executed correctly, it says OpenEdge has deployed successful on Ubuntu system.

NOTE: The above deployment uses docker container mode. If you want to use native process mode or learn more, please refer to source compiled.









          

      

      

    

  

    
      
          
            
  
Support platforms

x86_64-centos-7
x86_64-fedora-28
x86_64-fedora-29
x86_64-debian-jessie
x86_64-debian-stretch
x86_64-debian-buster
x86_64-ubuntu-trusty
x86_64-ubuntu-xenial
x86_64-ubuntu-bionic
x86_64-ubuntu-cosmic
s390x-ubuntu-xenial
s390x-ubuntu-bionic
s390x-ubuntu-cosmic
ppc64le-ubuntu-xenial
ppc64le-ubuntu-bionic
ppc64le-ubuntu-cosmic
aarch64-ubuntu-xenial
aarch64-ubuntu-bionic
aarch64-ubuntu-cosmic
aarch64-debian-jessie
aarch64-debian-stretch
aarch64-debian-buster
aarch64-fedora-28
aarch64-fedora-29
aarch64-centos-7
armv6l-raspbian-jessie
armv7l-raspbian-jessie
armv6l-raspbian-stretch
armv7l-raspbian-stretch
armv7l-debian-jessie
armv7l-debian-stretch
armv7l-debian-buster
armv7l-ubuntu-trusty
armv7l-ubuntu-xenial
armv7l-ubuntu-bionic
armv7l-ubuntu-cosmic









          

      

      

    

  

    
      
          
            
  
OpenEdge Configuration Interpretation


	Statement


	Master Configuration


	Application Configuration


	openedge-agent Configuration


	openedge-hub Configuration


	openedge-function-manager Configuration


	openedge-function-python27、openedge-function-python36 Configuration


	openedge-remote-mqtt Configuration





Statement

Supported units:


	Size unit: b(byte), k(kilobyte), m(megabyte), g(gigabyte)


	Time unit: s(second), m(minute), h(hour)




Configuration examples can be found in the example directory of this project.




Master Configuration

The Master configuration and application configuration are separated. The default configuration file is etc/openedge/openedge.yml in the working directory. The configuration is interpreted as follows:

mode: The default value is `docker`, running mode of services. **docker** container mode or **native** process mode
grace: The default value is `30s`, the timeout for waiting services to gracefully exit.
server: API Server configuration of Master.
  address: The default value can be read from environment variable `OPENEDGE_MASTER_API`, address of API Server.
  timeout: The default value is `30s`, timeout of API Server.
logger: Logger configuration
  path: The default is `empty` (none configuration), that is, it does not write to the file. If the path is specified, it writes to the file.
  level: The default value is `info`, log level, support `debug`、`info`、`warn` and `error`.
  format: The default value is `text`, log print format, support `text` and `json`.
  age:
    max: The default value is `15`, means maximum number of days the log file is kept.
  size:
    max: The default value is `50`, log file size limit, default unit is `MB`.
  backup:
    max: The default value is `15`, the maximum number of log files to keep.








Application Configuration

The default configuration file for the application configuration is var/db/openedge/application.yml in the working directory. The configuration is interpreted as follows:

version: Application version
services: Service list configuration
  - name: [MUST] Service name, must be unique in the service list
    image: [MUST] Service entry. In the docker container mode, which means the address of image. In the native process mode indicates where the service program package is located.
    replica: The default value is 0, the number of service copies, indicating the number of service instances started. Usually the service only needs to start one. The function runtime service is generally set to 0, not started by the Master, but is dynamically started by the function manager service.
    mounts: Storage volume mapping list
      - name: [MUST] The volume name, corresponding to one of the storage volume lists
        path: [MUST] The path mapped by the volume in the container
        readonly: The default value is false, whether the storage volume is read-only
    ports: Ports exposed in docker container mode, for example
      - 0.0.0.0:1883:1883
      - 0.0.0.0:1884:1884/tcp
      - 8080:8080/tcp
      - 9884:8884
    devices: Device mapping in docker container mode, for example
      - /dev/video0
      - /dev/sda:/dev/xvdc:r
    args: Service instance startup arguments, for example
      - '-c'
      - 'conf/conf.yml'
    env: Environment variables of service instance, for example
      version: v1
    restart: Service restart policy configuration
      retry:
        max: The default is `empty`(none configuration), which means always retry. If not, which means the maximum number of service restarts.
      policy: The default value is `always`, restart policy, support `no`, `always` and `on-failure`. And `no` means none restart, `always` means always restart, `on-failure` means restart the service if it exits abnormally.
      backoff:
        min: The default value is `1s`, minimum interval of restart.
        max: The default value is `5m`, maximum interval of restart.
        factor: The default value is `2`, factor of interval increase.
    resources: Service instance resource limit configuration in docker container mode
      cpu:
        cpus: The percentage of CPU available of the service instance, for example `1.5`, means that `1.5` CPU cores can be used.
        setcpus: The CPU core available for the service instance, for example `0-2`, means that `0` to `2` CPU cores can be used; `0` means that the 0th CPU core can be used; `1`, which means the 1st CPU core can be used.
      memory:
        limit: The available memory of the service, for example `500m`, means that 500 megabytes of memory can be used.
        swap: The swap space available to the service, for example `1g`, means that 1G of memory can be used.
      pids:
        limit: Number of processes the service can create.
volumes: Storage volume list
  - name: [MUST] The volume name, must be unique in the list of storage volumes
    path: [MUST] The path of the storage volume on the host, relative to the working directory of the Master








openedge-agent Configuration

remote:
  mqtt: MQTT channel configuration
    clientid: [MUST] The Client ID, must be the id of cloud core device.
    address: [MUST] The endpoint address for client to connect with cloud management suit, must use ssl endpoint.
    username: [MUST] The client username, must be the username of cloud core device.
    ca: [MUST] The CA path for client to connect with cloud management suit.
    key: [MUST] The private key path for client to connect with cloud management suit.
    cert: [MUST] The public key path for client to connect with cloud management suit.
    timeout: The default value is `30s`, means timeout of the client connects to cloud.
    interval: The default value is `1m`, means maximum interval of client reconnection, doubled from 500 microseconds to maximum.
    keepalive: The default value is `1m`, means keep alive time between the client and cloud after connection has been established.
    cleansession: The default value is `false`, , means whether keep session in cloud after client disconnected.
    validatesubs: The default value is `false`, means whether the client checks the subscription result. If it is true, client exits and return errors when subscription is failure.
    buffersize: The default value is `10`, means the size of the memory queue sent by the client to the cloud management suit. If found exception, the client will exit and lose message.
  http: HTTPS channel configuration
    address: This address is automatically inferred based on the address of the MQTT channel. No configuration required
    timeout: The default value is `30s`, connection timeout period
  report: Agent report configuration.
    url: The report URL. No configuration required
    topic: The template of report topic. No configuration required
    interval: The default value is `20s`, interval of reporting.
  desire: Agent desire configuration.
    topic: The template of desire topic. No configuration required








openedge-hub Configuration

listen: [MUST] Listening address, for example
  - tcp://0.0.0.0:1883
  - ssl://0.0.0.0:1884
  - ws://:8080/mqtt
  - wss://:8884/mqtt
certificate: SSL/TLS certificate authentication configuration, if `ssl` or `wss` is enabled, it must be configured.
  ca: Server CA certificate path
  key: Server private key path
  cert: Server public key path
principals: ACL configuration. If not configured, client cannot connect to this Hub, support username/password and certificate authentication.
  - username: Username for client non-ssl connection
    password: Password for client connection
    permissions:
      - action: Operation type of permission. `pub` means publish permission, `sub` means subscription permission.
        permit: List of topics allowed by the operation type, support `+` and `#` wildcards.
  - username: Username for client ssl connection
    permissions:
      - action: Operation type of permission. `pub` means publish permission, `sub` means subscription permission.
        permit: List of topics allowed by the operation type, support `+` and `#` wildcards.
subscriptions: Topic routing configuration
  - source:
      topic: subscribe topic
      qos: QoS of topic
    target:
      topic: publish topic
      qos: QoS of topic
message: MQTT message related configuration
  length:
    max: The default value is `32k`, which means maximum message length that can be allowed to be transmitted. The maximum can be set to 268,435,455 Byte(about 256MB).
  ingress: Message receive configuration
    qos0:
      buffer:
        size: The default value is `10000`, means the number of messages that can be cached in memory with QoS0. Increasing the cache can improve the performance of message reception. If the device loses power, it will directly discard the message with QoS0.
    qos1:
      buffer:
        size:  The default value is `100`, means the message cache size of waiting for persistent with QoS1. Increasing the cache can improve the performance of message reception, but the potential risk is that the service will exit abnormally(such as device power failure), it will lose the cached message, and will not reply(puback). The service exits normally and waits for the cached message to be processed without losing data.
      batch:
        max:  The default value is `50`, means the maximum number of messages with QoS1 can be insert into the database (persistence). After the message is persisted, it will reply with confirmation(ack).
      cleanup:
        retention:  The default value is `48h`, means the time that the message with QoS1 can be saved in the database. Messages that exceed this time will be physically deleted during cleanup.
        interval:  The default value is `1m`, means cleanup interval with QoS1.
  egress: Message publish configuration
    qos0:
      buffer:
        size:  The default value is `10000`, means the number of messages to be sent in the in-memory cache wit QoS0. If the device is powered off, the message will be discarded directly. After the buffer is full, the newly pushed message will be discarded directly.
    qos1:
      buffer:
        size:  The default value is `100`, means the size of the message buffer is not confirmed(ack) after the message with QoS1 is sent. After the buffer is full, the new message is no longer read, and the message in the cache is always acknowledged(ack). After the message with QoS1 is sent to the client, it waits for the client to confirm(puback). If the client does not reply within the specified time, the message will be resent until the client replies or the session is closed.
      batch:
        max:  The default value is `50`, means the maximum number of messages read from the database in batches.
      retry:
        interval:  The default value is `20s`, means the re-publish interval of message.
  offset: Message serial number persistence related configuration
    buffer:
      size:  The default value is `10000`, means the size of the cache queue for the serial number of the message that was acknowledged(ack). For example, three messages with QoS1 and serial numbers 1, 2, and 3 are sent to the client in batches. The client confirms the messages of sequence numbers 1 and 3. At this time, sequence number 1 will be queued and persisted. Although sequence number 3 has been confirmed, it still has to wait for the serial number 2 to be confirmed before entering the column. This design can ensure that the message can be recovered from the persistent serial number after the service restarts abnormally, ensuring that the message is not lost, but the message retransmission will occur, and therefore the message with QoS 2 is not supported.
    batch:
      max:  The default value is `100`, means the maximum number of batches of message serial numbers can be insert into the database.
logger: Logger configuration
  path: The default is `empty` (none configuration), that is, it does not write to the file. If the path is specified, it writes to the file.
  level: The default value is `info`, log level, support `debug`、`info`、`warn` and `error`.
  format: The default value is `text`, log print format, support `text` and `json`.
  age:
    max: The default value is `15`, means maximum number of days the log file is kept.
  size:
    max: The default value is `50`, log file size limit, default unit is `MB`.
  backup:
    max: The default value is `15`, the maximum number of log files to keep.
status: Service status configuration
  logging:
    enable: The default value is `false`, means whether to print openedge status information.
    interval: The default value is `60s`, means interval of printing openedge status information.
storage: Database storage configuration
  dir: The default value is `var/db/openedge/data`, means database storage directory.
shutdown: Service exit configuration
  timeout: The default value is `10m`, means timeout of service exit.








openedge-function-manager Configuration

hub:
  clientid: [MUST] The Client ID for the client to connect with the local Hub.
  address: [MUST] The endpoint address for the client to connect with the local Hub.
  username: The username for the client to connect with the local hub.
  password: The password for the client to connect with the local hub.
  ca: The CA path for the client to connect with the local hub.
  key: The private key path for the client to connect with the local hub.
  cert: The public key path for the client to connect with the local hub.
  timeout: The default value is `30s`, means timeout of the client connection with the local hub.
  interval: The default value is `1m`, means maximum interval of client reconnection, doubled from 500 microseconds to maximum.
  keepalive: The default value is `1m`, means keep alive time between the client and the local hub after connection has been established.
  cleansession: The default value is `false`, , means whether keep session in the local Hub after client disconnected.
  validatesubs: The default value is `false`, means whether the client checks the subscription result. If it is true, client exits and return errors when subscription is failure.
  buffersize: The default value is `10`, means the size of the memory queue sent by the client to the local Hub. If found exception, the client will exit and lose messages.
rules: Router rules configuration
  - clientid: [MUST] The Client ID for client to connect with the local Hub
    subscribe:
      topic: [MUST] The message topic subscribed from the local Hub.
      qos: The default value is `0`, the message QoS subscribed from the local Hub.
    function:
      name: [MUST] The name of the function that processes the message.
    publish:
      topic: [MUST] The message topic published to the local Hub.
      qos: The default value is `0`, means the message QoS published to the local Hub.
functions:
  - name: [MUST] The function name, must be unique in the function list.
    service: [MUST] The service name which provides the function runtime instance.
    instance: function instance configuration
      min: The default value is `0`, means the minimum number of function instance. And the minimum configuration allowed to be set is `0`, the maximum configuration allowed to be set is `100`.
      max: The default value is `1`, means the maximum number of function instance. And the minimum configuration allowed to be set is `1`, the maximum configuration allowed to be set is `100`.
      idletime: The default value is `10m`, maximum idle time of function instance.
      evicttime: The default value is `1m`, interval time between two evict operations.
      message:
        length:
          max: The default value is `4m`, means the maximum message length allowed for function instances to be received and publish.
    backoff:
      max: The default value is `1m`, the maximum reconnection interval of the client connection function instance
    timeout: The default value is `30s`, Client connection function instance timeout








openedge-function-python27、openedge-function-python36 Configuration

# the configurations of the two modules are the same, so we can follow this sample below
server: GRPC Server configuration; Do not configure if the instances of this service are managed by openedge-function-manager
  address: GRPC Server address, <host>:<port>
  workers:
    max: The default value is the number of CPU core multiplied by 5, the maximum capacity of the thread pool
  concurrent:
    max: The default value is `empty`, means no limit, the maximum number of concurrent connections
  message:
    length:
      max: The default value is `4m`, the maximum message length allowed for function instances to receive and send
  ca: Server CA certificate path
  key: Server private key path
  cert: Server public key path
functions: function list
  - name: [MUST] The function name, must be unique in the function list.
    handler: [MUST] The function of Python code to handle message, for example, 'sayhi.handler'
    codedir: [MUST] The path of Python code
logger: Logger configuration
  path: The default is `empty` (none configuration), that is, it does not write to the file. If the path is specified, it writes to the file.
  level: The default value is `info`, log level, support `debug`、`info`、`warn` and `error`.
  format: The default value is `text`, log print format, support `text` and `json`.
  age:
    max: The default value is `15`, means maximum number of days the log file is kept.
  size:
    max: The default value is `50`, log file size limit, default unit is `MB`.
  backup:
    max: The default value is `15`, the maximum number of log files to keep.








openedge-remote-mqtt Configuration

hub:
  clientid: [MUST] The Client ID for the client to connect with the local Hub.
  address: [MUST] The endpoint address for the client to connect with the local Hub.
  username: The username for the client to connect with the local hub.
  password: The password for the client to connect with the local hub.
  ca: The CA path for the client to connect with the local hub.
  key: The private key path for the client to connect with the local hub.
  cert: The public key path for the client to connect with the local hub.
  timeout: The default value is `30s`, means timeout of the client connection with the local hub.
  interval: The default value is `1m`, means maximum interval of client reconnection, doubled from 500 microseconds to maximum.
  keepalive: The default value is `1m`, means keep alive time between the client and the local hub after connection has been established.
  cleansession: The default value is `false`, , means whether keep session in the local Hub after client disconnected.
  validatesubs: The default value is `false`, means whether the client checks the subscription result. If it is true, client exits and return errors when subscription is failure.
  buffersize: The default value is `10`, means the size of the memory queue sent by the client to the local Hub. If found exception, the client will exit and lose messages.
rules: Message routing rules configuration
  - hub:
      clientid: The client ID for the client to connect with the local Hub.
      subscriptions: The topics subscribed by client from Hub, for example
        - topic: say
          qos: 1
        - topic: hi
          qos: 0
    remote:
      name: [MUST] The remote name, must be one of the remote list
      clientid: The client ID for the client to connect with remote Hub.
      subscriptions: The topics subscribed by client from remote Hub, for example
        - topic: remote/say
          qos: 0
        - topic: remote/hi
          qos: 0
remotes: The remote list
  - name: [MUST] The remote name, must be unique in this list.
    clientid: The client ID for the client to connect with the remote Hub.
    address: [MUST] The address for the client connect with the remote Hub.
    username: The username for the client connect with the remote Hub.
    password: The password for the client connect with the remote Hub.
    ca: The CA path for the client connect with the remote Hub.
    key: The private key path for the client connect with the remote Hub.
    cert: The public key path for the client connect with the remote Hub.
    timeout: The default value is `30s`, means timeout of the client connect to the remote Hub.
    interval: The default value is `1m`, means maximum interval of client reconnection, doubled from 500 microseconds to maximum.
    keepalive: The default value is `1m`, means keep alive time between the client and the local hub after connection has been established.
    cleansession: The default value is `false`, , means whether keep session in the local Hub after client disconnected.
    validatesubs: The default value is `false`, means whether the client checks the subscription result. If it is true, client exits and return errors when subscription is failure.
    buffersize: The default value is `10`, means the size of the memory queue sent by the client to the local Hub. If found exception, the client will exit and lose messages.
logger: Logger configuration
  path: The default is `empty` (none configuration), that is, it does not write to the file. If the path is specified, it writes to the file.
  level: The default value is `info`, log level, support `debug`、`info`、`warn` and `error`.
  format: The default value is `text`, log print format, support `text` and `json`.
  age:
    max: The default value is `15`, means maximum number of days the log file is kept.
  size:
    max: The default value is `50`, log file size limit, default unit is `MB`.
  backup:
    max: The default value is `15`, the maximum number of log files to keep.








openedge-timer Configuration

hub: Hub configuration
  address: The address for the client to connect with the Hub.
  username: The username for the client to connect with the Hub.
  password: The password for the client to connect with the Hub.
  clientid: The client id for the client to connect with the Hub.
timer: timer configuration
  interval: Timing interval
publish:
  topic: The message topic published to the Hub.
  payload: The payload data, for example
    id: 1
logger: Logger configuration
  path: The default is `empty` (none configuration), that is, it does not write to the file. If the path is specified, it writes to the file.
  level: The default value is `info`, log level, support `debug`、`info`、`warn` and `error`.











          

      

      

    

  

    
      
          
            
  
Device connect to OpenEdge with Hub module

Statement:


	The device system used in this test is Darwin


	MQTT.fx and MQTTBOX are MQTT Clients in this test, which MQTT.fx used for TCP and SSL connection test and MQTTBOX used for WS (Websocket) connection test.


	The hub module image used  is the official image published in the OpenEdge Cloud Management Suite: hub.baidubce.com/openedge/openedge-hub:latest


	You can also compile the required Hub module image by using OpenEdge source code. Please see How to build image from source code




The complete configuration reference for Hub Module Configuration.

NOTE：Docker is required to install on the device system which deploy OpenEdge. See Install OpenEdge on Darwin System.


Workflow


	Step 1: Write the configuration according to the usage requirements, and then execute sudo openedge start(you should install OpenEdge first, more detailed contents can refer to Install-OpenEdge-on-Darwin) to start the OpenEdge in Docker container mode.


	Step 2: Configure the MQTT Client according to the connection protocol selected.


	If TCP protocol was selected, you only need to configure the username and password(see the configuration option username and password of principals) and fill in the corresponding port.


	If SSL protocol was selected, username, private key, certificate and CA should be need. then fill in the corresponding port;


	If WS protocol was selected, you only need to configure the username, password, and corresponding port.






	Step 3: Step 3: If all the above steps are normal and operations are correct, you can check the connection status through the log of OpenEdge or MQTT Client.




NOTE：In the latest version of OpenEdge Hub Module, password has been changed to plaintext storage.




Connection Test

As mentioned above, OpenEdge must be started before the connection test.


OpenEdge Startup

According to Step 1, execute sudo openedge start to start OpenEdge in Docker mode. The normal situation is shown as below.

[image: ../../_images/openedge-hub-start.png]OpenEdge startup

As you can see, the image of Hub module has been loaded after OpenEdge starts up normally. Alternatively, you can use docker ps command to check which docker container is currently running.

[image: ../../_images/container-openedge-hub-run.png]docker ps

NOTE：The hub.baidubce.com/openedge/openedge-agent:latest image in the log is the Agent module which is delivered by BIE Cloud Management Suite.




OpenEdge Connection Test

The configuration of OpenEdge Master is as follows:

version: V2
services:
  - name: localhub
    image: 'hub.baidubce.com/openedge/openedge-hub:latest'
    replica: 1
    ports:
      - '1883:1883'
      - '8080:8080'
      - '8883:8883'
    env: {}
    mounts:
      - name: dxc_localhub_conf-V2
        path: etc/openedge
        readonly: true
      - name: dxc_localhub_cert-V1
        path: var/db/openedge/cert
      - name: dxc_localhub_data-V1
        path: var/db/openedge/data
      - name: dxc_localhub_log-V1
        path: var/log/openedge
volumes:  
  - name: dxc_localhub_conf-V2
    path: var/db/openedge/dxc_localhub_conf/V2
  - name: dxc_localhub_cert-V1
    path: var/db/openedge/dxc_localhub_cert/V1
  - name: dxc_localhub_data-V1
    path: var/db/openedge/dxc_localhub_data
  - name: dxc_localhub_log-V1
    path: var/db/openedge/dxc_localhub_log  





The configuration of OpenEdge Hub Module is as follows:

listen:
  - tcp://0.0.0.0:1883
  - ssl://0.0.0.0:8883
  - ws://0.0.0.0:8080/mqtt
certificate:
  ca: var/db/openedge/cert/ca.pem
  cert: var/db/openedge/cert/server.pem
  key: var/db/openedge/cert/server.key
principals:
  - username: two-way-tls
    permissions:
      - action: 'pub'
        permit: ['tls/#']
      - action: 'sub'
        permit: ['tls/#']
  - username: test
    password: hahaha
    permissions:
      - action: 'pub'
        permit: ['#']
      - action: 'sub'
        permit: ['#']
logger:
  path: var/log/openedge/service.log
  level: "debug"





As mentioned above, when the Hub Module starts, it will open ports 1883, 8883 and 8080 at the same time, which are used for TCP, SSL, WS (Websocket) protocol. Then we will use MQTTBOX and MQTT.fx as MQTT client to check the connection between MQTT client and OpenEdge .

TCP Connection Test

Startup MQTT.fx, enter the Edit Connection Profiles page, fill in the Profile Name, Broker Address and Port according to the connection configuration of OpenEdge Hub module, and then configure the username & password in User Credentials according to the principals configuration. Then click Apply button to complete the connection configuration of MQTT.fx with TCP protocol.

[image: ../../_images/mqttbox-tcp-connect-config.png]TCP connection configuration

Then close the configuration page, select the Profile Name configured, then click Connect button, if the connection configuration information matches the principals configuration of OpenEdge Hub module, you can see the connection success flag which as shown below.

[image: ../../_images/mqttbox-tcp-connect-success.png]TCP connection success

SSL Connection Test

Startup MQTT.fx and enter the Edit Connection Profiles page. Similar to the TCP connection configuration, fill in the profile name, broker address, and port. For SSL protocol, you need to fill in the username in User Credentials and configure SSL/TLS option as shown below. Then click the Apply button to complete the connection configuration of MQTT.fx in SSL connection method.

[image: ../../_images/mqttbox-ssl-connect-config1.png]SSL connection configuration1

[image: ../../_images/mqttbox-ssl-connect-config2.png]SSL connection configuration2

Then close the configuration page, select the Profile Name configured, then click Connect button, if the connection configuration information matches the principals configuration of OpenEdge Hub module, you can see the connection success flag which as shown below.

[image: ../../_images/mqttbox-ssl-connect-success.png]SSL connection success

WS (Websocket) Connection Test

Startup MQTTBOX, enter the Client creation page, select the ws protocol, configure the broker address and port according to the OpenEdge Hub module, fill in the username and password according to the principals configuration option, and click the save button. Then complete the connection configuration of MQTTBOX in WS connection method which as shown below.

[image: ../../_images/mqttbox-ws-connect-config.png]WS（Websocket）connection configuration

Once the above operation is correct, you can see the sign of successful connection with OpenEdge Hub in MQTTBOX, which is shown in the figure as below.

[image: ../../_images/mqttbox-ws-connect-success.png]WS（Websocket）connection success

In summary, we successfully completed the connection test for the OpenEdge Hub module through MQTT.fx and MQTTBOX. In addition, we can also write test scripts to connect to OpenEdge Hub through Paho MQTT. For details, please refer to Related Resources Download.









          

      

      

    

  

    
      
          
            
  
Message handling with Local Function Service

Statement


	The operating system as mentioned in this document is Darwin.


	The version of runtime is Python3.6, and for Python2.7, configuration is the same except fot the language difference when coding the scripts


	The MQTT client toolkit as mentioned in this document is MQTTBOX.


	The docker image used in this document is compiled from the OpenEdge source code. More detailed contents please refer to Build OpenEdge from source.


	In this article, the service created based on the Hub module is called localhub service.




Different from the localhub service to transfer message among devices(mqtt clients), this document describes the message handling with Local Function Manager service(also include localhub service and Python3.6 runtime service). In the document, localhub service is used to establish connection between OpenEdge and mqtt client, Python3.6 runtime service is used to handle MQTT messages, and the Local Function Manager service is used to combine localhub service with Python3.6 runtime service with message context.

This document will take the TCP connection method as an example to show the message handling, calculation and forwarding with Local Function Manager service.


Workflow


	Step 1：Startup OpenEdge in docker container mode.


	Step 2：MQTTBOX connect to localhub Service by TCP connection method, more detailed contents please refer to Device connect to OpenEdge with Hub module


	If connect successfully, then subscribe the MQTT topic due to the configuration of localhub Service, and observe the log of OpenEdge.


	If the OpenEdge’s log shows that the Python Runtime Service has been started, it indicates that the published message was handled by the specified function.


	If the OpenEdge’s log shows that the Python Runtime Service has not been started, then retry it until the Python Runtime Service has been started.






	If connect unsuccessfully, then retry Step 2 operation until it connect successfully






	Step 3：Check the publishing and receiving messages via MQTTBOX.




[image: ../../_images/openedge-python-flow.png]Workflow of using Local Function Manager Service to handle MQTT messages




Message Handling Test

The configuration of the localhub Service and the Local Function Manager Service used in the test is as follows:

# The configuration of localhub service
listen:
  - tcp://0.0.0.0:1883
principals:
  - username: 'test'
    password: 'hahaha'
    permissions:
      - action: 'pub'
        permit: ['#']
      - action: 'sub'
        permit: ['#']

# The configuration of Local Function Manager service
hub:
  address: tcp://localhub:1883
  username: test
  password: hahaha
rules:
  - clientid: localfunc-1
    subscribe:
      topic: t
    function:
      name: sayhi
    publish:
      topic: t/hi
functions:
  - name: sayhi
    service: function-sayhi
    instance:
      min: 0
      max: 10
      idletime: 1m

# The configuration of Python3.6 runtime
functions:
  - name: 'sayhi'
    handler: 'sayhi.handler'
    codedir: 'var/db/openedge/function-sayhi'

# The configuration of application.yml
version: v0
services:
  - name: localhub
    image: openedge-hub
    replica: 1
    ports:
      - 1883:1883
    mounts:
      - name: localhub-conf
        path: etc/openedge
        readonly: true
      - name: localhub-data
        path: var/db/openedge/data
      - name: localhub-log
        path: var/log/openedge
  - name: function-manager
    image: openedge-function-manager
    replica: 1
    mounts:
      - name: function-manager-conf
        path: etc/openedge
        readonly: true
      - name: function-manager-log
        path: var/log/openedge
  - name: function-sayhi
    image: openedge-function-python36
    replica: 0
    mounts:
      - name: function-sayhi-conf
        path: etc/openedge
        readonly: true
      - name: function-sayhi-code
        path: var/db/openedge/function-sayhi
        readonly: true
volumes:
  # hub
  - name: localhub-conf
    path: var/db/openedge/localhub-conf
  - name: localhub-data
    path: var/db/openedge/localhub-data
  - name: localhub-log
    path: var/db/openedge/localhub-log
  # function manager
  - name: function-manager-conf
    path: var/db/openedge/function-manager-conf
  - name: function-manager-log
    path: var/db/openedge/function-manager-log
  # function python runtime sayhi
  - name: function-sayhi-conf
    path: var/db/openedge/function-sayhi-conf
  - name: function-sayhi-code
    path: var/db/openedge/function-sayhi-code





The directory of configuration tree is as follows:

var/
└── db
    └── openedge
        ├── application.yml
        ├── function-manager-conf
        │   └── service.yml
        ├── function-sayhi-code
        │   ├── __init__.py
        │   └── sayhi.py
        ├── function-sayhi-conf
        │   └── service.yml
        └── localhub-conf
            └── service.yml





As configured above, if the MQTTBOX has established a connection with OpenEdge via the localhub Service, the message published to the topic t will be handled by sayhi function, and the result will be published to the localhub Service with the topic t/hi. At the same time, the MQTT client subscribed the topic t/hi will receive the result message.

NOTE: Any function that appears in the rules configuration must be configured in the functions configuration, otherwise OpenEdge will not be started.


OpenEdge Start

As described in Step 1, OpenEdge starts with docker container mode. And it can be found that OpenEdge is starting via OpenEdge’s log. More detailed contents are as follows:

[image: ../../_images/openedge-function-start.png]OpenEdge start

Also, we can execute the command docker ps to view the list of docker containers currently running.

[image: ../../_images/openedge-docker-ps-after.png]View the list of docker containers currently running

After comparison, it is not difficult to find that the two container modules of the localhub Service and the Local Function Manager Service have been successfully loaded at the time of OpenEdge startup.




MQTTBOX Establish a Connection with OpenEdge

Here, using MQTTBOX as the MQTT client, click the Add subscriber button to subscribe the topic t/hi. And topic t/hi is used to receive the result message after sayhi function handled. More detailed contents are as shown below.

[image: ../../_images/mqttbox-tcp-process-config.png]MQTTBOX connection configuration

The figure above shows that MQTTBOX has successfully subscribed the topic t/hi.




Message Handling Check

Based on the above, here we use the Python function sayhi to handle the message of the topic t and publish the result back to the topic t/hi. More detailed contents of function sayhi are as shown below.

#!/usr/bin/env python3
#-*- coding:utf-8 -*-
"""
service to say hi
"""

import os

def handler(event, context):
    """
    function handler
    """
    if 'USER_ID' in os.environ:
      event['USER_ID'] = os.environ['USER_ID']

    if 'functionName' in context:
      event['functionName'] = context['functionName']

    if 'functionInvokeID' in context:
      event['functionInvokeID'] = context['functionInvokeID']

    if 'invokeid' in context:
      event['invokeid'] = context['invokeid']

    if 'messageQOS' in context:
      event['messageQOS'] = context['messageQOS']

    if 'messageTopic' in context:
      event['messageTopic'] = context['messageTopic']

    event['py'] = '你好，世界！'

    return event





It can be found that after receiving a message in a dictionary(dict) format, the function sayhi will handle it and then return the result. The returned result include: environment variable USER_ID, function name functionName, function call ID functionInvokeID, input message subject messageTopic, input message message QoS messageQOS and other fields.

Here, we publish the message {"id":10} to the topic t via MQTTBOX, and then observe the receiving message of the topic t/hi. More detailed contents are as shown below.

[image: ../../_images/mqttbox-tcp-process-success.png]MQTTBOX successfully receive the result via topic t/hi

It is not difficult to find that the result received by MQTTBOX via the topic t/hi is consistent with the above analysis.

In addition, we can observe the OpenEdge’s log and execute the command docker ps again to view the list of containers currently running on the system. The results are shown below.

[image: ../../_images/openedge-python-start.png]OpenEdge's log when using python runtime

[image: ../../_images/openedge-docker-ps-python-start.png]View the list of docker containers currently running

As you can see from the above two figures, except the localhub Service and the Local Function Manager Service were loaded when OpenEdge started, the Python Runtime Service was also loaded when the MQTT message of topic t was handled by function sayhi. More detailed designed contents of Python Runtime Service please refer to OpenEdge design.









          

      

      

    

  

    
      
          
            
  
Message Synchronize between OpenEdge and Baidu IoT Hub via Remote Module

Statement


	The operating system as mentioned in this document is Darwin.


	The MQTT client toolkit as mentioned in this document are MQTTBOX and MQTT.fx.


	The hub and remote module images used have published by BIE Cloud Management Suite [https://cloud.baidu.com/product/bie.html]: hub.baidubce.com/openedge/openedge-hub:latest、hub.baidubce.com/openedge/openedge-remote-mqtt:latest


	Docker images compiled from the OpenEdge source code also can be used. More detailed contents please refer to Build OpenEdge from source


	The Remote Hub as mentioned in this document is Baidu IoT Hub [https://cloud.baidu.com/product/iot.html]




The Remote Module was developed to meet the needs of the IoT scenario. The OpenEdge(via Local Hub Module) can synchronize message with Remote Hub services(Baidu IoT Hub [https://cloud.baidu.com/product/iot.html]) via the Remote Module. That is to say, through the Remote Module, we can either subscribe the message from Remote Hub and publish it to the Local Hub Module or subscribe the message from Local Hub Module and publish it to Remote Hub service. The configuration of Remote Module can refer to Remote Module Configuration.


Workflow


	Step 1：Create device(MQTT client) connection info(include endpoint, user, principal, policy, etc.) via Baidu IoT Hub.


	Step 2：Select MQTT.fx as the MQTT client that used to connect to Baidu IoT Hub.


	If connect successfully, then do the following next.


	If connect unsuccessfully, then retry it until it connect successfully. More detailed contents can refer to How to connect to Baidu IoT Hub via MQTT.fx [https://cloud.baidu.com/doc/IOT/GettingStarted.html#.E6.95.B0.E6.8D.AE.E5.9E.8B.E9.A1.B9.E7.9B.AE]。






	Step 3：Startup OpenEdge in docker container mode, and observe the log of OpenEdge.


	If the Local Hub Module and Remote Module start successfully, then do the following next.


	If the Local Hub Module and Remote Module start unsuccessfully, then retry Step 3 until they start successfully.






	Step 4：Select MQTTBOX as the MQTT client that used to connect to the Local Hub.


	If connect successfully, then do the following next.


	If connect unsuccessfully, then retry Step 4 until it connect successfully.






	Step 5：Due to the configuration of Remote Module, using MQTTBOX publish message to the specified topic, and observing the receiving message via MQTT.fx. Similarly, using MQTT.fx publish message to the specified topic, and observing the receiving message via MQTTBOX.


	Step 6：If both parties in Step 5 can receive the message content posted by the other one, it indicates the Remote function test passes smoothly.




The workflow diagram is as follows.

[image: ../../_images/openedge-remote-flow.png]using Remote Module to synchronize message




Message Synchronize via Remote Module

The principal configuration of OpenEdge Master is as follows:

version: V2
services:
  - name: localhub
    image: 'hub.baidubce.com/openedge/openedge-hub:latest'
    replica: 1
    ports:
      - '1883:1883'
      - '8080:8080'
      - '8883:8883'
    env: {}
    mounts:
      - name: dxc_localhub_conf-V2
        path: etc/openedge
        readonly: true
      - name: dxc_localhub_cert-V1
        path: var/db/openedge/cert
      - name: dxc_localhub_data-V1
        path: var/db/openedge/data
      - name: dxc_localhub_log-V1
        path: var/log/openedge
  - name: remote-iothub
    image: hub.baidubce.com/openedge/openedge-remote-mqtt:latest
    replica: 1
    mounts:
      - name: remote-iothub-conf
        path: etc/openedge
        readonly: true
      - name: remote-iothub-cert
        path: var/db/openedge/cert
        readonly: true
      - name: remote-iothub-log
        path: var/log/openedge      
volumes:
  # remote mqtt
  - name: remote-iothub-conf
    path: var/db/openedge/remote-iothub-conf
  - name: remote-iothub-cert
    path: var/db/openedge/remote-iothub-cert
  - name: remote-iothub-log
    path: var/db/openedge/remote-iothub-log
  - name: dxc_localhub_conf-V2
    path: var/db/openedge/dxc_localhub_conf/V2
  - name: dxc_localhub_cert-V1
    path: var/db/openedge/dxc_localhub_cert/V1
  - name: dxc_localhub_log-V1
    path: var/db/openedge/dxc_localhub_log
  - name: dxc_localhub_data-V1
    path: var/db/openedge/dxc_localhub_data





The configuration of OpenEdge Remote module is as follows:

name: remote-iothub
hub:
  address: tcp://localhub:1883
  username: test
  password: hahaha
remotes:
  - name: iothub
    address: 'ssl://h7gvsuh.mqtt.iot.bj.baidubce.com:1884'
    clientid: 11dd7422353c46fc8851ef8fb7114509
    username: h7gvsuh/test_edge_client
    ca: var/db/openedge/cert/ca.pem
    cert: var/db/openedge/cert/client.pem
    key: var/db/openedge/cert/client.key
rules:
  - hub:
      subscriptions:
        - topic: t1
    remote:
      name: iothub
      subscriptions:
        - topic: t2
          qos: 1
logger:
  path: var/log/openedge/service.log
  level: "debug"





According to the configuration of the above, it means that the Remote module subscribes the topic t1 from the Local Hub module, subscribes the topic t2 from Baidu IoT Hub. When MQTTBOX publishes a message to the topic t1, the Local Hub module will receive this message and forward it to Baidu IoT Hub via Remote module, and MQTT.fx will also receive this message(suppose MQTT.fx has already subscribed the topic t1 before) from Baidu IoT Hub. Similarly, When we use MQTT.fx to publish a message to the topic t2, then Baidu IoT Hub will receive it and forward it to the Local Hub module via Remote module. Finally, MQTTBOX will receive this message(suppose MQTTBOX has already subscribed the topic t2 before).

In a word, from MQTTBOX publishes a message to the topic t1, to MQTT.fx receives the message, the routing path of the message is as follows.


MQTTBOX -> Local Hub Module -> Remote Module -> Baidu IoT Hub -> MQTT.fx




Similarly, from MQTT.fx publishes a message to the topic t2, to MQTTBOX receives the message, the routing path of the message is as follows.


MQTT.fx -> Baidu IoT Hub -> Remote Module -> Local Hub Module -> MQTTBOX





Establish a Connection between MQTT.fx and Baidu IoT Hub

As described in Step 1, Step 2, the detailed contents of the connection between MQTT.fx and Baidu IoT Hub are as follows.

[image: ../../_images/cloud-iothub-config.png]Create endpoint via Baidu IoT Hub

[image: ../../_images/cloud-iothub-user-config.png]Create other information via Baidu IoT Hub

[image: ../../_images/mqttfx-connect-hub-config1.png]Configuration of MQTT.fx

[image: ../../_images/mqttfx-connect-hub-config2.png]Configuration of MQTT.fx

After set the configuration of MQTT.fx, click OK or Apply button, then click Connect button, and wait for the connecting. Also, we can check if the connection status is OK via the color button. When the button’s color change to Green, that is to say, the connection is established. More detailed contents are shown below.

[image: ../../_images/mqttfx-connect-success.png]Successfully establish a connection between MQTT.fx and Baidu IoT Hub

After the connection is established, switch to the Subscribe page and subscribe the topic t1. More detailed contents are shown below.

[image: ../../_images/mqttfx-sub-t1-success.png]MQTT.fx successfully subscribe the topic t1




Establish a Connection between MQTTBOX and the Local Hub Module

As described in Step 3, the Local Hub Module and Remote Module also loaded when OpenEdge started. More detailed contents are shown below.

[image: ../../_images/openedge-hub-remote-start.png]OpenEdge successfully load Hub、Remote

In addition, we can execute the command docker ps to view the list of docker containers currently running on the system.

[image: ../../_images/openedge-docker-ps-hub-remote-run.png]View the list of docker containers currently running

After OpenEdge successfully startup, set the configuration of connection, then establish the connection with the Local Hub Module and subscribe the topic t2.

[image: ../../_images/mqttbox-sub-t2-success.png]MQTTBOX successfully subscribe the topic t2




Message Synchronize Test

Here, MQTT.fx and MQTTBOX will be used as message publishers, and the other one will be used as a message receiver.

MQTT.fx publishes message, and MQTTBOX receives message

Firstly, using MQTT.fx publishes a message This message is from MQTT.fx. to the topic t2.

[image: ../../_images/mqttfx-pub-t2-success.png]Publishing a message to the topic t2 via MQTT.fx

At the same time, observing the message receiving status of MQTTBOX via the topic t2.

[image: ../../_images/mqttbox-receive-t2-message-success.png]MQTTBOX successfully received the message

MQTTBOX publishes message, and MQTT.fx receives message

Similarly, publishing the message This message is from MQTTBOX. to the topic t1 via MQTTBOX.

[image: ../../_images/mqttbox-pub-t1-success.png]Publishing a message to the topic t1 via MQTTBOX

Then we can observe the message receiving status of MQTT.fx via the topic t1.

[image: ../../_images/mqttfx-receive-t1-message-success.png]MQTT.fx successfully received the message

In summary, both MQTT.fx and MQTTBOX have correctly received the specified message, and the content is consistent.









          

      

      

    

  

    
      
          
            
  
Message transferring among devices with Local Hub Service

Statement


	The operating system as mentioned in this document is Darwin.


	The MQTT client toolkit as mentioned in this document is MQTTBOX.


	In this article, the service created based on the Hub module is called localhub service.




Different from Device connect to OpenEdge with Hub module, if you want to transfer MQTT messages among multiple MQTT clients, you need to configure the connect information, topic permission, and router rules. More detailed configuration of Hub service, please refer to Hub service configuration.

This document uses the TCP connection method as an example to test the message routing and forwarding capabilities of the localhub service.


Workflow


	Step 1：Startup OpenEdge in docker container mode.


	Step 2：MQTTBOX connect to localhub Service by TCP connection method, more detailed contents please refer to Device connect to OpenEdge with Hub module.


	If connect successfully, then subscribe the MQTT topic due to the configuration of localhub Service.


	If connect unsuccessfully, then retry Step 2 operation until it connect successfully.






	Step 3：Check the publishing and receiving messages via MQTTBOX.







Message Routing Test

The configuration of the localhub Service used in the test is as follows:

# The configuration of localhub service
listen:
  - tcp://0.0.0.0:1883
principals:
  - username: 'test'
    password: 'hahaha'
    permissions:
      - action: 'pub'
        permit: ['#']
      - action: 'sub'
        permit: ['#']
subscriptions:
  - source:
      topic: 't'
    target:
      topic: 't/topic'
logger:
  path: var/log/openedge/service.log
  level: "debug"
  
# The configuration of application.yml
services:
  - name: localhub
    image: openedge-hub
    replica: 1
    ports:
      - 1883:1883
    mounts:
      - name: localhub-conf
        path: etc/openedge
        readonly: true
      - name: localhub-data
        path: var/db/openedge/data
      - name: localhub-log
        path: var/log/openedge
volumes:
  - name: localhub-conf
    path: var/db/openedge/localhub-conf
  - name: localhub-data
    path: var/db/openedge/localhub-data
  - name: localhub-log
    path: var/db/openedge/localhub-log





The directory of configuration tree is as follows:

var
└── db
    └── openedge
        ├── application.yml
        └── localhub-conf
            └── service.yml





As configured above, message routing rules depends on the subscriptions configuration item, which means that messages published to the topic t will be forwarded to all devices(users, or mqtt clients) that subscribe the topic t/topic.

NOTE: In the above configuration, the permitted topics which are configured in permit item support the + and # wildcards configuration. More detailed contents of + and # wildcards will be explained as follows.

# wildcard

For MQTT protocol [http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/os/mqtt-v3.1.1-os.html], the number sign(# U+0023) is a wildcard character that matches any number of levels within a topic. The multi-level wildcard represents the parent and any number of child levels. The multi-level wildcard character MUST be specified either on its own or following a topic level separator(/ U+002F). In either case it MUST be the last character specified in the topic.

For example, the configuration of permit item of sub action is sport/tennis/player1/#, it would receive messages published using these topic names:


	sport/tennis/player1


	sport/tennis/player1/ranking


	sport/tennis/player1/score/wimbledon




Besides, topic sport/# also matches the singular sport, since # includes the parent level.

For OpenEdge, if the topic # is configured in the permit item list(whether pub action or sub action), there is no need to configure any other topics. And the specified account(depends on username/password) will have permission to all legal topics of MQTT protocol.

+ wildcard

As described in the MQTT protocol, the plus sign(+ U+002B) is a wildcard character that matches only one topic level. The single-level wildcard can be used at any level in the topic, including first and last levels. Where it is used it MUST occupy an entire level of the topic. It can be used at more than one level in the topic and can be used in conjunction with the multi-level wildcard.

For example, topic sport/tennis/+ matches sport/tennis/player1 and sport/tennis/player2, but not sport/tennis/player1/ranking. Also, because the single-level wildcard matches only a single level, sport/+ does not match sport but it does match sport/.

For OpenEdge, if the topic + is configured in the permit item list(whether pub action or sub action), the specified account(depends on username/password) will have permission to all single-level legal topics of MQTT protocol.

NOTE: For MQTT protocol, wildcard ONLY can be used in Topic Filter(sub action), and MUST NOT be used in Topic Name(pub action). But in the design of OpenEdge, in order to enhance the flexibility of the topic permissions configuration, wildcard configured in permit item(whether in pub action or sub action) is valid, as long as the topic of the published or subscribed meets the requirements of MQTT protocol is ok. In particular, wildcards ( # and + ) policies are recommended for developers who need to configure a large number of publish and subscribe topics in the principals configuration.


Message Transfer Test Among Devices

The message transferring and routing workflow among devices is as follows:

[image: ../../_images/openedge-trans-flow.png]Message transfer test among devices

Specifically, as shown in the above figure, client1, client2, and client3 respectively establish a connection to OpenEdge with localhub Service, client1 has the permission to publish messages to the topic t, and client2 and client3 respectively have the permission to subscribe topic t and t/topic.

Once the connection to OpenEdge for the above three clients with localhub Service is established, as the configuration of the above three clients, client2 and client3 will respectively get the message from client1 published to the topic t to localhub Service.

In particular, client1, client2, and client3 can be combined into one client, and the new client will have the permission to publish messages to the topic t, with permissions to subscribe messages to the topic t and t/topic. Here, using MQTTBOX as the new client, click the Add subscriber button to subscribe the topic t and t/topic. More detailed contents are as shown below.

[image: ../../_images/mqttbox-tcp-trans-sub-config.png]The configuration of MQTTBOX about message transfer test among devices

As shown above, it can be found that after establishing a connection with OpenEdge depend on the localhub Service by TCP connection method, the MQTTBOX successfully subscribes the topic t and t/topic, and then clicks the Publish button to publish message(This message is From openedge.) to the topic t, you will find this message is received by MQTTBOX with the subscribed topics t and t/topic. More detailed contents are as below.

[image: ../../_images/mqttbox-tcp-trans-message-success.png]MQTTBOX received message successfully









          

      

      

    

  

    
      
          
            
  本文主要提供 OpenEdge 在各系统、平台部署、启动的相关问题及解决方案。

问题 1: 在以容器模式启动 OpenEdge 时，提示缺少启动依赖配置文件。

[image: ../_images/docker-engine-conf-miss1.png]图片

参考方案: 如上图所示，OpenEdge启动缺少配置依赖文件，参考 GitHub-OpenEdge [https://github.com/baidu/openedge] example 文件夹补充相应配置文件即可（位于 etc/openedge/openedge.yml）。

问题 2: Ubuntu/Debian 下输入命令 docker info 后显示如下信息：

WARNING: No swap limit support





参考方案:


	修改 /etc/default/grub 文件，在其中，编辑或者添加 GRUB_CMDLINE_LINUX 为如下内容：





GRUB_CMDLINE_LINUX=”cgroup_enable=memory swapaccount=1”





	保存后执行命令 sudo update-grub，完成后重启系统生效。




注意：如果执行第 2 步时提示出错，可能是 grub 设置有误，请检查后重复步骤 1 和步骤 2。

问题 3: 启动 OpenEdge 服务提示：WARNING: Your kernel does not support swap limit capabilities. Limitation discarded。

参考方案: 参考问题 2。

问题 4: 启动 OpenEdge 服务提示：Got permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.sock: Get http://%2Fvar%2Frun%2Fdocker.sock/v1.38/images/json: dial unix /var/run/docker.sock: connect: permission denied.

参考方案：


	提供管理员权限


	通过以下命令添加当前用户到docker用户组




sudo usermod -aG docker ${USER}
su - ${USER}





如提示没有 docker group，使用如下命令创建新 docker 用户组后再执行上述命令：

sudo groupadd docker





问题 5: 启动 OpenEdge 服务出现：Cannot connect to the Docker daemon at unix:///var/run/docker.sock. Is the docker daemon running?。

参考方案：按照问题 4 解决方案执行后如仍报出此问题，重新启动 docker 服务即可。

例，CentOS 下启动命令：

systemctl start docker





问题 6: 启动 OpenEdge 服务提示：failed to create master: Error response from daemon: client version 1.39 is too new. Maximum supported API version is 1.38.

参考方案：设置环境变量 DOCKER_API_VERSION=1.38。

具体设置可参考如下方式：

sudo vim ~/.bash_profile
export DOCKER_API_VERSION=1.38
source ~/.bash_profile





问题 7: OpenEdge 如何使用 NB-IoT 连接百度云管理套件或者物接入?

参考方案：NB-IoT是一种网络制式，和 2/3/4G 类似，带宽窄功耗低。NB-IoT 支持基于 TCP 的 MQTT 通信协议，因此可以使用 NB-IoT 卡连接百度云物接入，部署 OpenEdge 应用和 BIE 云管理通信。但国内三大运营商中，电信对他们的 NB 卡做了限制，仅允许连接电信的云服务 IP，所以目前只能使用移动 NB 卡和联通 NB 卡连接百度云服务。

问题 8: OpenEdge 支持数据计算后将计算结果推送 Kafka 吗？

参考方案：支持，您可以参考 如何针对 Python 运行时编写 Python 脚本 [https://github.com/baidu/openedge/blob/master/doc/zh-cn/customize/How-to-write-a-python-script-for-python-runtime] 一文，向 Hub 订阅消息，并将消息逐个写入 Kafka。您也可以参考 如何开发一个 OpenEdge 自定义模块，该模块用于向 Hub 订阅消息，然后批量写入 Kafka。

问题 9: OpenEdge 配置更改的方式有哪些？只能通过 云端管理套件 [https://cloud.baidu.com/product/bie.html] 进行配置更改吗？

参考方案：目前，我们推荐通过云端管理套件进行配置定义和下发，但您也可以手动更改核心设备上的配置文件，然后重启 OpenEdge 服务使之生效。

问题 10：我下载了 Linux MQTTBOX 客户端，解压缩后将可执行文件放置到了 /usr/local/bin 目录（其他系统启动加载目录相同，如 /usr/bin，/bin，/usr/sbin等），启动时候提示 error while loading shared libraries: libgconf-2.so.4: cannot open shared object file: No such file or directory。

参考方案：这是由于 MQTTBOX 启动缺少 libgconf-2.so.4 库所致。推荐做法如下：


	步骤 1：下载并解压缩 MQTTBOX 软件包；


	步骤 2：进入 MQTTBOX 软件包解压缩后的目录，为 MQTTBox 可执行文件配置执行权限；


	步骤 3：为 MQTTBox 设置软连接：sudo ln -s /path/to/MQTTBox /usr/local/bin/MQTTBox；


	步骤 4：进入终端，执行 MQTTBox 即可。




问题 11：在使用智能边缘 BIE 下发配置后，本地启动 OpenEdge 服务，利用函数计算模块进行消息处理，发现 localfunc 无法进行消息处理，查看 funclog 有如下报错信息：


level=error msg=”failed to create new client” dispatcher=mqtt error=”dial tcp 0.0.0.0:1883:connect:connection refused”




参考方案：如果是使用智能边缘 BIE 云端管理套件下发配置，有如下几个点需要注意：


	云端下发配置目前只支持容器模式


	如果是云端下发配置，localfunc 里配置的hub地址应为 localhub 而非 0.0.0.0




根据以上信息结合实际报错进行判断，根据需要重新从云端进行配置下发，或者参考 配置解析文档 进行核对及配置。

问题 12：启动 OpenEdge 服务后，利用函数计算模块处理消息，发现不论发送什么消息，t/hi 收到的消息内容都为 hello world。

参考方案： 请查看 CFC [https://cloud.baidu.com/product/cfc.html] 中 Python 函数的代码，确认是否有误或是 Hard Code。

问题 13： 在使用智能边缘 BIE 云端管理套件时，如何选取 CFC [https://cloud.baidu.com/product/cfc.html] 函数?

参考方案：


	确保您的智能边缘 BIE 配置和 CFC 配置处于同一区域，例如同在北京/广州；


	确保您的函数在 CFC 平台已经发布。




问题 14：配置文件中的 ports 和 Hub 配置文件中的 listen 有什么关系？

参考方案：


	ports 配置了宿主机和容器内的端口映射关系；


	listen 则是 Hub 的监听端口，Hub 是进程模式则监听宿主机的端口，Hub 是容器模式则监听容器内的端口；


	请参考 配置文件解读文档。




问题 15：消息通过 OpenEdge 传输到 百度云 IoT Hub [https://cloud.baidu.com/product/iot.html] 后，如何在云端进行后续的数据处理？

参考方案：消息到达物接入后，可以通过 规则引擎 [https://cloud.baidu.com/product/re.html] 进行简单的 sql 处理，或者通过规则引擎传输给 百度云函数计算平台 [https://cloud.baidu.com/product/cfc.html] 等其他云端服务，具体配置详情参考 规则引擎操作指南 [https://cloud.baidu.com/doc/RE/GUIGettingStarted.html#.E6.93.8D.E4.BD.9C.E5.87.86.E5.A4.87]。更多配置亦可参考 通过 OpenEdge 将数据脱敏后存到云端 TSDB 一文。

问题 16：OpenEdge 如何使用 Remote 功能连接 百度云 IoT Hub 设备型项目 [https://cloud.baidu.com/doc/IOT/GettingStarted.html#.E5.88.9B.E5.BB.BA.E7.89.A9.E6.A8.A1.E5.9E.8B] ？

参考方案：OpenEdge 端云协同强制使用证书认证，目前物接入设备型项目还不支持证书认证，作为临时方案可以在本地手动配置用户名密码和物接入设备型项目交互。

问题 17：如果要保证消息不丢，所有消息都能被同步到云端，该怎么做？

参考方案：

需要满足下如下两个条件:


	发送给本地 Hub 的消息的 QoS 必须是 1，保证消息在本地持久化。


	Remote 向本地 Hub 订阅消息的 QoS 和向云端 Hub 发布消息的 QoS 也必须都为1，保证消息成功上云。请参考 配置文件解读文档。




问题 18：从云端下发配置到边缘后，默认都是 docker 模式启动，修改 mode: native 之后，启动报错类似下述内容： failed to update system: open /Users/xxx/openedge_native/var/run/openedge/services/agent/lib/openedge/hub.baidubce.com/openedge/openedge-agent:0.1.2/package.yml: no such file or directory。

参考方案： 目前我们的云管理不支持进程模式，如果需要在本地以进程模式启动 OpenEdge 请参考 example/native 中的配置内容，执行命令 make install-native 来进行安装，并通过命令 sudo openedge start 以进程方式来启动。

问题19：下载镜像时有类似报错 error="Error response from daemon: Get https://hub.baidubce.com/v2/: x509: failed to load system roots and no roots provided" openedge=master

参考方案：这种情况是因为系统中缺少 ca-certificates 包，安装即可。
例如，如宿主机系统为 debian ，可使用以下命令操作

sudo apt-get update
sudo apt-get install ca-certificates





其他系统请自行查询相关安装操作。



          

      

      

    

  

    
      
          
            
  
相关资源下载


OpenEdge 程序包下载

说明：OpenEdge 仅在此处提供 docker 容器模式下 OpenEdge 主程序及相关配置文件程序包下载。

| 系统         | 平台   | SHA256编码                                                       | 下载链接                                                                       |
| ———— | —— | —————————————————————- | —————————————————————————— |
| Linux | 386 | 5887151d29bbb62e57e1ff640aa1536e8977b28216a8c9bfb74e49d4a2779539 | 点击下载 [https://openedge.bj.bcebos.com/OpenEdge-0.1.3/github/openedge-linux-386-0.1.3.tar.gz] |
| Linux | amd64 | 6892b52768789b12c11a977a2bd19252616d2b5411693ff284ac1fc948c49f93 | 点击下载 [https://openedge.bj.bcebos.com/OpenEdge-0.1.3/github/openedge-linux-amd64-0.1.3.tar.gz] |
| Linux | armv7 | dd7db30731d8436296ef8d3dc3193d80d2547626540e830ea820bf3fc70d89c3 | 点击下载 [https://openedge.bj.bcebos.com/OpenEdge-0.1.3/github/openedge-linux-arm-0.1.3.tar.gz] |
| Linux | arm64 | 93630bfc2292611b86dcbfa743d859e968bbd6275e6a077caeba157f088e8778 | 点击下载 [https://openedge.bj.bcebos.com/OpenEdge-0.1.3/github/openedge-linux-arm64-0.1.3.tar.gz] |
| Darwin | amd64 | 7fd999d11d98e904b74dc2efa41cf0968e8b3eaa9edbfcbe169c8d907da8e828 | 点击下载 [https://openedge.bj.bcebos.com/OpenEdge-0.1.3/github/openedge-darwin-amd64-0.1.3.tar.gz] |




Golang 安装包下载

源站：https://golang.org/dl/

百度云 BOS [https://cloud.baidu.com/product/bos.html] Golang安装包下载链接：

| 系统         | 平台   | SHA256编码                                                       | 下载链接                                                                       |
| ———— | —— | —————————————————————- | —————————————————————————— |
| Linux        | 386    | cecd2da1849043237d5f0756a93d601db6798fa3bb27a14563d201088aa415f3 | 点击下载 [https://openedge.bj.bcebos.com/Golang/go1.11.4.linux-386.tar.gz]    |
| Linux        | amd64  | fb26c30e6a04ad937bbc657a1b5bba92f80096af1e8ee6da6430c045a8db3a5b | 点击下载 [https://openedge.bj.bcebos.com/Golang/go1.11.4.linux-amd64.tar.gz]  |
| Linux        | armv6l | 9f7a71d27fef69f654a93e265560c8d9db1a2ca3f1dcdbe5288c46facfde5821 | 点击下载 [https://openedge.bj.bcebos.com/Golang/go1.11.4.linux-armv6l.tar.gz] |
| Linux        | arm64  | b76df430ba8caff197b8558921deef782cdb20b62fa36fa93f81a8c08ab7c8e7 | 点击下载 [https://openedge.bj.bcebos.com/Golang/go1.11.4.linux-arm64.tar.gz]  |
| Windows(msi) | 386    | b95cd1d1e961e823c0d3245a75f7a78180fb720c3618aff2c3f7c7364867d4fa | 点击下载 [https://openedge.bj.bcebos.com/Golang/go1.11.4.windows-386.msi]     |
| Windows(zip) | 386    | bc25ea25406878986f91c92ae802f25f033cb0163b4aeac7e7185f71d0ede788 | 点击下载 [https://openedge.bj.bcebos.com/Golang/go1.11.4.windows-386.zip]     |
| Windows(msi) | amd64  | d967f97504e7038b4afab8014e7039e69c58ab2e7805e35889ec39ded6b70892 | 点击下载 [https://openedge.bj.bcebos.com/Golang/go1.11.4.windows-amd64.msi]   |
| Windows(zip) | amd64  | eeb20e21702f2b9469d9381df5de85e2f731b64a1f54effe196d0f7d0227fe14 | 点击下载 [https://openedge.bj.bcebos.com/Golang/go1.11.4.windows-amd64.zip]   |
| Darwin(pkg)  | amd64  | cc2b872aa1341ebe37bf65b9008a1aff7715ff9bde8b6503fb12c94dfe31b145 | 点击下载 [https://openedge.bj.bcebos.com/Golang/go1.11.4.darwin-amd64.pkg]    |
| Darwin(src)  | amd64  | 48ea987fb610894b3108ecf42e7a4fd1c1e3eabcaeb570e388c75af1f1375f80 | 点击下载 [https://openedge.bj.bcebos.com/Golang/go1.11.4.darwin-amd64.tar.gz] |
| Source       | -      | 4cfd42720a6b1e79a8024895fa6607b69972e8e32446df76d6ce79801bbadb15 | 点击下载 [https://openedge.bj.bcebos.com/Golang/go1.11.4.src.tar.gz]          |




MQTT 相关资源下载


下载 MQTT 客户端代码示例

C代码示例：下载 MQTT-C-MQTT-client [https://openedge.bj.bcebos.com/MQTT-client-example/MQTT-c.tar.gz]

Python代码示例：下载 MQTT-Python-MQTT-client [https://openedge.bj.bcebos.com/MQTT-client-example/MQTT-python.tar.gz]




下载 MQTT.fx 客户端

源站：http://www.jensd.de/apps/mqttfx/1.7.1/

百度云 BOS MQTT.fx 安装包下载链接：

| 系统         | 平台    | SHA256编码                                                       | 下载链接                                                                        |
| ———— | ——- | —————————————————————- | ——————————————————————————- |
| Linux(rpm)   | x86     | b3301ef2f1abad4e8298766f43060e5ce9906099da096c4e0b601485dcca849d | 点击下载 [https://openedge.bj.bcebos.com/MQTT.fx/mqttfx-1.7.1-1.i386.rpm]      |
| Linux(rpm)   | x86_64 | f665a6a97ff5ecd77ceb713a38c0aa2bb1af281a3ebe647d06579d1489845d6a | 点击下载 [https://openedge.bj.bcebos.com/MQTT.fx/mqttfx-1.7.1-1.x86_64.rpm]    |
| Linux(deb)   | x86     | 252ae7bfb621eebfcab2d47c500896b44d6f23ce82c33e0217ac43a4c735acfa | 点击下载 [https://openedge.bj.bcebos.com/MQTT.fx/mqttfx-1.7.1-32bit.deb]       |
| Linux(deb)   | x86_64 | 6fb14c739cbf8b54a373a0c5c173ef3657c01c675374ded8f0a292c610e549c2 | 点击下载 [https://openedge.bj.bcebos.com/MQTT.fx/mqttfx-1.7.1-64bit.deb]       |
| Windows(exe) | x86     | aa3902a2b76e427c4ba90b2b49dd337e95e614ba59f8cd64b5a95b5080766965 | 点击下载 [https://openedge.bj.bcebos.com/MQTT.fx/mqttfx-1.7.1-windows.exe]     |
| Windows(exe) | x86_64 | 4adfbb0eee65273bead6ce9885cf064de72d00d437bbaf3b9ff5236634fb6057 | 点击下载 [https://openedge.bj.bcebos.com/MQTT.fx/mqttfx-1.7.1-windows-x64.exe] |
| Darwin(dmg)  | x86_64 | 544b6ac0afefb80b5a56c2a6f2411f999862fb8f0f20502c912f28a9d1aa3b4a | 点击下载 [https://openedge.bj.bcebos.com/MQTT.fx/mqttfx-1.7.1-macos.dmg]       |




下载 MQTTBOX 客户端

源站：http://workswithweb.com/html/mqttbox/downloads.html

百度云 BOS MQTTBOX 安装包下载链接：

| 系统          | SHA256编码                                                       | 下载链接                                                           |
| ————- | —————————————————————- | —————————————————————— |
| Linux(deb)    | 15ff821634d7c2dbef3cbc3e7252bc86e3890a2c3c094842405cb442902d467d | 点击下载 [https://openedge.bj.bcebos.com/MQTTBOX/MQTTBox.deb]     |
| Linux(tar.gz) | 0ea0566f40fdf544510090441faaba745816ad1d438f3efe72197eb630f0e1f7 | 点击下载 [https://openedge.bj.bcebos.com/MQTTBOX/MQTTBox.tar.gz]  |
| Darwin(dmg)   | 5ebd95c8bd29bea5974f2e38662d0b85cc2d0015fd4bbcdc777ffa3fe09d1c94 | 点击下载 [https://openedge.bj.bcebos.com/MQTTBOX/MQTTBox.dmg]     |
| Darwin(zip)   | dda9549dbf35e6ad2dfbdb640020a0153ab62d6b27fbbe86da9ef0a8b997b4b9 | 点击下载 [https://openedge.bj.bcebos.com/MQTTBOX/MQTTBox-mac.zip] |
| Windows(exe)  | 86ab9beb3e1241119f8a4e36550da755fead40be84a91eff3c0eb96ce4e4621e | 点击下载 [https://openedge.bj.bcebos.com/MQTTBOX/MQTTBox-win.exe] |




下载 MQTT Client SDK

物接入与 Paho（即MQTT Client SDK）完全兼容，如果开发者需要开发MQTT客户端，可到 Paho 官方网站 [http://www.eclipse.org/paho/] 下载 SDK 并获取帮助文档，详情如下：

| Client                                                            | MQTT 3.1 | MQTT 3.1.1 | MQTT 5.0 | LWT | SSL/TLS | Automatic Reconnect | Offline Buffering | Message Persistence | WebSocket Support | Standard MQTT Support | Blocking API | Non-Blocking API | High Availability |
| —————————————————————– | ——– | ———- | ——– | — | ——- | ——————- | —————– | ——————- | —————– | ——————— | ———— | —————- | —————– |
| Java [https://github.com/eclipse/paho.mqtt.java]                 | √        | √          | ╳        | √   | √       | √                   | √                 | √                   | √                 | √                     | √            | √                | √                 |
| Python [https://github.com/eclipse/paho.mqtt.python]             | √        | √          | ╳        | √   | √       | √                   | √                 | ╳                   | √                 | √                     | √            | √                | ╳                 |
| JavaScript [https://github.com/eclipse/paho.mqtt.javascript]     | √        | √          | ╳        | √   | √       | √                   | √                 | √                   | √                 | ╳                     | ╳            | √                | √                 |
| GoLang [https://github.com/eclipse/paho.mqtt.golang]             | √        | √          | ╳        | √   | √       | √                   | √                 | √                   | √                 | √                     | ╳            | √                | √                 |
| C [https://github.com/eclipse/paho.mqtt.c]                       | √        | √          | √        | √   | √       | √                   | √                 | √                   | √                 | √                     | √            | √                | √                 |
| C++ [https://github.com/eclipse/paho.mqtt.c]                     | √        | √          | ╳        | √   | √       | √                   | √                 | √                   | ╳                 | √                     | √            | √                | √                 |
| Rust [https://github.com/eclipse/paho.mqtt.c]                    | √        | √          | ╳        | √   | √       | √                   | √                 | √                   | ╳                 | √                     | √            | √                | √                 |
| .Net (C#) [http://www.eclipse.org/paho/clients/dotnet/]          | √        | √          | ╳        | √   | √       | ╳                   | ╳                 | ╳                   | ╳                 | √                     | ╳            | √                | ╳                 |
| Android Service [https://github.com/eclipse/paho.mqtt.android]   | √        | √          | ╳        | √   | √       | √                   | √                 | √                   | √                 | √                     | ╳            | √                | √                 |
| Embedded C/C++ [https://github.com/eclipse/paho.mqtt.embedded-c] | √        | √          | ╳        | √   | √       | ╳                   | ╳                 | ╳                   | ╳                 | √                     | √            | √                | ╳                 |









          

      

      

    

  

    
      
          
            
  
联系我们

为了更好的推进 OpenEdge 的迭代和发展，如果您有更好的关于 OpenEdge 的发展建议，欢迎通过电子邮件方式与我们联系。


OpenEdge联系邮箱：contact@openedge.tech








          

      

      

    

  

    
      
          
            
  
贡献

欢迎来到 OpenEdge 百度开源边缘计算项目，如果您想要向 OpenEdge 贡献代码或文档，请遵循以下流程。


贡献流程

OpenEdge 使用通用的 Git 分支构建模型 [http://nvie.com/posts/a-successful-git-branching-model/]。下面将为您提供通用的 Github 代码贡献方式。


	Fork 代码库

我们的开发社区非常活跃，感兴趣的开发者日益增多，因此，我们鼓励开发者采用 fork 方式向我们提交代码。关于如何 fork 一个代码库，请参考 Github 提供的官方帮助页面并点击 “Fork” 按钮 [https://help.github.com/articles/fork-a-repo/].



	准备开发环境

如果您想要向 OpenEdge 贡献代码，请参考如下命令准备相关本地开发环境：

go get github.com/baidu/openedge # 获取 openedge 代码库
cd $GOPATH/src/github.com/baidu/openedge # 进入 openedge 代码库目录
git checkout master  # 校验当前处于 master 主分支
git remote add fork https://github.com/<your_github_account>/openedge  # 指定远程提交代码仓库







	提交代码到 fork 仓库

这里，将改动的需求或修复的 bug 提交到步骤 2 中 fork 的远程仓库，具体请参考如下命令：

git status   # 查看当前代码改变状态
git add .
git commit -c "modify description"  # 提交代码到本地仓库，并提交代码改动描述信息
git push fork # 推送已提交本地仓库的代码要远程仓库







	创建代码合入请求

基于 fork 的仓库地址直接向 OpenEdge 官方仓库 https://github.com/baidu/openedge 提交 pull request（具体请参考如何创建一个提交请求 [https://help.github.com/articles/creating-a-pull-request/]），即可完成向 OpenEdge 官方仓库的代码合入请求。一旦 OpenEdge 代码仓库评审人员通过了您的代码提交、合入请求，您即可在 OpenEdge 官方代码仓库中看到您贡献的代码。








代码评审规范


	Golang 的代码风格请参照 Go Code Review Comments [https://github.com/golang/go/wiki/CodeReviewComments]


	请在代码 CI 测试通过后及时通过 Email 向你的代码评审人发送代码提交请求URL


	请及时回答评审人的每一个 comment，如果您采纳评审人给出的建议，请直接回复 好的 或是 Done；如果您不同意，请给出您的理由


	如果您不想您的代码评审人被邮件通知频繁打扰，您可以通过 交互框 回复评审人提出的每一个建议，具体请参考 如何使用交互框回复评审人信息 [https://help.github.com/articles/reviewing-proposed-changes-in-a-pull-request/]


	尽可能减少不必要的代码提交。一些开发者总是频繁提交代码。如果您想要向提交的代码中增加一个微小的改动，请使用命令 git commit --amend 代替 git commit







代码合入规范

无规矩不成方圆。这里规定，凡是提交 OpenEdge 代码合入请求的代码，一律要求遵循以下规范：


	建议您提交代码前再次执行命令 govendor fmt +local，具体请参考 govendor [https://github.com/kardianos/govendor]


	代码提交前 必须 进行单元测试（提交代码应包含）和竞争检测，参考执行命令 make test


	仅有提交代码通过单元测试和竞争检测，才允许向 OpenEdge 官方仓库提交


	所有向 OpenEdge 官方仓库提交的代码，必须至少 有 1 个代码评审员评审通过后，才可以将提交代码合入 OpenEdge 官方代码仓库




注意：以上所有代码提交步骤要求及规范，同样适用文档贡献。







          

      

      

    

  

    
      
          
            
  
加入我们

OpenEdge 作为中国首发的开源边缘计算框架，我们旨在打造一个 轻量、安全、可靠、可扩展性强 的边缘计算社区，为中国边缘计算技术的发展和不断推进营造一个良好的生态环境。籍此，我们提供如下几种方式供您选择：


	如果您想参与 OpenEdge 的日常开发交流，欢迎您加入 OpenEdge 开发交流群 [https://openedge.bj.bcebos.com/Wechat/Wechat-OpenEdge.png]


	如果您有更多关于 OpenEdge 的功能需求，欢迎您在 GitHub 提交 Issue [https://github.com/baidu/openedge/issues]


	如果您想了解更多关于 OpenEdge 与百度云其他服务的相关内容，欢迎加入 百度云开发者论坛 [https://cloud.baidu.com/forum/bce]








          

      

      

    

  

    
      
          
            
  
Pre-release 0.1.0(2018-12-05)

百度边缘计算产品 OpenEdge 正式宣布开源。


功能


	完成模块化改造、支持模块管理


	支持两种运行模式：Docker 容器模式和 Native 进程模式


	Docker 容器模式支持资源隔离和限制（比如 CPU、内存等）


	提供诸如本地 Hub、本地函数计算（包含 Python2.7 运行时）、MQTT 远程通讯模块等







Bug 修复


	N/A










          

      

      

    

  

    
      
          
            
  
Pre-release 0.1.1(2018-12-28)


功能


	优化MQTT通讯模块，支持配置多路消息转发，可配置多个 Remote 和 Hub 同时进行消息同步


	增加合法订阅主题配置，用于校验 MQTT 客户端订阅结果







Bug 修复


	Docker 容器模式下模块目录隔离


	移除网络范围过滤器，以支持旧版本 Docker







其他


	更丰富的构建、测试、发布脚本和文档


	引入 vendor 依赖包，有效解决所有编译依赖问题


	重构代码并格式化所有消息


	使用 Makefile 代替 Shell 脚本编译 OpenEdge


	更新 gomqtt


	增加 travis 持续集成服务










          

      

      

    

  

    
      
          
            
  
Pre-release 0.1.2(2019-04-04)


Features


	从主程序分离 Agent 模块，定时上报（核心）设备状态信息


	针对资源配置引入存储卷（volume）概念，灵活配置，支持第三方已有的镜像，比如 hub.docker.com 中的 mosquitto


	支持命令行启动（后台以服务方式运行）、停止 OpenEdge 服务


	统一两种模式（Docker 容器模式 和 Native 进程模式）配置，例如为本机 Native 进程模式中的每个服务创建单独的工作目录


	引入服务概念，代替模块，用于支持启动多实例


	针对 Docker 容器模式支持设备映射







Bug fixes


	支持 openedge.sock 清理逻辑


	升级 Hub 模块的连接鉴权、认证逻辑，如 TCP 连接采用明文存储密码


	升级函数计算模块，支持重试逻辑，去除保序逻辑







Others(include release engineering)


	丰富的官方测试案例支持，如针对 Hub 模块，提供基于 mosquitto 的配置


	全量文档支持英文










          

      

      

    

  

    
      
          
            
  
Pre-release 0.1.3(2019-05-10)


功能


	#199 [https://github.com/baidu/openedge/issues/199] 支持上报服务实例的自定义状态信息，同时采集更多系统状态信息，具体参考 OpenEdge 系统信息采集


	#209 [https://github.com/baidu/openedge/issues/209] 当 openedge 启动时，会清理旧实例（残留实例一般由于 openedge 异常退出造成）


	#211 [https://github.com/baidu/openedge/issues/211] 增加了 Python3.6 版本的函数运行时，使用 Ubuntu16.04 作为基础镜像


	#222 [https://github.com/baidu/openedge/issues/222] Docker 容器模式支持 runtime 和 args 配置


	添加了一个简单的定时器模块 openedge-timer







Bug 修复


	#201 [https://github.com/baidu/openedge/issues/201] 函数实例池销毁函数实例时，确保停止函数实例


	#208 [https://github.com/baidu/openedge/issues/208] openedge stop 命令等待 openedge 停止运行后退出，确保清理pid文件


	#234 [https://github.com/baidu/openedge/issues/234] hub 模块发布消息等待 ack 超时，快速重发消息


	解决当 atomic.addUint64() 的参数未按照 64 位对齐导致退出异常的问题。参考：https://github.com/golang/go/issues/23345







其他


	#230 [https://github.com/baidu/openedge/issues/230] 发布 OpenEdge 2019 Roadmap


	#228 [https://github.com/baidu/openedge/issues/228] 发布 OpenEdge 社区参与者公约










          

      

      

    

  

    
      
          
            
  
如何开发一个自定义功能模块


	目录约定


	启动约定


	SDK




在开发自定义模块前请阅读从源码编译 OpenEdge，了解 OpenEdge 的编译环境要求。

自定义模块不限定开发语言，可运行即可，基本没有限制，甚至可以直接使用 hub.docker.com 上已有的镜像，比如 eclipse-mosquitto。但是了解下面介绍的约定，有利于更好、更快地开发自定义模块。


目录约定

目前，进程模式和容器模式一样，会为每个服务开辟独立的工作空间，虽然达不到隔离的效果，但是可以保证用户使用体验的一致。进程模式会在 var/run/openedge/services 目录下为每个服务创建一个以服务名称命名的目录，服务程序启动时会指定该目录为工作目录，服务绑定的存储卷（volume）会映射（软链）到工作目录下。这里我们沿用容器模式的叫法，把该目录下的空间也称作容器，那么容器中的目录有如下推荐的使用方式：


	容器中默认工作目录：/


	容器中默认配置文件：/etc/openedge/service.yml


	容器中默认持久化路径：/var/db/openedge


	容器中默认日志路径：/var/log/openedge




注意：如果数据需要持久化在设备（宿主机）上，比如数据库和日志，必须通过存储卷将容器中的目录映射到宿主机目录上，否者服务停止后数据会丢失。




启动约定

模块启动的方式没有过多要求，推荐从默认文件中加载YMAL格式的配置，然后运行模块的业务逻辑，最后监听 SIGTERM 信号来优雅退出。一个简单的 Golang 模块实现可参考 MQTT 远程通讯模块（openedge-remote-mqtt）。




SDK

如果模块使用 Golang 开发，可使用 OpenEdge 提供的 SDK，位于该项目的 sdk 目录中，由 Context 提供功能接口。目前，提供的 SDK 能力还比较有限，后续会逐渐加强。

Context 接口列表如下：

// 返回服务的系统配置，比如 hub 和 logger
Config() *ServiceConfig
// 加载服务的自定义配置
LoadConfig(interface{}) error
// 通过系统配置创建一个连接 Hub 的 Client，可以指定 Client ID 和订阅的主题信息
NewHubClient(string, []mqtt.TopicInfo) (*mqtt.Dispatcher, error)
// 返回日志接口
Log() logger.Logger
// 等待退出，接收 SIGTERM 和 SIGINT 信号
Wait()
// 返回等待退出的 Channel
WaitChan() <-chan os.Signal

// 主程序 RESTful API

// 更新系统服务
UpdateSystem(string, bool) error
// 查看系统状态
InspectSystem() (*Inspect, error)
// 获取一个宿主机的空闲端口
GetAvailablePort() (string, error)
// 报告本实例的状态信息
ReportInstance(stats map[string]interface{}) error
// 启动某个服务的某个实例
StartInstance(serviceName, instanceName string, dynamicConfig map[string]string) error
// 停止某个服务的某个实例
StopInstance(serviceName, instanceName string) error





下面以简单定时器模块实现为例，介绍SDK的用法。

package main

import (
	"encoding/json"
	"time"

	"github.com/baidu/openedge/protocol/mqtt"
	openedge "github.com/baidu/openedge/sdk/openedge-go"
)

// 自定义模块的自定义配置，
type config struct {
	Timer struct {
		Interval time.Duration `yaml:"interval" json:"interval" default:"1m"`
	} `yaml:"timer" json:"timer"`
	Publish mqtt.TopicInfo `yaml:"publish" json:"publish" default:"{\"topic\":\"timer\"}"`
}

func main() {
	// 模块在 OpenEdge 的 Context 中启动，SDK 的功能均由 Context 提供
	openedge.Run(func(ctx openedge.Context) error {
		var cfg config
		// 加载自定义配置
		err := ctx.LoadConfig(&cfg)
		if err != nil {
			return err
		}
		// 创建连接Hub的客户端
		cli, err := ctx.NewHubClient("", nil)
		if err != nil {
			return err
		}
		// 启动客户端，支持自动重连
		cli.Start(nil)
		// 创建定时器
		ticker := time.NewTicker(cfg.Timer.Interval)
		defer ticker.Stop()
		for {
			select {
			case t := <-ticker.C:
				msg := map[string]int64{"time": t.Unix()}
				pld, _ := json.Marshal(msg)
				// 定时发送消息到 Hub
				err := cli.Publish(cfg.Publish, pld)
				if err != nil {
					// 打印错误日志
					ctx.Log().Errorf(err.Error())
				}
			case <-ctx.WaitChan():
				// 等待退出信号，SIGTERM 或者 SIGINT
				return nil
			}
		}
	})
}





openedge-timer 的配置中，hub 属于系统配置，timer 和 publish 是该模块的自定义配置。

hub:
  address: tcp://localhub:1883
  username: test
  password: hahaha
  clientid: timer1
timer:
  interval: 1s
publish:
  topic: timer1











          

      

      

    

  

    
      
          
            
  
如何开发一个自定义函数运行时


	协议约定


	启动约定




函数运行时是函数执行的载体，通过动态加载函数代码来执行函数，跟函数实现的语言强相关。比如 Python 代码需要使用 Python 运行时来调用。这里就涉及到多种语言的问题，为了统一调用接口和协议，我们最终选择了 GRPC，借助其强大的跨语言 IDL 和高性能 RPC 通讯能力，打造可灵活扩展的函数计算框架。

在函数计算服务中，openedge-function-manager 负责函数实例的管理和调用。函数实例由函数运行时服务提供，函数运行时服务只需满足下面介绍的约定。


协议约定

开发者可直接使用 sdk/openedge-go 中的 function.proto 生成各自编程语言的消息和服务实现，具体定义如下。GRPC 使用方法可参考 GRPC 官网的文档 [https://grpc.io/docs/quickstart/go.html]。

syntax = "proto3";

package openedge;

// 函数 Server 定义
service Function {
  rpc Call(FunctionMessage) returns (FunctionMessage) {}
  // rpc Talk(stream Message) returns (stream Message) {}
}

// 函数调用和返回的消息体
message FunctionMessage {
  uint64 ID                 = 1;
  uint32 QOS                = 2;
  string Topic              = 3;
  bytes  Payload            = 4;

  string  FunctionName      = 11;
  string  FunctionInvokeID  = 12;
}





注意：Docker 容器模式下，函数实例的资源限制不要低于 50M 内存，20 个线程。




配置约定

函数运行时模块并不强制约定配置，但是为了统一配置方式，推荐如下配置项


	name：函数名称


	handler：函数处理接口


	codedir：函数代码所在路径，如果有的话。




下面是一个 Python 函数运行时服务的配置举例：

functions:
  - name: 'sayhi'
    handler: 'sayhi.handler'
    codedir: 'var/db/openedge/function-sayhi'








启动约定

函数运行时服务同其他服务一样，唯一的区别是实例是由其他服务动态启动的。比如为了避免监听端口冲突，可以动态指定端口。函数运行时模块可以从环境变量中读取 OPENEDGE_SERVICE_ADDRESS 作为 GRPC Server 监听的地址。另外，动态启动的函数实例没有权限调用主程序的 API 。最后，模块监听 SIGTERM 信号来实现优雅退出。完整的实现可参考 Python2.7、Python3.6 运行时模块（openedge-function-python27、openedge-function-python36）。







          

      

      

    

  

    
      
          
            
  
如何针对 Node 运行时引入第三方包

声明：


	本文测试所用设备系统为 Darwin


	运行模式为 docker 容器模式，native 进程模式配置流程相同


	Node 版本为 8.5


	模拟 MQTT client 行为的客户端为 MQTTBOX


	本文选择引入 Lodash [https://www.lodashjs.com/] 这个第三方包来进行演示说明


	本文中基于 Hub 模块创建的服务名称为 localhub 服务。并且针对本文的测试案例中，对应的 localhub 服务、函数计算服务以及其他服务的配置统一如下：




# localhub 配置
listen:
  - tcp://0.0.0.0:1883
principals:
  - username: 'test'
    password: 'hahaha'
    permissions:
      - action: 'pub'
        permit: ['#']
      - action: 'sub'
        permit: ['#']

# 本地 openedge-function-manager 配置
hub:
  address: tcp://localhub:1883
  username: test
  password: hahaha
rules:
  - clientid: localfunc-1
    subscribe:
      topic: node
    function:
      name: sayhi
    publish:
      topic: t/hi
functions:
  - name: sayhi
    service: function-sayhi
    instance:
      min: 0
      max: 10
      idletime: 1m

# application.yml配置
version: v0
services:
  - name: localhub
    image: openedge-hub
    replica: 1
    ports:
      - 1883:1883
    mounts:
      - name: localhub-conf
        path: etc/openedge
        readonly: true
      - name: localhub-data
        path: var/db/openedge/data
      - name: localhub-log
        path: var/log/openedge
  - name: function-manager
    image: openedge-function-manager
    replica: 1
    mounts:
      - name: function-manager-conf
        path: etc/openedge
        readonly: true
      - name: function-manager-log
        path: var/log/openedge
  - name: function-sayhi
    image: openedge-function-node85
    replica: 0
    mounts:
      - name: function-sayjs-conf
        path: etc/openedge
        readonly: true
      - name: function-sayjs-code
        path: var/db/openedge/function-sayhi
        readonly: true
volumes:
  # hub
  - name: localhub-conf
    path: var/db/openedge/localhub-conf
  - name: localhub-data
    path: var/db/openedge/localhub-data
  - name: localhub-log
    path: var/db/openedge/localhub-log
  # function manager
  - name: function-manager-conf
    path: var/db/openedge/function-manager-conf
  - name: function-manager-log
    path: var/db/openedge/function-manager-log
  # function node runtime sayhi
  - name: function-sayjs-conf
    path: var/db/openedge/function-sayjs-conf
  - name: function-sayjs-code
    path: var/db/openedge/function-sayjs-code





系统自带的 Node 环境有可能不会满足我们的需要，实际使用往往需要引入第三方库，下面给出示例。


引用 Lodash 第三方包

Lodash 是一个一致性、模块化、高性能的 JavaScript 实用工具库。我们可以引入第三方库 Lodash [https://www.lodashjs.com/] 来使用它的功能。如何引入，具体如下所示：


	步骤 1: 进入 js 脚本目录，然后下载 Lodash




cd /directory/of/Node/script
npm install --save lodash






	步骤 2: 在具体执行脚本中引入第三方库 Lodash，如下所示：




const _ = require('lodash');






	步骤 3: 执行脚本




node your_script.js





如上述操作正常，则形成的脚本目录结构如下图所示。

[image: ../../_images/node-third-lib-dir-Lodash1.png]Node Lodash 第三方库脚本目录

下面，我们编写脚本 index.js 来使用 Lodash 提供的功能，具体如下：

#!/usr/bin/env node

const _ = require('lodash');

exports.handler = (event, context, callback) => {
  result = {}
  
  //筛选数组中重复元素
  result["unique_array"] = _.uniq(event['array']);
  //排序
  result['sorted_users'] = _.sortBy(event['users'], function(o) { return o.age; });
  //过滤
  result['filtered_users'] = _.filter(event['users'], function(o) { return !o.active; });

  callback(null, result);
}





函数运行时服务的配置如下:

# node function 配置
functions:
  - name: 'sayhi'
    handler: 'index.handler'
    codedir: 'var/db/openedge/function-sayhi'





首先定义如下的 json 数据作为输入消息:

{
    "array": ["Jane", 1, "Jane", 1, 2],
    "users": [
        { "user": "barney", "age": 36, "active": true  },
        { "user": "fred",   "age": 40, "active": false },
        { "user": 'Jane',   "age": 32, "active": true  }
    ]
}





如上，localhub 服务接收到发送到主题 node 的消息后，会调用 index.js 脚本执行具体逻辑，对消息中的数组执行重复元素筛选、元素排序、元素按条件过滤等操作。然后将执行结果以 MQTT 消息形式反馈给主题 t/hi。我们通过 MQTTBOX 订阅主题 t/hi，可以观察到如下消息:

{
    "unique_array": ["Jane", 1, 2],
    "sorted_users": [
        { "user": "Jane",   "age": 32, "active": true  },
        { 'user': 'barney', "age": 36, "active": true  },
        { "user": "fred",   "age": 40, "active": false }
    ],
    "filtered_users": [
        { "user": "fred",   "age": 40, "active": false }
    ],
}





[image: ../../_images/write-node-script-third-lib-Lodash1.png]lodash数据处理







          

      

      

    

  

    
      
          
            
  
如何针对 Python 运行时引入第三方包

声明：


	本文测试所用设备系统为 Darwin


	运行模式为 docker 容器模式，native 进程模式配置流程相同


	Python 版本为 3.6，2.7 版本配置流程相同，但需要在 Python 脚本中注意语言差异


	模拟 MQTT client 行为的客户端为 MQTTBOX


	本文选取 requests [https://pypi.org/project/requests] 和 Pytorch [https://pytorch.org/] 两种第三方包进行演示说明


	本文中基于 Hub 模块创建的服务名称为 localhub 服务。并且针对本文的测试案例中，对应的 localhub 服务、函数计算服务以及其他服务的配置统一如下：




# localhub 配置
listen:
  - tcp://0.0.0.0:1883
principals:
  - username: 'test'
    password: 'hahaha'
    permissions:
      - action: 'pub'
        permit: ['#']
      - action: 'sub'
        permit: ['#']

# 本地 openedge-function-manager 配置
hub:
  address: tcp://localhub:1883
  username: test
  password: hahaha
rules:
  - clientid: localfunc-1
    subscribe:
      topic: py
    function:
      name: sayhi3
    publish:
      topic: py/hi
functions:
  - name: sayhi3
    service: function-sayhi3
    instance:
      min: 0
      max: 10
      idletime: 1m

# application.yml配置
version: v0
services:
  - name: localhub
    image: openedge-hub
    replica: 1
    ports:
      - 1883:1883
    mounts:
      - name: localhub-conf
        path: etc/openedge
        readonly: true
      - name: localhub-data
        path: var/db/openedge/data
      - name: localhub-log
        path: var/log/openedge
  - name: function-manager
    image: openedge-function-manager
    replica: 1
    mounts:
      - name: function-manager-conf
        path: etc/openedge
        readonly: true
      - name: function-manager-log
        path: var/log/openedge
  - name: function-sayhi3
    image: openedge-function-python36
    replica: 0
    mounts:
      - name: function-sayhi-conf
        path: etc/openedge
        readonly: true
      - name: function-sayhi-code
        path: var/db/openedge/function-sayhi
        readonly: true
volumes:
  # hub
  - name: localhub-conf
    path: var/db/openedge/localhub-conf
  - name: localhub-data
    path: var/db/openedge/localhub-data
  - name: localhub-log
    path: var/db/openedge/localhub-log
  # function manager
  - name: function-manager-conf
    path: var/db/openedge/function-manager-conf
  - name: function-manager-log
    path: var/db/openedge/function-manager-log
  # function python runtime sayhi
  - name: function-sayhi-conf
    path: var/db/openedge/function-sayhi-conf
  - name: function-sayhi-code
    path: var/db/openedge/function-sayhi-code





系统自带的 Python 环境有可能不会满足我们的需要，实际使用往往需要引入第三方库，下面给出两个示例。


引用 requests 第三方包

假定我们想要对一个网站进行爬虫，获取相应的信息。这里，我们可以引入第三方库 requests [https://pypi.org/project/requests]。如何引入，具体如下所示：


	步骤 1: 进入 Python 脚本所在目录，然后下载 requests 及其依赖（idna、urllib3、chardet、certifi），并注意 pip 命令对应 Python 的版本




cd /directory/of/Python/script
pip3 download requests






	步骤 2: 解压 .whl 文件，得到源码包，然后删除 .whl 文件和包描述文件，只保留源码包




unzip -d . *.whl
rm -rf *.whl *.dist-info






	步骤 3: 使当前目录成为一个 package




touch __init__.py






	步骤 4: 在具体执行脚本中引入第三方库 requests，如下所示：




import requests






	步骤 5: 执行脚本




python your_script.py





如上述操作正常，则形成的脚本目录结构如下图所示。

[image: ../../_images/python-third-lib-dir-requests1.png]Python requests 第三方库脚本目录

下面，我们编写脚本 get.py 来获取 https://openedge.tech 的 headers 信息，假定触发条件为 Python 运行时接收到来自 localhub 服务的 A 指令，具体如下：

#!/usr/bin/env python3
# -*- coding: utf-8 -*-

import requests

def handler(event, context):
  """
  data: {"action": "A"}
  """
  if 'action' in event:
    if event['action'] == 'A':
      r = requests.get('https://openedge.tech')
      if str(r.status_code) == '200':
        event['info'] = dict(r.headers)
      else:
        event['info'] = 'exception found'
    else:      event['info'] = 'action error'
  else:
    event['error'] = 'action not found'

  return event





函数运行时服务的配置如下:

# python function 配置
functions:
  - name: 'sayhi3'
    handler: 'get.handler'
    codedir: 'var/db/openedge/function-sayhi'





如上，localhub 服务接收到发送到主题 py 的消息后，会调用 get.py 脚本执行具体处理逻辑，然后将执行结果以 MQTT 消息形式反馈给主题 py/hi。这里，我们通过 MQTTBOX 订阅主题 py/hi，并向主题 py 发送消息 {"action": "A"}，然后观察 MQTTBOX 订阅主题 py/hi 的消息收取情况。如正常，则可正常获取 https://openedge.tech 的 headers 信息。

[image: ../../_images/write-python-script-third-lib-requests1.png]获取OpenEdge官网headers信息




引用 Pytorch 第三方包

Pytorch 是机器学习中使用广泛的深度学习框架，我们可以引入第三方库 Pytorch [https://pytorch.org/] 使用它的功能。如何引入，具体如下所示：


	步骤 1: 进入 Python 脚本目录，然后下载 Pytorch 及其依赖（PIL、caffee2、numpy、six、torchvision）




cd /directory/of/Python/script
pip3 download torch torchvision






	步骤 2: 解压 .whl 文件，得到源码包，然后删除 .whl 文件和包描述文件




unzip -d . *.whl
rm -rf *.whl *.dist-info






	步骤 3: 使当前目录成为一个 package




touch __init__.py






	步骤 4: 在具体执行脚本中引入第三方库 Pytorch，如下所示：




import torch






	步骤 5: 执行脚本




python your_script.py





如上述操作正常，则形成的脚本目录结构如下图所示。

[image: ../../_images/python-third-lib-dir-Pytorch1.png]Python Pytorch 第三方库脚本目录

下面，我们编写脚本 calc.py 来使用 Pytorch 中的函数生成随机张量，假定触发条件为 Python 运行时接收到来自 localhub 服务的 B 指令，具体如下：

#!/usr/bin/env python3
# -*- coding: utf-8 -*-

import torch

def handler(event, context):
  """
  data: {"action": "B"}
  """
  if 'action' in event:
    if event['action'] == 'B':
      x = torch.rand(5, 3)
      event['info'] = x.tolist()
    else:
      event['info'] = 'exception found'
  else:
    event['error'] = 'action not found'

  return event





函数运行时服务的配置如下:

# python function 配置
functions:
  - name: 'sayhi3'
    handler: 'calc.handler'
    codedir: 'var/db/openedge/function-sayhi'





如上，localhub 服务接收到发送到主题 py 的消息后，会调用 calc.py 脚本执行具体处理逻辑，然后将执行结果以 MQTT 消息形式反馈给主题 py/hi。这里，我们通过 MQTTBOX 订阅主题 py/hi，并向主题 py 发送消息 {"action": "B"}，然后观察 MQTTBOX 订阅主题 py/hi 的消息收取情况。如正常，则可正常生成随机张量。

[image: ../../_images/write-python-script-third-lib-Pytorch1.png]生成随机张量







          

      

      

    

  

    
      
          
            
  
如何针对 Node 运行时编写 js 脚本

声明：


	本文测试所用设备系统为 Darwin


	node 版本为 8.5


	模拟 MQTT client 行为的客户端为 MQTTBOX


	本文中基于 Hub 模块创建的服务名称为 localhub 服务。并且针对本文的测试案例中，对应的 localhub 服务、函数计算服务以及其他服务的配置统一如下：




# 本地 Hub 配置
listen:
  - tcp://0.0.0.0:1883
principals:
  - username: 'test'
    password: 'hahaha'
    permissions:
      - action: 'pub'
        permit: ['#']
      - action: 'sub'
        permit: ['#']

# 本地 openedge-function-manager 配置
hub:
  address: tcp://localhub:1883
  username: test
  password: hahaha
rules:
  - clientid: localfunc-1
    subscribe:
      topic: node
    function:
      name: sayhi
    publish:
      topic: t/hi
functions:
  - name: sayhi
    service: function-sayhi
    instance:
      min: 0
      max: 10
      idletime: 1m

# node function 配置
functions:
  - name: 'sayhi'
    handler: 'index.handler'
    codedir: 'var/db/openedge/function-sayhi'

# application.yml配置
version: v0
services:
  - name: localhub
    image: openedge-hub
    replica: 1
    ports:
      - 1883:1883
    mounts:
      - name: localhub-conf
        path: etc/openedge
        readonly: true
      - name: localhub-data
        path: var/db/openedge/data
      - name: localhub-log
        path: var/log/openedge
  - name: function-manager
    image: openedge-function-manager
    replica: 1
    mounts:
      - name: function-manager-conf
        path: etc/openedge
        readonly: true
      - name: function-manager-log
        path: var/log/openedge
  - name: function-sayhi
    image: openedge-function-node85
    replica: 0
    mounts:
      - name: function-sayjs-conf
        path: etc/openedge
        readonly: true
      - name: function-sayjs-code
        path: var/db/openedge/function-sayhi
        readonly: true
volumes:
  # hub
  - name: localhub-conf
    path: var/db/openedge/localhub-conf
  - name: localhub-data
    path: var/db/openedge/localhub-data
  - name: localhub-log
    path: var/db/openedge/localhub-log
  # function manager
  - name: function-manager-conf
    path: var/db/openedge/function-manager-conf
  - name: function-manager-log
    path: var/db/openedge/function-manager-log
  # function node runtime sayhi
  - name: function-sayjs-conf
    path: var/db/openedge/function-sayjs-conf
  - name: function-sayjs-code
    path: var/db/openedge/function-sayjs-code





OpenEdge 官方提供了 Node 运行时，可以加载用户所编写的 js 脚本。下文将针对 js 脚本的名称，执行函数名称，输入，输出参数等内容分别进行说明。


函数名约定

js 脚本的名称可以参照 js 的通用命名规范，OpenEdge 并未对此做特别限制。如果要应用某 js 脚本对某条 MQTT 消息做处理，则相应的函数运行时服务的配置如下：

functions:
  - name: 'sayhi'
    handler: 'index.handler'
    codedir: 'var/db/openedge/function-sayhi'





这里，我们关注 handler 这一属性，其中 index 代表脚本名称，后面的 handler 代表该文件中被调用的入口函数。

function-sayjs-code/
└── index.js





更多函数运行时服务配置请查看 函数运行时服务配置释义。




参数约定

exports.handler = (event, context, callback) => {
    callback(null, event);
};





OpenEdge 官方提供的 Node 运行时支持 2 个参数: event 和 context，下面将分别介绍其用法。


	event：根据 MQTT 报文中的 Payload 传入不同参数


	若原始 Payload 为一个 Json 数据，则传入经过 json.loads(Payload) 处理后的数据;


	若原始 Payload 为字节流、字符串(非 Json)，则传入原 Payload 数据。






	context：MQTT 消息上下文


	context.messageQOS // MQTT QoS


	context.messageTopic // MQTT Topic


	context.functionName // MQTT functionName


	context.functionInvokeID //MQTT function invokeID


	context.invokeid // 同上，用于兼容 CFC [https://cloud.baidu.com/product/cfc.html]








提示：在云端 CFC 测试时，请注意不要直接使用 OpenEdge 定义的上下文信息。推荐做法是先判断字段是否在 context 中存在，如果存在再读取。




Hello World!

下面我们实现一个简单的 js 脚本，目标是为每一条流经需要用该 js 脚本进行处理的 MQTT 消息附加一条 hello world 信息。对于字典类消息，将其直接返回即可，对于非字典类消息，则将之转换为字符串后返回。

#!/usr/bin/env node

exports.handler = (event, context, callback) => {
  result = {};
  
  if (Buffer.isBuffer(event)) {
      const message = event.toString();
      result["msg"] = message;
      result["type"] = 'non-dict';
  }else {
      result["msg"] = event;
      result["type"] = 'dict';
  }

  result["say"] = 'hello world';
  callback(null, result);
};






	发送字典类数据:




[image: ../../_images/write-node-script-dict1.png]发送字典类数据


	发送非字典类数据:




[image: ../../_images/write-node-script-none-dict1.png]发送非字典类数据

如上，对于一些常规的需求，我们通过系统 Node 环境的标准库就可以完成。但是，对于一些较为复杂的需求，往往需要引入第三方库来完成。如何解决这个问题？我们将在 如何针对 Node 运行时引入第三方包 小节详述。







          

      

      

    

  

    
      
          
            
  
如何针对 Python 运行时编写 Python 脚本

声明：


	本文测试所用设备系统为 Darwin


	python 版本为 3.6，2.7 版本配置流程相同，但需要在 python 脚本中注意语言差异


	模拟 MQTT client 行为的客户端为 MQTTBOX


	本文中基于 Hub 模块创建的服务名称为 localhub 服务。并且针对本文的测试案例中，对应的 localhub 服务、函数计算服务以及其他服务的配置统一如下：




# 本地 Hub 配置
listen:
  - tcp://0.0.0.0:1883
principals:
  - username: 'test'
    password: 'hahaha'
    permissions:
      - action: 'pub'
        permit: ['#']
      - action: 'sub'
        permit: ['#']

# 本地 openedge-function-manager 配置
hub:
  address: tcp://localhub:1883
  username: test
  password: hahaha
rules:
  - clientid: localfunc-1
    subscribe:
      topic: py
    function:
      name: sayhi3
    publish:
      topic: py/hi
functions:
  - name: sayhi3
    service: function-sayhi3
    instance:
      min: 0
      max: 10
      idletime: 1m

# python function 配置
functions:
  - name: 'sayhi3'
    handler: 'sayhi.handler'
    codedir: 'var/db/openedge/function-sayhi'

# application.yml配置
version: v0
services:
  - name: localhub
    image: openedge-hub
    replica: 1
    ports:
      - 1883:1883
    mounts:
      - name: localhub-conf
        path: etc/openedge
        readonly: true
      - name: localhub-data
        path: var/db/openedge/data
      - name: localhub-log
        path: var/log/openedge
  - name: function-manager
    image: openedge-function-manager
    replica: 1
    mounts:
      - name: function-manager-conf
        path: etc/openedge
        readonly: true
      - name: function-manager-log
        path: var/log/openedge
  - name: function-sayhi3
    image: openedge-function-python36
    replica: 0
    mounts:
      - name: function-sayhi-conf
        path: etc/openedge
        readonly: true
      - name: function-sayhi-code
        path: var/db/openedge/function-sayhi
        readonly: true
volumes:
  # hub
  - name: localhub-conf
    path: var/db/openedge/localhub-conf
  - name: localhub-data
    path: var/db/openedge/localhub-data
  - name: localhub-log
    path: var/db/openedge/localhub-log
  # function manager
  - name: function-manager-conf
    path: var/db/openedge/function-manager-conf
  - name: function-manager-log
    path: var/db/openedge/function-manager-log
  # function python runtime sayhi
  - name: function-sayhi-conf
    path: var/db/openedge/function-sayhi-conf
  - name: function-sayhi-code
    path: var/db/openedge/function-sayhi-code





OpenEdge 官方提供了 Python 运行时，可以加载用户所编写的 Python 脚本。下文将针对 Python 脚本的名称，执行函数名称，输入，输出参数等内容分别进行说明。


函数名约定

Python 脚本的名称可以参照 Python 的通用命名规范，OpenEdge 并未对此做特别限制。如果要应用某 Python 脚本对某条 MQTT 消息做处理，则相应的函数运行时服务的配置如下：

functions:
  - name: 'sayhi3'
    handler: 'sayhi.handler'
    codedir: 'var/db/openedge/function-sayhi'





这里，我们关注 handler 这一属性，其中 sayhi 代表脚本名称，后面的 handler 代表该文件中被调用的入口函数。

function-sayhi-code/
├── __init__.py
└── sayhi.py





更多函数运行时服务配置请查看 函数运行时服务配置释义。




参数约定

def handler(event, context):
    # do something
    return event





OpenEdge 官方提供的 Python 运行时支持 2 个参数: event 和 context，下面将分别介绍其用法。


	event：根据 MQTT 报文中的 Payload 传入不同参数


	若原始 Payload 为一个 Json 数据，则传入经过 json.loads(Payload) 处理后的数据;


	若原始 Payload 为字节流、字符串(非 Json)，则传入原 Payload 数据。






	context：MQTT 消息上下文


	context.messageQOS // MQTT QoS


	context.messageTopic // MQTT Topic


	context.functionName // MQTT functionName


	context.functionInvokeID //MQTT function invokeID


	context.invokeid // 同上，用于兼容 CFC [https://cloud.baidu.com/product/cfc.html]








提示：在云端 CFC 测试时，请注意不要直接使用 OpenEdge 定义的上下文信息。推荐做法是先判断字段是否在 context 中存在，如果存在再读取。




Hello World!

下面我们实现一个简单的 Python 函数，目标是为每一条流经需要用该 Python 脚本进行处理的 MQTT 消息附加一条 hello world 信息。对于字典类消息，将其直接返回即可，对于非字典类消息，则将之转换为字符串后返回。

#!/usr/bin/env python3
# -*- coding: utf-8 -*-

def handler(event, context):
    result = {}
    if isinstance(event, dict):
        result['msg'] = event
        result['type'] = 'dict'
        result['say'] = 'hello world'
    else:
        result['msg'] = event
        result['type'] = 'non-dict'
        result['say'] = 'hello world'

    return result






	发送字典类数据:




[image: ../../_images/write-python-script-dict1.png]发送字典类数据


	发送非字典类数据:




[image: ../../_images/write-python-script-none-dict1.png]发送非字典类数据

如上，对于一些常规的需求，我们通过系统 Python 环境的标准库就可以完成。但是，对于一些较为复杂的需求，往往需要引入第三方库来完成。如何解决这个问题？我们将在 如何针对 Python 运行时引入第三方包 小节详述。







          

      

      

    

  

    
      
          
            
  
OpenEdge 优势


	屏蔽计算框架：OpenEdge 提供主流运行时支持的同时，提供各类运行时转换服务，基于任意语言编写、基于任意框架训练的函数或模型，都可以在 OpenEdge 中执行


	简化应用生产：智能边缘 BIE [https://cloud.baidu.com/product/bie.html]云端管理套件配合 OpenEdge，联合百度云，一起为 OpenEdge 提供强大的应用生产环境，通过 CFC [https://cloud.baidu.com/product/cfc.html]、Infinite [https://cloud.baidu.com/product/infinite.html]、Jarvis [http://di.baidu.com/product/jarvis]、IoT EasyInsight [https://cloud.baidu.com/product/ist.html]、TSDB [https://cloud.baidu.com/product/tsdb.html]、IoT Visualization [https://cloud.baidu.com/product/iotviz.html] 等产品，可以在云端轻松生产各类函数、AI模型，及将数据写入百度云天工云端 TSDB 及物可视进行展示


	简化运行环境部署：OpenEdge 推行 Docker 容器化，开发者可以根据 OpenEdge 源码包中各模块的 DockerFile 快速构建 OpenEdge 运行环境


	按需部署：OpenEdge 推行功能模块化，各模块独立运行互相隔离，开发者完全可以根据自己的需求选择部署


	丰富配置：OpenEdge 支持 X86、ARM 等多种硬件以及 Linux、Darwin 操作系统








          

      

      

    

  

    
      
          
            
  
OpenEdge 可控式设计

OpenEdge 可控式设计主要包括 2 个方面的内容，其本质是 OpenEdge 联合智能边缘 BIE [https://cloud.baidu.com/product/bie.html]（Baidu-IntelliEdge）云端 console 管理套件一起实现对 OpenEdge 配置文件 一键配置、一键下发，下发配置信息 一键更新、自动热加载，包括在 Docker 容器模式下 一键更新 容器镜像版本。

其中，一键配置、一键下发 是指智能边缘 BIE 云端 console 支持用户通过在云端进行智能边缘核心设备的建立、存储卷创建、服务创建、函数编写，然后生成配置文件下发至 OpenEdge 本地运行包，可达到云端管理和应用下发，整体实现 一键配置、一键下发 的能力。另外，智能边缘 BIE 云端 console 还可以进行配置版本切换功能，其作用一是可以根据用户需求随时切换应用不同的配置；二是在发现某版本配置文件因使用者不熟练出现配置错误导致生产现场设备间消息收发紊乱的情况下，可以迅速切换稳定版本配置文件，及时止损。

此外，针对从智能边缘 BIE 下发的配置信息，OpenEdge 还能够支持 热加载。目前热加载采用全量更新的方式，即先停止所有老应用模块再启动所有新应用模块，因此模块提供的服务会中断。需要注意的是，在停止所有老应用模块时，采取已处于进行中的应用逻辑会持续进行，直到信息处理完成，然后再停止对应模块。

特别地，针对 Docker 容器模式，OpenEdge 还能够支持通过简单修改配置文件达到对应用镜像 一键更新、随时切换 的效果。





          

      

      

    

  

    
      
          
            
  
OpenEdge 架构


	概念


	组成


	主程序


	引擎系统


	Docker 引擎


	Native 引擎






	RESTful API


	System Inspect


	System Update


	Instance Start&Stop


	Instance Report






	环境变量






	官方模块


	openedge-agent


	openedge-hub


	openedge-function-manager


	openedge-function-python27


	openedge-function-python36


	openedge-function-node85


	openedge-remote-mqtt









概念


	系统：这里专指 OpenEdge 系统，包行 主程序、服务、存储卷 和使用的系统资源。


	主程序： 指 OpenEdge 实现的核心部分，负责管理所有 存储卷 和 服务，内置 引擎系统，对外提供 RESTful API 和命令行等。


	服务：指一组接受 OpenEdge 控制的运行程序集合，用于提供某些具体的功能，比如消息路由服务、函数计算服务、微服务等。


	实例：指 服务 启动的具体的运行程序或容器，一个 服务 可以启动多个实例，也可以由其他服务负责动态启动实例，比如函数计算的运行时实例就是由函数计算管理服务动态启停的。


	存储卷：指被 服务 使用的目录，可以是只读的目录，比如放置配置、证书、脚本等资源的目录，也可以是可写的目录，比如日志、数据等持久化目录。


	引擎系统： 指 服务 的各类运行模式的操作抽象和具体实现，比如 Docker 容器模式和 Native 进程模式。


	服务 和 系统 的关系：OpenEdge 系统可以启动多个服务，服务之间没有依赖关系，不应当假设他们的启动顺序（虽然当前还是顺序启动的）。服务在运行时产生的所有信息都是临时的，服务停止后这些信息都会被删除，除非映射到持久化目录。服务内的程序由于种种原因可能会停止，服务会根据用户的配置对程序进行重启，这种情况不等于服务的停止，所以信息不会被删除。







组成

一个完整的 OpenEdge 系统由主程序、服务、存储卷和使用的系统资源组成，主程序根据应用配置加载各个模块启动相应的服务，一个服务又可以启动若干个实例，所有实例都由主程序负责管理和守护。需要注意的是同一个服务下的实例共享该服务绑定的存储卷，所以如果出现独占的资源，比如监听同一个端口，只能成功启动一个实例；如果使用同一个 Client ID 连接 Hub，会出现连接互踢的情况。

目前 OpenEdge 开源了如下几个官方模块：


	openedge-agent：提供 BIE 云代理服务，进行状态上报和应用下发。


	openedge-hub：提供基于 MQTT 的消息路由服务。


	openedge-remote-mqtt：提供 Hub 和远程 MQTT 服务进行消息同步的服务。


	openedge-function-manager：提供函数计算服务，进行函数实例管理和消息触发的函数调用。


	openedge-function-python27：提供加载基于 Python2.7 版本的函数脚本的 GRPC 微服务，可以托管给 openedge-function-manager 成为函数实例提供方。


	openedge-function-python36：提供加载基于 Python3.6 版本的函数脚本的 GRPC 微服务，可以托管给 openedge-function-manager 成为函数实例提供方。


	openedge-function-node85：提供加载基于 Node8.5 版本的函数脚本的 GRPC 微服务，可以托管给 openedge-function-manager 成为函数实例提供方。




架构图:

[image: ../../_images/openedge_design1.png]架构图




主程序

主程序作为 OpenEdge 系统的核心，负责管理所有存储卷和服务，内置运行引擎系统，对外提供 RESTful API 和命令行。

主程序启停过程如下：


	执行启动命令：sudo openedge start，默认工作目录为 openedge 安装目录的上一级目录。


	主程序首先会加载工作目录下的 etc/openedge/openedge.yml，初始化运行模式、API Server、日志和退出超时时间等，这些配置不会随应用配置下发而改变。如果启动没有报错，会在 /var/run/ 目录下生成 openedge.pid 和 openedge.sock（Linux）文件。


	然后主程序会尝试加载应用配置 var/db/openedge/application.yml，如果该配置不存在则不启动任何服务，否则加载应用配置中的服务列表和存储卷列表。该文件会随应用配置下发而更新，届时系统会根据新配置重新编排服务。


	在启动所有服务前，主程序会先调用 Engine 接口执行一些准备工作，比如容器模式下会先尝试下载所有服务的镜像。


	准备工作完成后，开始顺序启动所有服务，如果服务启动失败则会导致主程序退出。容器模式下会将存储卷映射到容器内部；进程模式下会为每个服务创建各自的临时工作目录，并将存储卷软链到工作目录下，服务退出后临时工作目录会被清理，行为同容器模式。


	最后，如果需要退出，可执行 sudo openedge stop，主程序会同时通知所有服务的实例退出并等待，如果超时则强制杀掉实例。然后清理 openedge.pid 和 openedge.sock 后退出。




下面是完整的 application.yml 配置字段：

// 应用配置
type AppConfig struct {
    // 指定应用配置的版本号
    Version  string        `yaml:"version" json:"version"`
    // 指定应用的所以服务信息
    Services []ServiceInfo `yaml:"services" json:"services" default:"[]"`
    // 指定应用的所以存储卷信息
    Volumes  []VolumeInfo  `yaml:"volumes" json:"volumes" default:"[]"`
}

// 存储卷配置
type VolumeInfo struct {
    // 指定存储卷的唯一名称
    Name     string `yaml:"name" json:"name" validate:"regexp=^[a-zA-Z0-9][a-zA-Z0-9_-]{0\\,63}$"`
    // 指定存储卷在宿主机上的目录
    Path     string `yaml:"path" json:"path" validate:"nonzero"`
}

// 存储卷映射配置
type MountInfo struct {
    // 指定被映射存储卷的名称
    Name     string `yaml:"name" json:"name" validate:"regexp=^[a-zA-Z0-9][a-zA-Z0-9_-]{0\\,63}$"`
    // 指定存储卷在容器内的目录
    Path     string `yaml:"path" json:"path" validate:"nonzero"`
    // 指定存储卷的操作权限，只读或可写
    ReadOnly bool   `yaml:"readonly" json:"readonly"`
}

// 服务配置
type ServiceInfo struct {
    // 指定服务的唯一名称
    Name      string            `yaml:"name" json:"name" validate:"regexp=^[a-zA-Z0-9][a-zA-Z0-9_-]{0\\,63}$"`
    // 指定服务的程序地址，通常使用 Docker 镜像名称
    Image     string            `yaml:"image" json:"image" validate:"nonzero"`
    // 指定服务副本数，即启动的实例数
    Replica   int               `yaml:"replica" json:"replica"  validate:"min=0"`
    // 指定服务需要映射的存储卷，将存储卷映射到容器中目录
    Mounts    []MountInfo       `yaml:"mounts" json:"mounts" default:"[]"`
    // 指定服务对外暴露的端口号，用于 Docker 容器模式
    Ports     []string          `yaml:"ports" json:"ports" default:"[]"`
    // 指定服务需要映射的设备，用于 Docker 容器模式
    Devices   []string          `yaml:"devices" json:"devices" default:"[]"`
    // 指定服务程序的启动参数，但不包括`arg[0]`
    Args      []string          `yaml:"args" json:"args" default:"[]"`
    // 指定服务程序的环境变量
    Env       map[string]string `yaml:"env" json:"env" default:"{}"`
    // 指定服务实例重启策略
    Restart   RestartPolicyInfo `yaml:"restart" json:"restart"`
    // 指定服务单个实例的资源限制，用于Docker容器模式
    Resources Resources         `yaml:"resources" json:"resources"`
}






引擎系统

引擎系统 负责服务的存储卷映射，实例启停、守护等，对服务操作做了抽象，可以实现不同的服务运行模式。根据设备能力的不同，可选择不同的运行模式来启动服务。目前支持了 Docker 容器模式和 Native 进程模式，后续还会支持 k3s 容器模式。


Docker 引擎

Docker 引擎会将服务 Image 解释为 Docker 镜像地址，并通过调用 Docker Engine 客户端来启动服务。所有服务使用 Docker Engine 提供的自定义网络（默认为 openedge），并根据 Ports 信息来对外暴露端口，根据 Mounts 信息来映射目录，根据 Devices 信息来映射设备，根据 Resources 信息来配置容器可使用的资源，比如 CPU、内存等。服务之间可以直接使用服务名访问，由 Docker 的 DNS Server 负责路由。服务的每个实例对应于一个容器，引擎负责容器的启停和重启。




Native 引擎

在无法提供容器服务的平台（如旧版本的 Windows）上，Native 引擎以裸进程方式尽可能的模拟容器的使用体验。该引擎会将服务 Image 解释为 Package 名称，Package 由存储卷提供，内含服务所需的程序，但这些程序的依赖（如 Python 解释器、Node 解释器、lib 等）需要在主机上提前安装好。所有服务直接使用宿主机网络，所有端口都是暴露的，用户需要注意避免端口冲突。服务的每个实例对应于一个进程，引擎负责进程的启停和重启。

注意：进程模式不支持资源的限制，无需暴露端口、映射设备。

目前，上述两种模式基本实现了配置统一，只遗留了服务地址配置的差异，所以 example 中的配置分成了 native 和 docker 两个目录，但最终会实现统一。






RESTful API

OpenEdge 主程序会暴露一组 RESTful API，采用 HTTP/1。在 Linux 系统下默认采用 Unix Domain Socket，固定地址为 /var/run/openedge.sock；其他环境采用TCP，默认地址为 tcp://127.0.0.1:50050。目前接口的认证方式采用简单的动态 Token 的方式，主程序在启动服务时会为每个服务动态生成一个 Token，将服务名和 Token 以环境变量的方式传入服务的实例，实例读取后放入请求的 Header 中发给主程序即可。需要注意的是动态启动的实例是无法获取到 Token 的，因此动态实例无法动态启动其他实例。

对服务实例而言，实例启动后可以从环境变量中获取主程序的 API Server 地址，服务的名称和 Token，以及实例的名称，详见下一节环境变量。

Header 名称如下：


	x-openedge-username：账号名称，即服务名称


	x-openedge-password：账号密码，即动态 Token




下面是目前提供的接口：


	GET /v1/system/inspect 获取系统信息和状态


	PUT /v1/system/update 更新系统和服务


	GET /v1/ports/available 获取宿主机的空闲端口


	PUT /v1/services/{serviceName}/instances/{instanceName}/start 动态启动某个服务的一个实例


	PUT /v1/services/{serviceName}/instances/{instanceName}/stop 动态停止某个服务的某个实例


	PUT /v1/services/{serviceName}/instances/{instanceName}/report 报告服务实例的自定义状态信息





System Inspect

该接口用于获取如下信息和状态：

// 采集的所有 OpenEdge 系统的信息和状态
type Inspect struct {
    // 异常信息
    Error    string    `json:"error,omitempty"`
    // 采集时间
    Time     time.Time `json:"time,omitempty"`
    // 软件信息
    Software Software  `json:"software,omitempty"`
    // 硬件消息
    Hardware Hardware  `json:"hardware,omitempty"`
    // 服务信息，包括服务名、实例运行状态等
    Services Services  `json:"services,omitempty"`
    // 存储卷信息，包括存储卷名称和版本
    Volumes  Volumes   `json:"volumes,omitempty"`
}

// 软件信息
type Software struct {
    // 宿主机操作系统信息
    OS          string `json:"os,omitempty"`
    // 宿主机 CPU 型号
    Arch        string `json:"arch,omitempty"`
    // OpenEdge 服务运行模式
    Mode        string `json:"mode,omitempty"`
    // OpenEdge 工作路径
	PWD string `json:"pwd,omitempty"`
    // OpenEdge 编译的 Golang 版本
    GoVersion   string `json:"go_version,omitempty"`
    // OpenEdge 发布版本
    BinVersion  string `json:"bin_version,omitempty"`
    // OpenEdge 加载的应用配置版本
    ConfVersion string `json:"conf_version,omitempty"`
}

// 硬件信息
type Hardware struct {
    // 宿主机内存使用情况
    MemInfo  *utils.MemInfo  `json:"mem_stats,omitempty"`
    // 宿主机 CPU 使用情况
    CPUInfo  *utils.CPUInfo  `json:"cpu_stats,omitempty"`
    // 宿主机磁盘使用情况
    DiskInfo *utils.DiskInfo `json:"disk_stats,omitempty"`
    // 宿主机 GPU 信息和使用情况
    GPUInfo  []utils.GPUInfo `json:"gpu_stats,omitempty"`
}








System Update

该接口用于更新系统中的应用，我们称之为应用 OTA，后续还会实现主程序 OTA（即 OpenEdge 主程序的自升级）。应用 OTA 会先停止所有老服务再启动所有新服务，所以有停服时间。我们后续会继续优化，避免重启未更新的服务。

一次应用 OTA 的过程如下：

[image: ../../_images/openedge_update1.png]update

注意：目前应用 OTA 采用全量更新的方式，即先停止所有老服务再启动所有新服务，因此服务会中断。




Instance Start&Stop

该接口用于动态启停某个服务的实例，需要指定服务名和实例名，如果重复启动同一个服务的相同名称的实例，会先把之前启动的实例停止，然后启动新的实例。

该接口支持服务的动态配置，用于覆盖存储卷中的静态配置，覆盖逻辑采用环境变量的方式，实例启动时可以加载环境变量来覆盖存储卷中的配置，来避免资源冲突。比如进程模式下，函数计算的管理服务启动函数实例时会预先分配空闲的端口，来使函数实例监听于不同的端口。




Instance Report

该接口用于定时向主程序报告服务实例的自定义状态信息。上报内容放入请求的 Body，采用 JSON 格式，JSON 的第一层字段作为 Key, 多次上报相同的 Key 的值会覆盖。举个例子：

如果服务 infer 的实例 infer 第一次报告如下状态信息，包含 info 和 stats：

{
    "info": {
        "company": "baidu",
        "scope": "ai"
    },
    "stats": {
        "msg_count": 124,
        "infer_count": 120
    }
}





则 OpenEdge 的 Agent 模块后续上报到云端的 JSON 如下：

{
    ...
    "time": "0001-01-01T00:00:00Z",
    "services": [
        {
            "name": "infer",
            "instances": [
                {
                    "name": "infer",
                    "start_time": "2019-04-18T16:04:45.920152Z",
                    "status": "running",
                    ...

                    "info": {
                        "company": "baidu",
                        "scope": "ai"
                    },
                    "stats": {
                        "msg_count": 124,
                        "infer_count": 120
                    }
                }
            ]
        },
    ]
    ...
}





如果服务 infer 的实例 infer 第二次报告如下状态信息，只包含 stats，旧 stats 将被覆盖：

{
    "stats": {
        "msg_count": 344,
        "infer_count": 320
    }
}





则 OpenEdge 的 Agent 模块后续上报到云端的 JSON 如下, 旧 info 被保持，旧 stats 被覆盖：

{
    ...
    "time": "0001-01-01T00:00:00Z",
    "services": [
        {
            "name": "infer",
            "instances": [
                {
                    "name": "infer",
                    "start_time": "2019-04-18T16:04:46.920152Z",
                    "status": "running",
                    ...

                    "info": {
                        "company": "baidu",
                        "scope": "ai"
                    },
                    "stats": {
                        "msg_count": 344,
                        "infer_count": 320
                    }
                }
            ]
        },
    ]
    ...
}










环境变量

OpenEdge 目前会给服务实例设置如下几个系统环境变量：


	OPENEDGE_HOST_OS：OpenEdge 所在设备（宿主机）的系统类型


	OPENEDGE_MASTER_API：OpenEdge 主程序的 API Server 地址


	OPENEDGE_RUNNING_MODE：OpenEdge 主程序采用的服务运行模式


	OPENEDGE_SERVICE_NAME：服务的名称


	OPENEDGE_SERVICE_TOKEN：动态分配的 Token


	OPENEDGE_SERVICE_INSTANCE_NAME：服务实例的名称，用于动态指定


	OPENEDGE_SERVICE_INSTANCE_ADDRESS：服务实例的地址，用于动态指定




官方提供的函数计算管理服务就是通过读取 OPENEDGE_MASTER_API 来连接 OpenEdge 主程序的，比如 Linux 系统下 OPENEDGE_MASTER_API 默认是 unix:///var/run/openedge.sock；其他系统的容器模式下 OPENEDGE_MASTER_API 默认是 tcp://host.docker.internal:50050；其他系统的进程模式下 OPENEDGE_MASTER_API 默认是 tcp://127.0.0.1:50050。

注意：应用中配置的环境变量如果和上述系统环境变量相同会被覆盖。






官方模块

目前官方提供了若干模块，用于满足部分常见的应用场景，当然开发者也可以开发自己的模块。


openedge-agent

openedge-agent 又称云代理模块，负责和 BIE 云端管理套件通讯，拥有 MQTT 和 HTTPS 通道，MQTT 强制 SSL/TLS 证书双向认证，HTTPS 强制 SSL/TLS 证书单向认证。开发者可以参考该模块实现自己的 Agent 模块来对接自己的云平台。

云代理目前就做三件事：


	启动后定时向主程序获取状态信息并上报给云端


	监听云端下发的事件，触发相应的操作，目前只处理应用 OTA 事件


	负责清理存储卷目录，存储卷清理期间不会通知主程序进行应用 OTA




云代理接收到 BIE 云端管理套件的应用 OTA 指令后，会先下载所有配置中使用的存储卷数据包并解压到指定位置，如果存储卷数据包已经存在并且 MD5 相同则不会重复下载。所有存储卷都准备好之后，云代理模块会调用主程序的 /update/system 接口触发主程序更新系统。

提示：如果设备无法连接外网或者需要脱离云端管理，可以从应用配置中移除 Agent 模块，离线运行。




openedge-hub

openedge-hub 简称 Hub 是一个单机版的消息订阅和发布中心，采用 MQTT3.1.1 协议，可在低带宽、不可靠网络中提供可靠的消息传输服务。其作为 OpenEdge 系统的消息中间件，为所有服务提供消息驱动的互联能力。

目前支持 4 种接入方式：TCP、SSL（TCP + SSL）、WS（Websocket）及 WSS（Websocket + SSL），MQTT 协议支持度如下：


	支持 Connect、Disconnect、Subscribe、Publish、Unsubscribe、Ping 等功能


	支持 QoS 等级 0 和 1 的消息发布和订阅


	支持 Retain、Will、Clean Session


	支持订阅含有 +、# 等通配符的主题


	支持符合约定的 ClientID 和 Payload 的校验


	暂时 不支持 发布和订阅以 $ 为前缀的主题


	暂时 不支持 Client 的 Keep Alive 特性以及 QoS 等级 2 的发布和订阅




注意：


	发布和订阅主题中含有的分隔符 / 最多不超过 8 个，主题名称长度最大不超过 255 个字符


	消息报文默认最大长度位 32k，可支持的最大长度为 268,435,455（Byte），约 256 MB，可通过 message 配置项进行修改


	ClientID 支持大小写字母、数字、下划线、连字符（减号）和空字符(如果 CleanSession 为 false 不允许为空), 最大长度不超过 128 个字符


	消息的 QoS 只能降不能升，比如原消息的 QoS 为 0 时，即使订阅 QoS 为 1，消息仍然以 QoS 为 0 的等级发送


	如果使用证书双向认证，Client 必须在连接时发送 非空 的 username 和 空 的 password ，username 会用于主题鉴权。如果 password 不为空，则还会进一步检查密码是否正确




Hub 支持简单的主题路由，比如订阅主题为 t 的消息并以新主题 t/topic 发布。

如果该模块无法满足您的要求，您也可以使用第三方的 MQTT Broker/Server 来替换。




openedge-function-manager

openedge-function-manager 又称函数管理模块，提供基于 MQTT 消息机制，弹性、高可用、扩展性好、响应快的的计算能力，并且兼容百度云-函数计算 CFC [https://cloud.baidu.com/product/cfc.html]。需要注意的是函数计算不保证消息顺序，除非只启动一个函数实例。

函数管理模块负责管理所有函数实例和消息路由规则，支持自动扩容和缩容。结构图如下：

[image: ../../_images/openedge_function1.png]函数计算服务

如果函数执行错误，函数计算会返回如下格式的消息，供后续处理。其中 functionMessage 是函数输入的消息（被处理的消息），不是函数返回的消息。示例如下：

{
    "errorMessage": "rpc error: code = Unknown desc = Exception calling application",
    "errorType": "*errors.Err",
    "functionMessage": {
        "ID": 0,
        "QOS": 0,
        "Topic": "t",
        "Payload": "eyJpZCI6MSwiZGV2aWNlIjoiMTExIn0=",
        "FunctionName": "sayhi",
        "FunctionInvokeID": "50f8f102-2b8c-4904-86df-0728811a5a4b"
    }
}








openedge-function-python27

openedge-function-python27 模块的设计思想与 openedge-function-python36 模块相同，但是两者的函数运行时不同。openedge-function-python27 所使用的函数运行时基于 Python2.7 版本，并提供基于 Python2.7 的 pyyaml、protobuf3、grpcio。




openedge-function-python36

openedge-function-python36 提供 Python 函数与 百度云-函数计算 CFC [https://cloud.baidu.com/product/cfc.html] 类似，用户通过编写的自己的函数来处理消息，可进行消息的过滤、转换和转发等，使用非常灵活。该模块可作为 GRPC 服务单独启动，也可以为函数管理模块提供函数运行实例。所使用的函数运行时基于 Python3.6 版本。

Python 函数的输入输出可以是 JSON 格式也可以是二进制形式。消息 Payload 在作为参数传给函数前会尝试一次 JSON 解码（json.loads(payload)），如果成功则传入字典（dict）类型，失败则传入原二进制数据。

Python 函数支持读取环境变量，比如 os.environ[‘PATH’]。

Python 函数支持读取上下文，比如 context[‘functionName’]。

Python 函数示例如下：

#!/usr/bin/env python3
#-*- coding:utf-8 -*-
"""
module to say hi
"""

def handler(event, context):
    """
    function handler
    """
    event['functionName'] = context['functionName']
    event['functionInvokeID'] = context['functionInvokeID']
    event['messageQOS'] = context['messageQOS']
    event['messageTopic'] = context['messageTopic']
    event['sayhi'] = '你好，世界！'
    return event





提示：Native 进程模式下，若要运行本代码库 example 中提供的 index.py，需要自行安装 Python3.6，且需要基于 Python3.6 安装 protobuf3、grpcio (采用 pip 安装即可，pip3 install pyyaml protobuf grpcio)。




openedge-function-node85

openedge-function-node85 模块的设计思想与 openedge-function-python36 模块相同，为 OpenEdge 提供 Node8.5 运行时环境，用户可以编写 javascript 脚本来处理消息，同样支持 JSON 格式也可以是二进制形式的数据，javascript 脚本示例如下：

#!/usr/bin/env node

exports.handler = (event, context, callback) => {
  result = {};
  
  if (Buffer.isBuffer(event)) {
      const message = event.toString();
      result["msg"] = message;
      result["type"] = 'non-dict';
  }else {
      result["msg"] = event;
      result["type"] = 'dict';
  }

  result["say"] = 'hello world';
  callback(null, result);
};





提示：Native 进程模式下，若要运行本代码库 example 中提供的 index.js，需要自行安装 Node8.5。




openedge-remote-mqtt

openedge-remote-mqtt 又称远程 MQTT 通讯模块，可桥接两个 MQTT Server 进行消息同步。目前支持配置多路消息转发，可配置多个 Remote 和 Hub 同时进行消息同步，结构图如下：

[image: ../../_images/openedge_remote_mqtt1.png]远程MQTT通讯举例

如上图示，这里 OpenEdge 的本地 Hub 与远程云端 Hub 平台之间通过 OpenEdge 远程 MQTT 通讯模块实现消息的转发、同步。进一步地，通过在两端接入 MQTT Client 即可实现 端云协同式 的消息转发与传递。









          

      

      

    

  

    
      
          
            
  
OpenEdge 自定义扩展

OpenEdge 支持并鼓励开发者能够开发自己的模块，关于 OpenEdge 自定义模块扩展的细节，具体请参考：


	如何开发一个自定义运行时模块


	如何开发一个自定义 OpenEdge 模块








          

      

      

    

  

    
      
          
            
  
OpenEdge 开放式设计框架

OpenEdge 提供开放式的框架支持，允许通过各种网络类型接入任意协议，允许任意应用在任意系统平台上运行。


OpenEdge 网络协议支持

OpenEdge 针对网络协议的支持，具体表现在三个方面：其一是针对物联网应用场景，OpenEdge 基于 Hub 模块提供设备接入服务，同时可支持 TCP、SSL（TCP + SSL）、WS(Websocket)及 WSS（Websocket + SSL）四种接入方式；其二是针对设备硬件信息上报服务，提供对 HTTPS 协议支持；另外就是针对与云端平台间的远程通讯服务，支持通过各种类型网络远程转发至云端平台，比如通过 MQTT 远程通讯模块将数据发送到云端 Hub，通过 Kafka 远程通讯模块将数据发送到云端 Kafka 等。




OpenEdge 系统平台支持

OpenEdge 最大的特点和优势就是可以支持在多操作系统、多 CPU 平台上无缝运行。其具体可支持的系统平台列表如下：


	Darwin-amd64


	Linux-386


	Linux-amd64


	Linux-armv7


	Linux-arm64




特别地，OpenEdge 对 Linux 各系统平台的适配支持，仅仅依赖于 Linux 标准内核，且版本高于 2.6.32 即可。此外，针对 Docker 容器模式，还支持资源隔离和限制（须启用 CGROUP，并以 root 权限启动），比如 CPU、内存等。







          

      

      

    

  

    
      
          
            
  
OpenEdge 安全

出于安全的考虑，OpenEdge 提供全平台性安全证书认证模式支持，通常情况下要求所有连接 OpenEdge 的设备、应用及服务必须采用证书认证连接方式。针对 OpenEdge 各组成模块，其具体安全设计、认证策略略有不同，具体如下：


	针对 Hub 模块，其主要是提供设备接入能力，目前可支持 TCP、SSL（TCP + SSL）、WS(Websocket)及 WSS（Websocket + SSL）四种接入方式；


	其中，针对 SSL 接入方式，OpenEdge 支持证书单向和双向认证两种模式；






	针对 MQTT 远程通讯模块，强烈推荐用户采用证书认证模式；


	针对 Agent 模块设备信息上报服务，OpenEdge 强制使用 HTTPS 安全通道协议，确保信息上报的安全；


	针对 Agent 模块配置下发服务，OpenEdge 同样强制使用 HTTPS 安全通道协议，确保配置下发的安全。




总体来说，在不同的模块和服务，OpenEdge 针对性地提供多种方式来确保信息交互的安全。





          

      

      

    

  

    
      
          
            
  
什么是 OpenEdge

OpenEdge [https://openedge.tech] 是百度云开源的边缘计算相关产品，可将云计算能力拓展至用户现场，提供临时离线、低延时的计算服务，包括设备接入、消息路由、消息远程同步、函数计算、设备信息上报、配置下发等功能。OpenEdge 和 智能边缘 BIE [https://cloud.baidu.com/product/bie.html]（Baidu-IntelliEdge）云端管理套件配合使用，通过在云端进行智能边缘核心设备的建立、存储卷创建、服务创建、函数编写，然后生成配置文件下发至 OpenEdge 本地运行包，可达到云端管理和应用下发，边缘设备上运行应用的效果，满足各种边缘计算场景。

在架构设计上，OpenEdge 一方面推行 模块化，拆分各项主要功能，确保每一项功能都是一个独立的模块，整体由主程序控制启动、退出，确保各项子功能模块运行互不依赖、互不影响；总体上来说，推行模块化的设计模式，可以充分满足用户 按需使用、按需部署 的切实要求；另一方面，OpenEdge 在设计上还采用全面 容器化 的设计思路，基于各模块的镜像可以在 Docker 支持的各类操作系统上进行 一键式构建，依托 Docker 跨平台支持的特性，确保 OpenEdge 在各系统、各平台的环境一致、标准化；此外，OpenEdge 还针对 Docker 容器化模式赋予其 资源隔离与限制 能力，精确分配各运行实例的 CPU、内存等资源，提升资源利用效率。

更多 OpenEdge 构成、功能、特性与优势等内容，请参考：



	OpenEdge 优势


	OpenEdge 设计


	OpenEdge 开放式设计框架


	OpenEdge 自定义扩展


	OpenEdge 安全


	OpenEdge 可控式设计











          

      

      

    

  

    
      
          
            
  
通过 OpenEdge 将数据脱敏后存到云端 TSDB

声明：


	本文测试所用设备系统为 Darwin


	模拟 MQTT client 向本地 Hub 模块发送消息的客户端为 MQTT.fx


	模拟 MQTT client 向云端远程 Hub 模块订阅消息的客户端为 MQTTBOX





测试前准备

实际应用场景中，我们需要把设备产生的数据在本地进行 脱敏 处理后上云展示。

本文则以某实际生产车间中的温度传感器为例，应用 OpenEdge，并联合 百度云天工 [https://cloud.baidu.com/solution/iot/index.html] 相关产品服务一起将温度传感器采集到的数据进行 脱敏 处理（如去除车间编号、设备型号、设备 ID 等信息），然后将 脱敏 后的数据上传至远程云端进行可视化展示。

其数据流经的路径/服务为：


MQTT.fx -> OpenEdge Local Hub -> OpenEdge Function SQL Runtime -> OpenEdge Local Hub -> OpenEdge MQTT Remote Module -> Baidu IoT Hub -> Baidu IoT Rule Engine -> Baidu IoT TSDB -> Baidu IoT Visualization




[image: ../../_images/practice-write-data-to-tsdb-workflow.png]本文 case 流程示意图

因此，在正式开始测试之前，我们需要在云端先把 IoT Hub [https://cloud.baidu.com/product/iot.html]、Rule Engine [https://cloud.baidu.com/product/re.html]、TSDB [https://cloud.baidu.com/product/tsdb.html] 及 Visualization [https://cloud.baidu.com/product/iotviz.html] 等相关配置完善。


创建物接入 Endpoint

相关创建过程可参考 快速创建物接入 Endpoint [https://cloud.baidu.com/doc/IOT/Quickstart-new.html#.E6.A6.82.E8.BF.B0]（包括创建用户、身份、策略及主题权限信息等），这里仅给出创建完成后的结果示意图。

[image: ../../_images/practice-create-iothub-endpoint.png]创建物接入 Endpoint

如上，已创建好一个名为 openedge_demo 的物接入项目。其用户名为 vn33eye/test，身份信息为 principal，认证方式为证书认证，策略为 policy，对主题 data/filter 有发布和订阅消息的权限（详见下文测试时 MQTT Remote 远程服务模块配置）。






创建规则引擎 Rule

相关创建过程可参考 快速创建规则引擎 Rule [https://cloud.baidu.com/doc/RE/QuickGuide.html#.E5.88.9B.E5.BB.BA.E8.A7.84.E5.88.99]（包括转换 SQL 语句编写、约束条件设置、数据目的地指定等）。这里需要创建两条规则，其一是用于对本地设备产生的原始数据进行过滤；其二是实时提取从物接入既定主题接收的数据消息，并将其转换为 TSDB 能够接收的数据内容，然后将之传送给 TSDB。创建完成后的结果示意图具体如下：

设备生产数据过滤用规则：

[image: ../../_images/practice-filter-rule.png]数据过滤、脱敏规则

如上，已创建好一个名为 filter 的规则，该规则用于对本地设备实际产生的原始数据进行 过滤、脱敏 等处理。图中所示为筛选实际生产数据中的 temperature、ts、unit 等字段，且满足 temperature > 50 信息，然后将之上传至远程云端 Hub 模块。

提示：


	这里不需要为规则设置数据目的地；


	实例和主题配置虽是必选项，但该条规则从 BIE 云端管理平台下发后会自动抽取 SQL 语句部分，其他配置内容不会连同下发。




物接入既定主题接收消息用规则：

[image: ../../_images/practice-hub-from-rule.png]数据解析、转换 TSDB 规则

如上，已创建好一个名为 openedge-demo 的规则，该规则会默认从物接入 Endpoint 的 data/filter 主题提取消息，然后通过 SQL 语句进行转换 [https://cloud.baidu.com/doc/RE/GUIGettingStarted.html#.E6.97.B6.E5.BA.8F.E6.95.B0.E6.8D.AE.E5.BA.93.28TSDB.29]，将其转换为符合 TSDB 规范 [https://cloud.baidu.com/doc/TSDB/GUIGettingStarted.html#.E4.B8.8E.E5.A4.A9.E5.B7.A5.E4.BA.A7.E5.93.81.E5.AF.B9.E6.8E.A5] 的数据，并将之存储在名为 openedge 的 TSDB 数据库中。




创建 TSDB 数据库

相关创建过程可参考 快速创建TSDB [https://cloud.baidu.com/doc/TSDB/QuickGuide.html#.E5.88.9B.E5.BB.BA.E6.95.B0.E6.8D.AE.E5.BA.93]（包括查询类别、时间范围、时间序列度量等），这里仅给出创建完成后的结果示意图。

[image: ../../_images/practice-tsdb-config.png]创建 TSDB

如上，已创建好一个名为 openedge 的 TSDB 时序数据库，该数据库会默认查询 选定时间段 的符合时间序列度量标识的时序数据信息，且默认显示前 1000 个符合上述条件的值。




创建物可视展示板

相关创建过程可参考 快速创建物可视 [https://cloud.baidu.com/doc/IOTVIZ/GettingStarted.html#.E8.B4.A6.E5.8F.B7.E6.B3.A8.E5.86.8C]（包括设置来源数据表、时间序列度量信息等），这里仅给出创建完成后的结果示意图。

[image: ../../_images/practice-iotvz-config.png]创建物可视

如上，已创建一个名为 openedge_demo 的物可视展示板，其展示数据来源于时序数据库 openedge，时间序列度量信息为 device_temperature，显示数据的时间依据数据存储 TSDB 的时间确定。

至此，正式测试前云端相关服务的创建、设置工作已经完成。

提示：以上创建的物接入 Endpoint、规则引擎 Rule、TSDB 数据库及物可视展示板的所属区域应为同一个（如均为北京，或是均为广州）。




基本步骤流程

将生产设备数据经 脱敏 后上云、写入 TSDB 及在云端物可视进行展示所涉及的流程步骤主要包括：


	步骤1: 创建核心并下载配置(含主程序) 在 BIE 云端管理套件页面选定区域（北京，或广州）创建核心，完善核心创建所需配置信息，点击“下载配置”，然后选择包含主程序，具体请参考BIE操作指南 [https://cloud.baidu.com/doc/BIE/GettingStarted.html]


	步骤2: 本地启动 OpenEdge 本地解压缩主程序（含配置）后，启动 OpenEdge，然后点击核心连接状态按钮，如 OpenEdge 正常启动，即可看到核心连接状态已变更为 已连接


	OpenEdge 启动参考命令：


	tar -zxvf openedge-xxx.tar.gz


	cd openedge-xxx


	sudo openedge start










	步骤3: 建立服务配置 进入已创建的核心，然后开始依次创建本次测试所需的服务配置信息（Hub 服务配置、Function Manager服务配置、Function Filter服务配置、Remote服务配置），详细内容可参考BIE快速入门 [https://cloud.baidu.com/doc/BIE/QuickGuide.html]


	Hub 服务配置：需要挂载conf、data、cert、log四个挂载卷，分别存储Hub服务的配置、持久化数据、ssl认证资源和日志
[image: ../../_images/localhub_volume.png]localhub_volume


	Function Manager 服务配置：需要挂载conf、log两个挂载卷，分别存储配置和日志数据
[image: ../../_images/localfunction_manager_volume.png]localhubfunction_manager_volume


	Function Filter 服务配置：需要挂载conf挂载卷，存储配置信息
[image: ../../_images/localfunction_filter_volume.png]localhubfunction_filter_volume


	Remote 服务配置：需要挂载conf、cert、log三个挂载卷，存储配置、ssl认证资源和日志
[image: ../../_images/localremote_volume.png]localhubremote_volume






	步骤4: 发布及下发服务配置 完成核心所需的各个服务的配置后，点击“生成配置”按钮生成当前版本配置，然后再点击“下发配置”按钮将生成的版本配置下发至本地，OpenEdge 服务会自动切换、加载该下发的新配置信息，具体可参考BIE快速入门 [https://cloud.baidu.com/doc/BIE/QuickGuide.html]


	此过程要求 OpenEdge 持续 保持连接 状态，如果 OpenEdge 在下发配置前已断开连接，则重新启动 OpenEdge，在连接状态恢复至 已连接 后下发新配置即可（推荐）；或可选择 下载配置 按钮，将该新配置下载至本地，然后自行在本地替换，然后再启动 OpenEdge






	步骤5: 配置 MQTTBOX 连接信息 启动 MQTTBOX，配置其与本地 Hub 模块建立连接所需的各配置信息


	步骤6: 发送测试数据 在 MQTTBOX 与本地 Hub 模块建立连接后，向主题 data 发送测试数据，然后打开 TSDB 面板，查看是否有数据成功写入，同时打开物可视展示板，观察数据写入的状态


	步骤7：结果验证 若上述过程顺利，则可以看到刚才已发送的测试已经成功写入 TSDB，并在物可视进行展示。







测试与验证

本节中将会结合 智能边缘 BIE 云端管理套件 [https://console.bce.baidu.com/iot2/edge/]从云端创建 OpenEdge 执行所需的一切配置信息，然后由 智能边缘 BIE 云端管理套件下发本地部署，最后由本地启动 OpenEdge，完成整个测试例的测试与验证。


OpenEdge 主程序配置

version: V2
services:
  - name: agent
    image: 'hub.baidubce.com/openedge/openedge-agent:latest'
    replica: 1
    mounts:
      - name: agent-conf-c8a2r4voa-V1
        path: etc/openedge
        readonly: true
      - name: agent-cert-c8a2r4voa-V1
        path: var/db/openedge/cert
        readonly: true
      - name: agent-volumes-c8a2r4voa-V1
        path: var/db/openedge/volumes
      - name: agent-log-c8a2r4voa-V1
        path: var/log/openedge
  - name: dxc-localhub
    image: 'hub.baidubce.com/openedge/openedge-hub:latest'
    replica: 1
    ports:
      - '1883:1883'
      - '8883:8883'
    env: {}
    mounts:
      - name: dxc-localhub-conf-V1
        path: etc/openedge
      - name: dxc-localhub-cert-V1
        path: var/db/openedge/cert
      - name: dxc-localhub-data-V1
        path: var/db/openedge/data
      - name: dxc-localhub-log-V1
        path: var/log/openedge
  - name: dxc-remote-iothub
    image: 'hub.baidubce.com/openedge/openedge-remote-mqtt:latest'
    replica: 1
    env: {}
    mounts:
      - name: dxc-remote-iothub-conf-V1
        path: etc/openedge
        readonly: true
      - name: dxc-remote-iothub-cert-V1
        path: var/db/openedge/cert
      - name: dxc-remote-iothub-log-V1
        path: var/log/openedge
  - name: dxc-function-manager
    image: 'hub.baidubce.com/openedge/openedge-function-manager:latest'
    replica: 1
    env: {}
    mounts:
      - name: dxc-function-manager-conf-V1
        path: etc/openedge
        readonly: true
      - name: dxc-function-manager-log-V1
        path: var/log/openedge
  - name: dxc-function-filter
    image: 'hub.baidubce.com/openedge/openedge-function-sql:latest'
    replica: 0
    env: {}
    mounts:
      - name: dxc-function-filter-conf-V1
        path: etc/openedge
volumes:
  - name: agent-conf-c8a2r4voa-V1
    path: var/db/openedge/agent-conf-c8a2r4voa/V1
    meta:
      url: >-
        https://edge.bos.gz.xxxxxxx
      md5: sXH/NXjPLTn17eNDMRxHTg==
  - name: agent-cert-c8a2r4voa-V1
    path: var/db/openedge/agent-cert-c8a2r4voa/V1
    meta:
      url: >-
        https://edge.bos.gz.xxxxxx
      md5: Bs/LsR58pMh8yuFZnTZlGw==
  - name: agent-volumes-c8a2r4voa-V1
    path: var/db/openedge
  - name: agent-log-c8a2r4voa-V1
    path: var/db/openedge/agent-log
  - name: dxc-localhub-conf-V1
    path: var/db/openedge/dxc-localhub-conf/V1
    meta:
      url: >-
        https://edge.bos.gz.xxxxxx
      md5: xacIA6W8XL6ZKS5dsjX0aQ==
  - name: dxc-localhub-cert-V1
    path: var/db/openedge/dxc-localhub-cert/V1
    meta:
      url: >-
        https://edge.bos.gz.xxxxxxxx
      md5: mSoMOQHl914HEHKTQiOyDQ==
  - name: dxc-localhub-data-V1
    path: var/db/openedge/dxc-localhub-data
  - name: dxc-localhub-log-V1
    path: var/db/openedge/dxc-localhub-log
  - name: dxc-remote-iothub-conf-V1
    path: var/db/openedge/dxc-remote-iothub-conf/V1
    meta:
      url: >-
        https://edge.bos.gz.xxxxxxxxx
      md5: oPDBGL3jRqo38EHnRO9F1w==
  - name: dxc-remote-iothub-cert-V1
    path: var/db/openedge/dxc-remote-iothub-cert/V1
    meta:
      url: >-
        https://edge.bos.gz.xxxxxxxxxx
      md5: T7TS786mCX2n9R/O0JpH3Q==
  - name: dxc-remote-iothub-log-V1
    path: var/db/openedge/dxc-remote-iothub-log
  - name: dxc-function-manager-conf-V1
    path: var/db/openedge/dxc-function-manager-conf/V1
    meta:
      url: >-
        https://edge.bos.gz.xxxxxxxxxx
      md5: SOCtclXmEZCGLpQxx7LthQ==
  - name: dxc-function-manager-log-V1
    path: var/db/openedge/dxc-function-manager-log
  - name: dxc-function-filter-conf-V1
    path: var/db/openedge/dxc-function-filter-conf/V1
    meta:
      url: >-
        https://edge.bos.gz.xxxxxxxxxx
      md5: 6GxcIxNVAAIPTfx0xJ69gQ==








Hub 服务配置

listen:
  - tcp://0.0.0.0:1883
  - ssl://0.0.0.0:8883
certificate:
  ca: var/db/openedge/cert/ca.pem
  cert: var/db/openedge/cert/server.pem
  key: var/db/openedge/cert/server.key
principals:
  - username: two-way-tls
    permissions:
      - action: 'pub'
        permit: ['tls/#']
      - action: 'sub'
        permit: ['tls/#']
  - username: test
    password: hahaha
    permissions:
      - action: 'pub'
        permit: ['#']
      - action: 'sub'
        permit: ['#']
logger:
  path: var/log/openedge/service.log
  level: "info"








Function Manager 服务配置

hub:
  address: tcp://dxc-localhub:1883
  username: test
  password: hahaha
rules:
  - clientid: localfunc-1
    subscribe:
      topic: data
      qos: 1
    function:
      name: filter
    publish:
      topic: data/filter
      qos: 1
functions:
  - name: filter
    service: dxc-function-filter
    instance:
      min: 1
      max: 10
logger:
  path: var/log/openedge/service.log
  level: "debug"








Function Filter 服务配置

functions:
  - name: filter
    handler: 'SELECT temperature, ts, unit WHERE temperature > 50'





如上配置，发送到主题 data 的消息会被 SQL 运行时进行处理（脱敏、过滤），然后将处理结果反馈给主题 data/filter。




Remote 服务配置

hub:
  address: tcp://dxc-localhub:1883
  username: test
  password: hahaha
remotes:
  - name: iothub
    address: 'ssl://xxxx.mqtt.iot.bj.baidubce.com:8884'
    clientid: 11dd7422353c46fc8851ef8fb7114533
    username: eqzw9sq/edge_client
    ca: var/db/openedge/cert/ca.pem
    cert: var/db/openedge/cert/client.pem
    key: var/db/openedge/cert/client.key
rules:
  - hub:
      subscriptions:
        - topic: data/filter
          qos: 0
    remote:
      name: iothub
      subscriptions:
        - topic: data
          qos: 0
logger:
  path: var/log/openedge/service.log
  level: "debug"





如上配置，本地 Hub 模块会将主题 data/filter 的消息发送给 Remote 远程服务模块（上文创建物接入 Endpoint 已拥有主题 data/filter 的订阅权限），然后远程 Hub 模块接收到主题 data/filter 的消息触发规则 openedge-demo （上文已创建），然后由规则引擎对消息进行封装（以满足 TSDB 规范），传送给 TSDB，最终在物可视进行可视化展示。




测试

依据 Hub 服务配置对 MQTTBOX 进行连接设置，具体如下图示。

[image: ../../_images/practice-mqttbox-config.png]配置 MQTTBOX 连接信息

同理，依据云端物接入的配置信息，对 MQTT.fx 进行连接配置，具体如下图示。

[image: ../../_images/practice-mqttfx-config.png]配置 MQTTBOX 连接信息

然后通过 MQTTBOX 向主题 data 发送消息，消息内容格式参考：

{
    "temperature": 65.6, // 温度
    "ts": 1547307294, // Unix 时间戳
    "deviceid": "dev001", // 设备 ID
    "factory": "shanghai", // 生产地址
    "type": "temperature tensor", // 设备类型
    "unit": "℃" // 单位
}





如按上文的消息处理逻辑，该条消息会被筛选出来，并回传给本地 Hub 服务，再由本地 Hub 服务将数据发送给 Remote 服务，最后上传至云端物接入，经由规则 openedge-demo 封装处理，传送给 TSDB，最终在物可视展示。相关示意图如下示。

MQTTBOX 收到处理后的消息，表示消息已被 Function Filter 服务处理，并将结果回传给了 Hub 服务。

[image: ../../_images/practice-mqttfx-data1-succ.png]MQTTBOX 收到处理后的消息

MQTT.fx 收到云端物接入的消息，表示该消息已通过 Remote 服务发往了云端物接入

[image: ../../_images/practice-mqttbox-data1-succ.png]MQTTFX 收到处理后的消息

TSDB 查询面板得到的信息：

[image: ../../_images/practice-tsdb-single-view.png]TSDB 查询面板得到的信息

物可视展示板得到的信息：

[image: ../../_images/practice-iotvz-single-view.png]物可视展示板得到的信息

如果我们通过 MQTTBOX 向主题 data 发送的消息内容为：

{
    "temperature": 35.6, // 温度
    "ts": 1547307894, // Unix 时间戳
    "deviceid": "dev001", // 设备 ID
    "factory": "shanghai", // 生产地址
    "type": "temperature tensor", // 设备类型
    "unit": "℃" // 单位
}





则 MQTTBOX 和 MQTT.fx 均不会收到处理后的消息（temperature < 50 被过滤掉）。具体如下图示：

MQTTBOX 未收到处理后的消息，还是最初收到的消息

[image: ../../_images/practice-mqttfx-data1-succ.png]MQTTBOX 未收到处理后的消息

云端物接入未收到 Remote 服务发送的消息，还是最初收到的消息

[image: ../../_images/practice-mqttbox-data1-succ.png]MQTTfx 未收到处理后的消息

可见，MQTTBOX 和 MQTT.fx 均未收到被处理后的消息，是因为该条消息不符合 SQL 运行时过滤规则（本文 case 为 temperature < 50）被过滤掉了。

同理，规则引擎 openedge-demo、TSDB 和物可视均不会收到该处理后的消息。

为更清晰地在云端展示处理后的结果，我们写入多条符合要求的数据，得到对应的 TSDB 和物可视的展示效果如下图示。

MQTTBOX 收到多条处理结果

[image: ../../_images/practice-mqttbox-multi-succ.png]MQTTBOX 收到多条处理结果

MQTT.fx 收到多条处理结果

[image: ../../_images/practice-mqttfx-multi-succ.png]MQTT.fx 收到多条处理结果

TSDB 收到多条处理结果

[image: ../../_images/practice-tsdb-multi-view.png]TSDB 收到多条处理结果

物可视收到多条处理结果

[image: ../../_images/practice-iotvz-multi-view.png]物可视收到多条处理结果

至此，通过 OpenEdge 将数据写入 TSDB 及物可视进行可视化展示就全部结束了。









          

      

      

    

  

    
      
          
            
  
从源码编译 OpenEdge

相比于快速部署安装 OpenEdge，用户可以采用源码编译的方式来使用 OpenEdge 最新的功能。

在编译源码前，用户应该进行编译环境的配置，所以本文将从 环境配置 和 源码编译 两方面进行介绍。


环境配置


Linux 平台


Go 开发环境安装

前往 相关资源下载页面 完成相关二进制包下载。具体请执行：

tar -C /usr/local -zxf go$VERSION.$OS-$ARCH.tar.gz  # 解压 Go 压缩包至 /usr/local 目录，其中，VERSION、OS、ARCH 参数为下载包对应版本
export PATH=$PATH:/usr/local/go/bin # 设置 Go 执行环境变量
export GOPATH=yourpath  # 设置 GOPATH
go env  # 查看 Go 相关环境变量配置
go version # 查看 Go 版本





提示: OpenEdge 要求编译使用的 Go 版本在 1.10.0 以上。




Docker 安装


	官方提供 Dockerfile 为多阶段镜像构建，如需自行构建相关镜像，需要安装 17.05 及以上版本的 docker 来 build dockerfile。


	根据官方 Release 日志 [https://docs.docker.com/engine/release-notes/#18092] 说明，低于 18.09.2 的 docker 版本具有一些安全隐患，建议安装/更新 docker 版本到 18.09.2 及以上。




可通过以下命令进行安装（适用于类Linux系统，支持多种平台）：

curl -sSL https://get.docker.com | sh





Ubuntu

使用命令

sudo snap install docker # Ubuntu16.04 after
sudo apt-get install docker.io # Ubuntu 16.04 before





即可完成 docker 安装。

CentOS

使用命令

yum install docker





即可完成 docker 安装。

提示: docker 安装完成后可通过一下命令查看所安装 docker 版本。

docker version





Debian 9/Raspberry Pi 3

使用以下命令完成安装：

curl -sSL https://get.docker.com | sh





更多内容请参考 官方文档 [https://docs.docker.com/install/]。






Darwin 平台


Go 开发环境配置


	通过 HomeBrew 安装




/usr/bin/ruby -e "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/master/install)"  # 安装 HomeBrew
brew install go





安装完成后编辑环境配置文件(例: ~/.bash_profile)：

export GOPATH="${HOME}/go"
export GOROOT="$(brew --prefix golang)/libexec"
export PATH="$PATH:${GOPATH}/bin:${GOROOT}/bin"





完成后退出编辑，执行以下命令使环境变量生效：

source yourfile





完成后执行以下命令创建 GOPATH 指定目录:

test -d "${GOPATH}" || mkdir "${GOPATH}"






	通过二进制文件安装




前往 相关资源下载页面 完成二进制包下载。具体请执行：

tar -C /usr/local -zxf go$VERSION.$OS-$ARCH.tar.gz  # 解压 Go 压缩包至 /usr/local 目录，其中，VERSION、OS、ARCH 参数为下载包对应版本
export PATH=$PATH:/usr/local/go/bin # 设置 Go 执行环境变量
export GOPATH=yourpath  # 设置 GOPATH
go env  # 查看 Go 相关环境变量配置
go version # 查看 Go 版本





提示: OpenEdge 要求编译使用的 Go 版本在 1.10.0 以上。




Docker 安装

前往 官方页面 [https://hub.docker.com/editions/community/docker-ce-desktop-mac] 下载所需 dmg 文件。完成后双击打开，将 docker 拖入 Application 文件夹即可。

[image: ../../_images/docker-install-on-mac1.png]Install On Darwin

安装完成后使用以下命令查看所安装版本：

docker version












源码编译


源码下载

按照对应环境完成编译环境配置后，前往 OpenEdge Github [https://github.com/baidu/openedge] 下载 OpenEdge 源码

go get github.com/baidu/openedge








本地镜像构建

容器模式下 docker 通过运行各个模块对应的 镜像 来启动该模块，所以首先要构建各个模块的镜像，命令如下：

cd $GOPATH/src/github.com/baidu/openedge
make rebuild
make image # 在本地生成模块镜像





通过上述命令编译生成如下六个镜像:

openedge-agent:latest
openedge-hub:latest
openedge-function-manager:latest
openedge-remote-mqtt:latest
openedge-function-python27:latest
openedge-function-node85:latest





通过以下命令查看生成的镜像：

docker images








编译

cd $GOPATH/src/github.com/baidu/openedge
make rebuild





编译完成后会在根目录及各个模块目录下生成如下五个可执行文件:

openedge
openedge-agent/openedge-agent
openedge-hub/openedge-hub
openedge-function-manager/openedge-function-manager
openedge-remote-mqtt/openedge-remote-mqtt





除此之外,会在各个模块目录下共生成五个名为 package.zip 文件。




安装

默认路径：/usr/local。

cd $GOPATH/src/github.com/baidu/openedge
make install # docker 容器模式安装并使用示例配置
make install-native # native 进程模式安装并使用示例配置





指定安装路径，比如安装到 output 目录中。

cd $GOPATH/src/github.com/baidu/openedge
make install PREFIX=output








运行

如果程序已经安装到默认路径：/usr/local。

sudo openedge start





如果程序已经安装到了指定路径，比如安装到 output 目录中。

cd $GOPATH/src/github.com/baidu/openedge
sudo ./output/bin/openedge start





注意：启动方式根据安装方式的不同而不同，即，若选择 docker 运行模式安装，则上述命令会以 docker 容器模式运行 OpenEdge。

提示：


	openedge 启动后，可通过 ps -ef | grep "openedge" 查看 openedge 是否已经成功运行，并确定启动时所使用的参数。通过查看日志确定更多信息，日志文件默认存放在工作目录下的 var/log/openedge 目录中。


	docker 容器模式运行，可通过 docker stats 命令查看容器运行状态。


	如需使用自己的镜像，需要修改应用配置中的模块和函数的 image，指定自己的镜像。


	如需自定义配置，请按照 配置解读 中的内容进行相关设置。







卸载

如果是默认安装。

cd $GOPATH/src/github.com/baidu/openedge
make clean # 可用于清除编译生成的可执行文件
make uninstall # 卸载 docker 容器模式的安装
make uninstall-native # 卸载 native 进程模式的安装





如果是指定了安装路径，比如安装到 output 目录中。

cd $GOPATH/src/github.com/baidu/openedge
make clean # 可用于清除编译生成的可执行文件
make uninstall PREFIX=output # 卸载 docker 容器模式的安装
make uninstall-native PREFIX=output # 卸载 native 进程模式的安装













          

      

      

    

  

    
      
          
            
  
CentOS 下 OpenEdge 运行环境配置及快速部署

OpenEdge 主要使用 Go 语言开发，支持两种运行模式，分别是 docker 容器模式和 native 进程模式。

本文主要介绍 OpenEdge 运行所需环境的安装以及 OpenEdge 在类 Linux 系统下的快速部署。

声明：


	本文测试系统基于 CentOS7.5 x86_64 版本，内核及CPU架构信息通过执行 uname -ar 命令查看如下：
[image: ../../_images/os-centos1.png]系统架构及内核版本查询


	在 OpenEdge 部署小节中，使用 docker 容器模式演示部署流程。





运行环境配置

OpenEdge 提供 docker 容器模式和 native 进程模式。如果以 docker 容器模式运行，需要安装 Docker 环境；如果以 native 进程模式运行，需要安装 Python 及其运行时依赖包。


容器模式下安装 Docker

如需使用 docker 容器模式启动(推荐)，需要先完成 Docker 安装。

提示：


	官方提供 Dockerfile 为多阶段镜像构建，如后续需自行构建相关镜像，需要安装 17.05 及以上版本的 Docker 来构建 Dockerfile。但生产环境可以使用低版本 Docker 来运行镜像，经目前测试，最低可使用版本为 12.0。


	根据 官方 Release 日志 [https://docs.docker.com/engine/release-notes/#18092] 说明，低于 18.09.2 的 Docker 版本具有一些安全隐患，建议安装/更新 Docker 版本到 18.09.2 及以上。




可通过以下命令进行安装（适用于类 Linux 系统，支持多种平台）：

curl -sSL https://get.docker.com | sh





或者使用命令

sudo yum install docker





即可完成 Docker 安装。

注意 :


	Docker 安装完成后可通过一下命令查看所安装 Docker 版本。




docker version





更多内容请参考 官方文档 [https://docs.docker.com/install/]。




进程模式下安装依赖

OpenEdge 提供了 Python 运行时、Node 运行时。如计划使用 native 进程模式启动，需要本地安装这些运行时环境及其相关依赖。对应版本分别为 Python2.7、Python3.6、Node8.5。用户也可以选择其他版本，但需要自行保证兼容性。


安装 Python 运行时

系统默认提供 Python2.7，接下里介绍 Python3.6 安装过程。


	Step 1：查看是否已经安装 Python3.6 或以上版本。如果是则直接执行 Step 3，否则执行 Step 2。




which python3






	Step 2：安装 Python3.6:




sudo yum install -y epel-release
sudo yum update
sudo yum install -y python36






	Step 3：安装 OpenEdge 需要的相关依赖包:




# python2
sudo yum install -y python2-pip
sudo pip2 install grpcio protobuf pyyaml
sudo pip2 install -U PyYAML

# python3
sudo yum install -y python36-pip
sudo pip3 install grpcio protobuf pyyaml
sudo pip3 install -U PyYAML








安装 Node 运行时


	Step 1：查看是否已经安装 Node8.5 或以上版本。如果没有则执行 Step 2。




node -v






	Step 2：安装 Node8:




curl -sL https://rpm.nodesource.com/setup_8.x | bash -
sudo yum install -y nodejs












OpenEdge 快速部署

一个完整的 OpenEdge 包括 主程序 和 配置文件 两个部分，下面利用官方的最新发布版本和示例配置介绍 OpenEdge 的快速部署方案。


Step 1: 下载

下载 OpenEdge 压缩包、示例配置 [https://github.com/baidu/openedge/releases/download/0.1.4/openedge_docker_mode_example.zip] 压缩包；




Step 2: 解压

打开终端，进入压缩包下载目录，进行解压缩操作：

unzip openedge-xxx.zip
unzip openedge_docker_mode_example.zip





如上述操作正常，则形成的文件目录结构如下图所示：

[image: ../../_images/openedge-dir1.png]OpenEdge 可执行程序包目录

其中，bin 目录存储 openedge 主程序，etc 目录存储了程序启动的配置，var 目录存储了模块启动的配置和资源。关于 OpenEdge 的配置，用户可以阅读 配置解读 中的内容进行进一步了解。

为了方便，用户可以把 openedge 主程序放置到 PATH 环境变量中指定的目录中，建议 /usr/local/bin，然后将 var 和 etc 两个目录拷贝到 /usr/local。




Step 3: 安装

进入 OpenEdge 主程序目录，执行命令启动 OpenEdge:

sudo openedge start








Step 4: 验证

OpenEdge 在启动过程中可能会遇到异常情况导致失败，用户可以依据以下步骤验证 OpenEdge 是否启动成功：


	在终端中通过命令 ps -ef | grep "openedge" 来查看 openedge 是否正在运行，正常如下图所示，否则说明主程序 openedge 启动失败；




[image: ../../_images/openedge-started-thread1.png]OpenEdge


	在终端中执行命令 docker stats 查看当前 docker 中容器的运行状态。主程序 openedge 会先拉取需要的镜像，拉取完成后容器的运行状态如下图所示，如果用户本地的镜像与下述不一致，说明模块启动失败；




[image: ../../_images/docker-stats1.png]当前运行 docker 容器查询


	针对上述两种失败情况，用户需要查看日志来了解具体的错误情况。日志的默认存放位置为工作目录下的 var/log/openedge.log。再根据日志中的详细错误信息进行逐一排查和修正，必要时可以直接提交 Issue [https://github.com/baidu/openedge/issues]。




如上所述，若各步骤执行无误，即可完成 OpenEdge 在 CentOS 系统上的快速部署、启动。

注意：上述部署采用的是 docker 容器模式，native 进程模式的部署或者更加详细的部署内容，请参考 源码编译 相关内容。









          

      

      

    

  

    
      
          
            
  
Darwin 下 OpenEdge 运行环境配置及快速部署

OpenEdge 主要使用 Go 语言开发，支持两种运行模式，分别是 docker 容器模式和 native 进程模式。

本文主要介绍 OpenEdge 运行所需环境的安装以及 OpenEdge 在类 Linux 系统下的快速部署。

声明：


	本文测试系统基于 Darwin High Sierra Version 10.13.6 版本，内核及CPU架构信息通过执行 uname -ar 命令查看如下：
[image: ../../_images/os-darwin1.png]系统架构及内核版本查询


	在 OpenEdge 部署小节中，使用 docker 容器模式演示部署流程。





运行环境配置

OpenEdge 提供 docker 容器模式和 native 进程模式。如果以 docker 容器模式运行，需要安装 Docker 环境；如果以 native 进程模式运行，需要安装 Python 及其运行时依赖包。


容器模式下安装 Docker

如需使用 docker 容器模式启动(推荐)，需要先完成 Docker 安装。

提示：


	官方提供 Dockerfile 为多阶段镜像构建，如需自行构建相关镜像，需要安装 17.05 及以上版本的 Docker 来构建 Dockerfile。但生产环境可以使用低版本 Docker 来运行镜像，经目前测试，最低可使用版本为 12.0。


	根据官方 Release 日志 [https://docs.docker.com/engine/release-notes/#18092] 说明，低于 18.09.2 的 Docker 版本具有一些安全隐患，建议安装/更新 Docker 版本到 18.09.2 及以上。




前往 官方页面 [https://hub.docker.com/editions/community/docker-ce-desktop-mac] 下载所需 .dmg 文件。完成后双击打开，将 Docker 拖入 Application 文件夹即可。

[image: ../../_images/docker-install-on-mac1.png]Install On Darwin

安装完成后使用以下命令查看所安装版本：

docker version





更多内容请参考 官方文档 [https://docs.docker.com/install/]。




进程模式下安装依赖

OpenEdge 提供了 Python 运行时、Node 运行时。如计划使用 native 进程模式启动，需要本地安装这些运行时环境及其相关依赖。对应版本分别为 Python2.7、Python3.6、Node8.5。用户也可以选择其他版本，但需要自行保证兼容性。


安装 Python 运行时

系统默认提供 Python2.7，接下里介绍 Python3.6 安装过程。


	Step 1：查看是否已经安装 Python3.6 或以上版本。如果是则直接执行 Step 3，否则执行 Step 2。




which python3






	Step 2：安装 Python3.6:




/usr/bin/ruby -e "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/master/install)"  // 安装 HomeBrew
brew install --ignore-dependencies https://raw.githubusercontent.com/Homebrew/homebrew-core/f2a764ef944b1080be64bd88dca9a1d80130c558/Formula/python.rb  // 安装 Python3.6，并注意添加参数 --ignore-dependencies






	Step 3：安装 OpenEdge 需要的相关依赖包:




# python2
                      brew install python@2
                      pip2 install grpcio protobuf pyyaml
                      pip2 install -U PyYAML
                      
                      # python3
                      pip3 install grpcio protobuf pyyaml
                      pip3 install -U PyYAML








安装 Node 运行时


	Step 1：查看是否已经安装 Node8.5 或以上版本。如果没有则执行 Step 2。




node -v






	Step 2：安装 Node8:




brew install node@8












OpenEdge 快速部署

一个完整的 OpenEdge 包括 主程序 和 配置文件 两个部分，下面利用官方的最新发布版本和示例配置介绍 OpenEdge 的快速部署方案。


Step 1: 下载

下载 OpenEdge 压缩包、示例配置 [https://github.com/baidu/openedge/releases/download/0.1.4/openedge_docker_mode_example.zip] 压缩包；




Step 2: 解压

打开终端，进入压缩包下载目录，进行解压缩操作：

unzip openedge-xxx.zip
unzip openedge_docker_mode_example.zip





如上述操作正常，则形成的文件目录结构如下图所示：

[image: ../../_images/openedge-dir1.png]OpenEdge 可执行程序包目录

其中，bin 目录存储 openedge 主程序，etc 目录存储了程序启动的配置，var 目录存储了模块启动的配置和资源。关于 OpenEdge 的配置，用户可以阅读 配置解读 中的内容进行进一步了解。

为了方便，用户可以把 openedge 主程序放置到 PATH 环境变量中指定的目录中，建议 /usr/local/bin，然后将 var 和 etc 两个目录拷贝到 /usr/local。




Step 3: 安装

进入 OpenEdge 主程序目录，执行命令启动 OpenEdge:

sudo openedge start








Step 4: 验证

OpenEdge 在启动过程中可能会遇到异常情况导致失败，用户可以依据以下步骤验证 OpenEdge 是否启动成功：


	在终端中通过命令 ps -ef | grep "openedge" 来查看 openedge 是否正在运行，正常如下图所示，否则说明主程序 openedge 启动失败；




[image: ../../_images/openedge-started-thread1.png]OpenEdge


	在终端中执行命令 docker stats 查看当前 docker 中容器的运行状态。主程序 openedge 会先拉取需要的镜像，拉取完成后容器的运行状态如下图所示，如果用户本地的镜像与下述不一致，说明模块启动失败；




[image: ../../_images/docker-stats1.png]当前运行 docker 容器查询


	针对上述两种失败情况，用户需要查看日志来了解具体的错误情况。日志的默认存放位置为工作目录下的 var/log/openedge.log。再根据日志中的详细错误信息进行逐一排查和修正，必要时可以直接提交 Issue [https://github.com/baidu/openedge/issues]。




如上所述，若各步骤执行无误，即可完成 OpenEdge 在 Darwin 系统上的快速部署、启动。

注意：上述部署采用的是 docker 容器模式，native 进程模式的部署或者更加详细的部署内容，请参考 源码编译 相关内容。









          

      

      

    

  

    
      
          
            
  
Debian 下 OpenEdge 运行环境配置及快速部署

OpenEdge 主要使用 Go 语言开发，支持两种运行模式，分别是 docker 容器模式和 native 进程模式。

本文主要介绍 OpenEdge 运行所需环境的安装以及 OpenEdge 在类 Linux 系统下的快速部署。

声明：


	本文测试系统基于 Debian9.1.0 amd64 版本，内核及CPU架构信息通过执行 uname -ar 命令查看如下：
[image: ../../_images/os-debian1.png]系统架构及内核版本查询


	在 OpenEdge 部署小节中，使用 docker 容器模式演示部署流程。





运行环境配置

OpenEdge 提供 docker 容器模式和 native 进程模式。如果以 docker 容器模式运行，需要安装 Docker 环境；如果以 native 进程模式运行，需要安装 Python 及其运行时依赖包。


容器模式下安装 Docker

如需使用 docker 容器模式启动(推荐)，需要先完成 Docker 安装。

提示：


	官方提供 Dockerfile 为多阶段镜像构建，如后续需自行构建相关镜像，需要安装 17.05 及以上版本的 Docker 来构建 Dockerfile。但生产环境可以使用低版本 Docker 来运行镜像，经目前测试，最低可使用版本为 12.0。


	根据 官方 Release 日志 [https://docs.docker.com/engine/release-notes/#18092] 说明，低于 18.09.2 的 Docker 版本具有一些安全隐患，建议安装/更新 Docker 版本到 18.09.2 及以上。




可通过以下命令进行安装（适用于类 Linux 系统，支持多种平台）：

curl -sSL https://get.docker.com | sh





更多内容请参考 官方文档 [https://docs.docker.com/install/]。




进程模式下安装依赖

OpenEdge 提供了 Python 运行时、Node 运行时。如计划使用 native 进程模式启动，需要本地安装这些运行时环境及其相关依赖。对应版本分别为 Python2.7、Python3.6、Node8.5。用户也可以选择其他版本，但需要自行保证兼容性。


安装 Python 运行时

系统默认提供 Python2.7，接下里介绍 Python3.6 安装过程。


	Step 1：查看是否已经安装 Python3.6 或以上版本。如果是则直接执行 Step 3，否则执行 Step 2。




which python3






	Step 2：安装 Python3.6:




sudo apt-get update
sudo apt-get -y install gcc make zlib1g-dev libffi-dev libssl-dev wget
wget https://www.python.org/ftp/python/3.6.5/Python-3.6.5.tgz
tar -xvf Python-3.6.5.tgz
sudo chmod -R +x Python-3.6.5
cd Python-3.6.5/
./configure
make
sudo make install






	Step 3：安装 OpenEdge 需要的相关依赖包:




# python2
sudo yum install -y python-pip
sudo pip2 install grpcio protobuf pyyaml
sudo pip2 install -U PyYAML

# python3
sudo pip3 install grpcio protobuf pyyaml
sudo pip3 install -U PyYAML








安装 Node 运行时


	Step 1：查看是否已经安装 Node8.5 或以上版本。如果没有则执行 Step 2。




node -v






	Step 2：安装 Node8:




# Using Debian, as root
curl -sL https://deb.nodesource.com/setup_8.x | bash -
apt-get install -y nodejs












OpenEdge 快速部署

一个完整的 OpenEdge 包括 主程序 和 配置文件 两个部分，下面利用官方的最新发布版本和示例配置介绍 OpenEdge 的快速部署方案。


Step 1: 下载

下载 OpenEdge 压缩包、示例配置 [https://github.com/baidu/openedge/releases/download/0.1.4/openedge_docker_mode_example.zip] 压缩包；




Step 2: 解压

打开终端，进入压缩包下载目录，进行解压缩操作：

unzip openedge-xxx.zip
unzip openedge_docker_mode_example.zip





如上述操作正常，则形成的文件目录结构如下图所示：

[image: ../../_images/openedge-dir1.png]OpenEdge 可执行程序包目录

其中，bin 目录存储 openedge 主程序，etc 目录存储了程序启动的配置，var 目录存储了模块启动的配置和资源。关于 OpenEdge 的配置，用户可以阅读 配置解读 中的内容进行进一步了解。

为了方便，用户可以把 openedge 主程序放置到 PATH 环境变量中指定的目录中，建议 /usr/local/bin，然后将 var 和 etc 两个目录拷贝到 /usr/local。




Step 3: 安装

进入 OpenEdge 主程序目录，执行命令启动 OpenEdge:

sudo openedge start








Step 4: 验证

OpenEdge 在启动过程中可能会遇到异常情况导致失败，用户可以依据以下步骤验证 OpenEdge 是否启动成功：


	在终端中通过命令 ps -ef | grep "openedge" 来查看 openedge 是否正在运行，正常如下图所示，否则说明主程序 openedge 启动失败；




[image: ../../_images/openedge-started-thread1.png]OpenEdge


	在终端中执行命令 docker stats 查看当前 docker 中容器的运行状态。主程序 openedge 会先拉取需要的镜像，拉取完成后容器的运行状态如下图所示，如果用户本地的镜像与下述不一致，说明模块启动失败；




[image: ../../_images/docker-stats1.png]当前运行 docker 容器查询


	针对上述两种失败情况，用户需要查看日志来了解具体的错误情况。日志的默认存放位置为工作目录下的 var/log/openedge.log。再根据日志中的详细错误信息进行逐一排查和修正，必要时可以直接提交 Issue [https://github.com/baidu/openedge/issues]。




如上所述，若各步骤执行无误，即可完成 OpenEdge 在 Debian 系统上的快速部署、启动。

注意：上述部署采用的是 docker 容器模式，native 进程模式的部署或者更加详细的部署内容，请参考 源码编译 相关内容。









          

      

      

    

  

    
      
          
            
  
Raspbian 下 OpenEdge 运行环境配置及快速部署

OpenEdge 主要使用 Go 语言开发，支持两种运行模式，分别是 docker 容器模式和 native 进程模式。

本文主要介绍 OpenEdge 运行所需环境的安装以及 OpenEdge 在类 Linux 系统下的快速部署。

声明：


	本文测试系统基于 Raspbian 系统，内核及CPU架构信息通过执行 uname -ar 命令查看如下：
[image: ../../_images/os-raspbian1.png]系统架构及内核版本查询


	在 OpenEdge 部署小节中，使用 docker 容器模式演示部署流程。





运行环境配置

OpenEdge 提供 docker 容器模式和 native 进程模式。如果以 docker 容器模式运行，需要安装 Docker 环境；如果以 native 进程模式运行，需要安装 Python 及其运行时依赖包。


容器模式下安装 Docker

如需使用 docker 容器模式启动(推荐)，需要先完成 Docker 安装。

提示：


	官方提供 Dockerfile 为多阶段镜像构建，如后续需自行构建相关镜像，需要安装 17.05 及以上版本的 Docker 来构建 Dockerfile。但生产环境可以使用低版本 Docker 来运行镜像，经目前测试，最低可使用版本为 12.0。


	根据 官方 Release 日志 [https://docs.docker.com/engine/release-notes/#18092] 说明，低于 18.09.2 的 Docker 版本具有一些安全隐患，建议安装/更新 Docker 版本到 18.09.2 及以上。




可通过以下命令进行安装（适用于类Linux系统，支持多种平台）：

curl -sSL https://get.docker.com | sh





更多内容请参考 官方文档 [https://docs.docker.com/install/]。




进程模式下安装依赖

OpenEdge 提供了 Python 运行时、Node 运行时。如计划使用 native 进程模式启动，需要本地安装这些运行时环境及其相关依赖。对应版本分别为 Python2.7、Python3.6、Node8.5。用户也可以选择其他版本，但需要自行保证兼容性。


安装 Python 运行时

系统默认提供 Python2.7，接下里介绍 Python3.6 安装过程。


	Step 1：查看是否已经安装 Python3.6 或以上版本。如果是则直接执行 Step 3，否则执行 Step 2。




which python3






	Step 2：安装 Python3.6:




sudo apt-get update
sudo apt-get -y install gcc make zlib1g-dev libffi-dev libssl-dev wget
wget https://www.python.org/ftp/python/3.6.5/Python-3.6.5.tgz
tar -xvf Python-3.6.5.tgz
sudo chmod -R +x Python-3.6.5
cd Python-3.6.5/
./configure
make
sudo make install






	Step 3：安装 OpenEdge 需要的相关依赖包:




# python2
sudo yum install -y python-pip
sudo pip2 install grpcio protobuf pyyaml
sudo pip2 install -U PyYAML

# python3
sudo pip3 install -y grpcio protobuf pyyaml
sudo pip3 install -U PyYAML








安装 Node 运行时


	Step 1：查看是否已经安装 Node8.5 或以上版本。如果没有则执行 Step 2。




node -v






	Step 2：安装 Node8:




# Using Debian, as root
curl -sL https://deb.nodesource.com/setup_8.x | bash -
apt-get install -y nodejs












OpenEdge 快速部署

一个完整的 OpenEdge 包括 主程序 和 配置文件 两个部分，下面利用官方的最新发布版本和示例配置介绍 OpenEdge 的快速部署方案。


Step 1: 下载

下载 OpenEdge 压缩包、示例配置 [https://github.com/baidu/openedge/releases/download/0.1.4/openedge_docker_mode_example.zip] 压缩包；




Step 2: 解压

打开终端，进入压缩包下载目录，进行解压缩操作：

unzip openedge-xxx.zip
unzip openedge_docker_mode_example.zip





如上述操作正常，则形成的文件目录结构如下图所示：

[image: ../../_images/openedge-dir1.png]OpenEdge 可执行程序包目录

其中，bin 目录存储 openedge 主程序，etc 目录存储了程序启动的配置，var 目录存储了模块启动的配置和资源。关于 OpenEdge 的配置，用户可以阅读 配置解读 中的内容进行进一步了解。

为了方便，用户可以把 openedge 主程序放置到 PATH 环境变量中指定的目录中，建议 /usr/local/bin，然后将 var 和 etc 两个目录拷贝到 /usr/local。




Step 3: 安装

进入 OpenEdge 主程序目录，执行命令启动 OpenEdge:

sudo openedge start








Step 4: 验证

OpenEdge 在启动过程中可能会遇到异常情况导致失败，用户可以依据以下步骤验证 OpenEdge 是否启动成功：


	在终端中通过命令 ps -ef | grep "openedge" 来查看 openedge 是否正在运行，正常如下图所示，否则说明主程序 openedge 启动失败；




[image: ../../_images/openedge-started-thread1.png]OpenEdge


	在终端中执行命令 docker stats 查看当前 docker 中容器的运行状态。主程序 openedge 会先拉取需要的镜像，拉取完成后容器的运行状态如下图所示，如果用户本地的镜像与下述不一致，说明模块启动失败；




[image: ../../_images/docker-stats1.png]当前运行 docker 容器查询


	针对上述两种失败情况，用户需要查看日志来了解具体的错误情况。日志的默认存放位置为工作目录下的 var/log/openedge.log。再根据日志中的详细错误信息进行逐一排查和修正，必要时可以直接提交 Issue [https://github.com/baidu/openedge/issues]。




如上所述，若各步骤执行无误，即可完成 OpenEdge 在 Raspbian 系统上的快速部署、启动。

注意：上述部署采用的是 docker 容器模式，native 进程模式的部署或者更加详细的部署内容，请参考 源码编译 相关内容。









          

      

      

    

  

    
      
          
            
  
Ubuntu 下 OpenEdge 运行环境配置及快速部署

OpenEdge 主要使用 Go 语言开发，支持两种运行模式，分别是 docker 容器模式和 native 进程模式。

本文主要介绍 OpenEdge 运行所需环境的安装以及 OpenEdge 在类 Linux 系统下的快速部署。

声明：


	本文测试系统基于 Ubuntu16.04 amd64 版本，内核及CPU架构信息通过执行 uname -ar 命令查看如下：
[image: ../../_images/os-ubuntu1.png]系统架构及内核版本查询


	在 OpenEdge 部署小节中，使用 docker 容器模式演示部署流程。





运行环境配置

OpenEdge 提供 docker 容器模式和 native 进程模式。如果以 docker 容器模式运行，需要安装 Docker 环境；如果以 native 进程模式运行，需要安装 Python 及其运行时依赖包。


容器模式下安装 Docker

如需使用 docker 容器模式启动(推荐)，需要先完成 docker 安装。

提示：


	官方提供 Dockerfile 为多阶段镜像构建，如后续需自行构建相关镜像，需要安装 17.05 及以上版本的 Docker 来构建 Dockerfile。但生产环境可以使用低版本 Docker 来运行镜像，经目前测试，最低可使用版本为 12.0。


	根据 官方 Release 日志 [https://docs.docker.com/engine/release-notes/#18092] 说明，低于 18.09.2 的 Docker 版本具有一些安全隐患，建议安装/更新 Docker 版本到 18.09.2 及以上。




可通过以下命令进行安装（适用于类 Linux 系统，支持多种平台）：

curl -sSL https://get.docker.com | sh





或者使用如下命令进行安装：

sudo snap install docker # Ubuntu16.04 after
sudo apt-get install docker.io # Ubuntu 16.04 before





即可完成 Docker 安装。

注意：


	docker 安装完成后可通过一下命令查看所安装 Docker 版本。




docker version





更多内容请参考官方文档 [https://docs.docker.com/install/]。




进程模式下安装依赖

OpenEdge 提供了 Python 运行时、Node 运行时。如计划使用 native 进程模式启动，需要本地安装这些运行时环境及其相关依赖。对应版本分别为 Python2.7、Python3.6、Node8.5。用户也可以选择其他版本，但需要自行保证兼容性。


安装 Python 运行时

系统默认提供 Python2.7，接下里介绍 Python3.6 安装过程。


	Step 1：查看是否已经安装 Python3.6 或以上版本。如果是则直接执行 Step 3，否则执行 Step 2。




which python3






	Step 2：安装 Python3.6:




sudo add-apt-repository ppa:jonathonf/python-3.6
sudo apt-get update
sudo apt-get install python3.6






	Step 3：安装 OpenEdge 需要的相关依赖包:




# python2
sudo apt-get install -y python-pip
sudo pip2 install grpcio protobuf pyyaml
sudo pip2 install -U PyYAML

# python3
sudo apt-get install -y python3-pip
sudo pip3 install grpcio protobuf pyyaml
sudo pip3 install -U PyYAML








安装 Node 运行时


	Step 1：查看是否已经安装 Node8.5 或以上版本。如果没有则执行 Step 2。




node -v






	Step 2：安装 Node8:




curl -sL https://deb.nodesource.com/setup_8.x | sudo -E bash -
sudo apt-get install -y nodejs












OpenEdge 快速部署

一个完整的 OpenEdge 包括 主程序 和 配置文件 两个部分，下面利用官方的最新发布版本和示例配置介绍 OpenEdge 的快速部署方案。


Step 1: 下载

下载 OpenEdge 压缩包、示例配置 [https://github.com/baidu/openedge/releases/download/0.1.4/openedge_docker_mode_example.zip] 压缩包；




Step 2: 解压

打开终端，进入压缩包下载目录，进行解压缩操作：

unzip openedge-xxx.zip
unzip openedge_docker_mode_example.zip





如上述操作正常，则形成的文件目录结构如下图所示：

[image: ../../_images/openedge-dir1.png]OpenEdge 可执行程序包目录

其中，bin 目录存储 openedge 主程序，etc 目录存储了程序启动的配置，var 目录存储了模块启动的配置和资源。关于 OpenEdge 的配置，用户可以阅读 配置解读 中的内容进行进一步了解。

为了方便，用户可以把 openedge 主程序放置到 PATH 环境变量中指定的目录中，建议 /usr/local/bin，然后将 var 和 etc 两个目录拷贝到 /usr/local。




Step 3: 安装

进入 OpenEdge 主程序目录，执行命令启动 OpenEdge:

sudo openedge start








Step 4: 验证

OpenEdge 在启动过程中可能会遇到异常情况导致失败，用户可以依据以下步骤验证 OpenEdge 是否启动成功：


	在终端中通过命令 ps -ef | grep "openedge" 来查看 openedge 是否正在运行，正常如下图所示，否则说明主程序 openedge 启动失败；




[image: ../../_images/openedge-started-thread1.png]OpenEdge


	在终端中执行命令 docker stats 查看当前 docker 中容器的运行状态。主程序 openedge 会先拉取需要的镜像，拉取完成后容器的运行状态如下图所示，如果用户本地的镜像与下述不一致，说明模块启动失败；




[image: ../../_images/docker-stats1.png]当前运行 docker 容器查询


	针对上述两种失败情况，用户需要查看日志来了解具体的错误情况。日志的默认存放位置为工作目录下的 var/log/openedge.log。再根据日志中的详细错误信息进行逐一排查和修正，必要时可以直接提交 Issue [https://github.com/baidu/openedge/issues]。




如上所述，若各步骤执行无误，即可完成 OpenEdge 在 Ubuntu 系统上的快速部署、启动。

注意：上述部署采用的是 docker 容器模式，native 进程模式的部署或者更加详细的部署内容，请参考 源码编译 相关内容。









          

      

      

    

  

    
      
          
            
  
支持平台

x86_64-centos-7
x86_64-fedora-28
x86_64-fedora-29
x86_64-debian-jessie
x86_64-debian-stretch
x86_64-debian-buster
x86_64-ubuntu-trusty
x86_64-ubuntu-xenial
x86_64-ubuntu-bionic
x86_64-ubuntu-cosmic
s390x-ubuntu-xenial
s390x-ubuntu-bionic
s390x-ubuntu-cosmic
ppc64le-ubuntu-xenial
ppc64le-ubuntu-bionic
ppc64le-ubuntu-cosmic
aarch64-ubuntu-xenial
aarch64-ubuntu-bionic
aarch64-ubuntu-cosmic
aarch64-debian-jessie
aarch64-debian-stretch
aarch64-debian-buster
aarch64-fedora-28
aarch64-fedora-29
aarch64-centos-7
armv6l-raspbian-jessie
armv7l-raspbian-jessie
armv6l-raspbian-stretch
armv7l-raspbian-stretch
armv7l-debian-jessie
armv7l-debian-stretch
armv7l-debian-buster
armv7l-ubuntu-trusty
armv7l-ubuntu-xenial
armv7l-ubuntu-bionic
armv7l-ubuntu-cosmic









          

      

      

    

  

    
      
          
            
  
OpenEdge 配置文件释义


	说在前头


	主程序配置


	应用配置


	openedge-agent 配置


	openedge-hub 配置


	openedge-function-manager 配置


	openedge-function-python27、openedge-function-python36 配置


	openedge-remote-mqtt 配置





说在前头

支持的单位：


	大小：b：字节（byte）；k：千字节（kilobyte）；m：兆字节（megabyte），g：吉字节（gigabyte）


	时间：s：秒；m：分；h：小时




配置示例可参考本项目 example 目录中的各种例子。




主程序配置

主程序的配置和应用配置是分离的，默认配置文件是工作目录下的etc/openedge/openedge.yml，配置解读如下：

mode: 默认值：docker，服务运行模式。docker：容器模式；native：进程模式
grace: 默认值：30s，服务优雅退出超时时间
server: 主程序API Server配置项
  address: 默认值可读取环境变量：OPENEDGE_MASTER_API，主程序 API Server 地址
  timeout: 默认值：30s，主程序 API Server 请求超时时间
logger: 日志配置项
  path: 默认为空，即不打印到文件；如果指定文件则输出到文件
  level: 默认值：info，日志等级，支持 debug、info、warn 和 error
  format: 默认值：text，日志打印格式，支持 text 和 json
  age:
    max: 默认值：15，日志文件保留的最大天数
  size:
    max: 默认值：50，日志文件大小限制，单位MB
  backup:
    max: 默认值：15，日志文件保留的最大数量








应用配置

应用配置的默认配置文件是工作目录下的 var/db/openedge/application.yml，配置解读如下：

version: 应用版本
services: 应用的服务列表
  - name: [必须]服务名称，在服务列表中必须唯一
    image: [必须]服务入口。Docker 容器模式下表示服务镜像；Native 进程模式下表示服务运行包所在位置
    replica: 默认为0，服务副本数，表示启动的服务实例数。通常服务只需启动一个。函数运行时服务一般设置为0，不由主程序启动，而是由函数管理服务来动态启动实例
    mounts: 存储卷映射列表
      - name: [必须]存储卷名称，对应存储卷列表中的一个
        path: [必须]存储卷映射到容器中的路径
        readonly: 默认值：false，存储卷是否只读
    ports: Docker 容器模式下暴露的端口，例如：
      - 0.0.0.0:1883:1883
      - 0.0.0.0:1884:1884/tcp
      - 8080:8080/tcp
      - 9884:8884
    devices: Docker 容器模式下的设备映射，例如：
      - /dev/video0
      - /dev/sda:/dev/xvdc:r
    args: 服务实例启动参数，例如：
      - '-c'
      - 'conf/conf.yml'
    env: 服务实例环境变量，例如：
      version: v1
    restart: 服务实例重启策略配置项
      retry:
        max: 默认为空，表示总是重试，服务重启最大次数
      policy: 默认值：always，重启策略。no：不重启；always：总是重启；on-failure：服务异常退出就重启
      backoff:
        min: 默认值：1s，重启最小间隔时间
        max: 默认值：5m，重启最大间隔时间
        factor: 默认值：2，重启间隔增大倍数
    resources: Docker 容器模式下的服务实例资源限制配置项
      cpu:
        cpus: 服务实例可用的 CPU 比例，例如：1.5，表示可以用1.5个 CPU 内核
        setcpus: 服务实例可用的 CPU 内核，例如：0-2，表示可以使用第0到2个 CPU 内核；0，表示可以使用第0个 CPU 内核；1，表示可以使用第1个 CPU 内核
      memory:
        limit: 服务实例可用的内存，例如：500m，表示可以用500兆内存
        swap: 服务实例可用的交换空间，例如：1g，表示可以用1G内存
      pids:
        limit: 服务实例可创建的进程数
volumes: 存储卷列表
  - name: [必须]存储卷名称，在存储卷列表中唯一
    path: [必须]存储卷在宿主机上的路径，相对于主程序的工作目录而言








openedge-agent 配置

remote: Agent 模块对接 BIE 云端管理套件的配置项
  mqtt: BIE 云端 MQTT 通道配置
    clientid: [必须]连接云端 MQTT 通道的 Client ID，必须是云端核心设备的 ID
    address: [必须]云端 MQTT 通道的的地址，必须使用 SSL Endpoint
    username: [必须]云端 MQTT 通道连接的用户名，必须是云端核心设备的用户名
    ca: [必须]云端 MQTT 通道连接的CA证书路径
    key: [必须]云端 MQTT 通道连接的客户端私钥路径
    cert: [必须]云端 MQTT 通道连接的客户端公钥路径
    timeout: 默认值：30s，云端 MQTT 通道连接超时时间
    interval: 默认值：1m，云端 MQTT 通道重连的最大间隔时间，从500微秒翻倍增加到最大值
    keepalive: 默认值：1m，云端 MQTT 通道连接的保持时间
    cleansession: 默认值：false，云端 MQTT 通道连接的的是否保持 Session
    validatesubs: 默认值：false，云端 MQTT 通道连接是否检查订阅结果。 如果为 true 发现订阅失败报错退出
    buffersize: 默认值：10，发送消息内存队列大小，异常退出会导致消息丢失
  http: BIE 云端 HTTP 通道配置
    address: 会自动根据 MQTT 通道的地址推断云端 HTTPS 通道地址，无需配置
    timeout: 默认值：30s，云端HTTPS通道连接超时时间
  report: Agent 上报云端配置
    url: 上报的URL，无需配置
    topic: 上报主题模板，无需配置
    interval: 默认值：20s，上报间隔时间
  desire: Agent 接收云端下发配置
    topic: 下发主题模板，无需配置








openedge-hub 配置

listen: [必须]监听地址，例如：
  - tcp://0.0.0.0:1883
  - ssl://0.0.0.0:1884
  - ws://:8080/mqtt
  - wss://:8884/mqtt
certificate: SSL/TLS 证书认证配置项，如果启用 ssl 或 wss 必须配置
  ca: Server 的 CA 证书路径
  key: Server 的服务端私钥路径
  cert: Server 的服务端公钥路径
principals: 接入权限配置项，如果不配置则 Client 无法接入，支持账号密码和证书认证
  - username: Client 接入 Hub 用户名
    password: Client 接入 Hub 密码
    permissions:
      - action: 操作权限。pub：发布权限；sub：订阅权限
        permit: 操作权限允许的主题列表，支持+和#匹配符
  - username: Client 接入 Hub 用户名，使用证书双向认证可不配置密码
    permissions:
      - action: 操作权限。pub：发布权限；sub：订阅权限
        permit: 操作权限允许的主题列表，支持+和#匹配符
subscriptions: 主题路由配置项
  - source:
      topic: 订阅的主题
      qos: 订阅的 QoS
    target:
      topic: 发布的主题
      qos: 发布的 QoS
message: 消息相关的配置项
  length:
    max: 默认值：32k；最大值：268,435,455字节(约256MB)，可允许传输的最大消息长度
  ingress: 消息接收配置项
    qos0:
      buffer:
        size: 默认值：10000，可缓存到内存中的 QoS 为0的消息数，增大缓存可提高消息接收的性能，若设备掉电，则会直接丢弃 QoS 为 0 的消息
    qos1:
      buffer:
        size:  默认值：100，等待持久化的 QoS 为 1 的消息缓存大小，增大缓存可提高消息接收的性能，但潜在的风险是 Hub 异常退出（比如设备掉电）会丢失缓存的消息，不回复确认（puback）。Hub 正常退出会等待缓存的消息处理完，不会丢失数据。
      batch:
        max:  默认值：50，批量写QoS为1的消息到数据库（持久化）的最大条数，消息持久化成功后会回复确认（ack）
      cleanup:
        retention:  默认值：48h，QoS 为 1 的消息保存在数据库中的时间，超过该时间的消息会在清理时物理删除
        interval:  默认值：1m，QoS 为 1 的消息清理时间间隔
  egress: 消息发送配置项
    qos0:
      buffer:
        size:  默认值：10000，内存缓存中的待发送的 QoS 为 0 的消息数，若设备掉电会直接丢弃消息；缓存满后，新推送的消息直接丢弃
    qos1:
      buffer:
        size:  默认值：100，QoS 为 1 的消息发送后，未确认（ack）的消息缓存大小，缓存满后，不再读取新消息，一直等待缓存中的消息被确认。QoS 为 1 的消息发送给客户端成功后等待客户端确认（puback），如果客户端在规定时间内没有回复确认，消息会一直重发，直到客户端回复确认或者 session 关闭
      batch:
        max:  默认值：50，批量从数据库读取消息的最大条数
      retry:
        interval:  默认值：20s，消息重发时间间隔
  offset: 消息序列号持久化相关配置
    buffer:
      size:  默认值：10000，被确认（ack）的消息的序列号的缓存队列大小。比如当前批量发送了QoS为1且序列号为1、2和3的三条消息给客户端，客户端确认了序列号1和3的消息，此时序列号1会入列并持久化，序列号3虽然已经确认，但是还是得等待序列号2被确认入列后才能入列。该设计可保证Hub异常重启后仍能从持久化的序列号恢复消息处理，保证消息不丢，但是会出现消息重发，也因此暂不支持QoS为2的消息
    batch:
      max:  默认值：100，批量写消息序列号到数据库的最大条数
logger: 日志配置项
  path: 默认为空，即不打印到文件；如果指定文件则输出到文件
  level: 默认值：info，日志等级，支持debug、info、warn 和 error
  format: 默认值：text，日志打印格式，支持 text 和 json
  age:
    max: 默认值：15，日志文件保留的最大天数
  size:
    max: 默认值：50，日志文件大小限制，单位MB
  backup:
    max: 默认值：15，日志文件保留的最大数量
status: Hub 状态配置项
  logging:
    enable: 默认值：false，是否打印Hub的状态信息
    interval: 默认值：1m，状态信息打印时间间隔
storage: 数据库存储配置项
  dir: 默认值：`var/db/openedge/data`，数据库存储目录
shutdown: Hub 退出配置项
  timeout: 默认值：10m，Hub退出超时时间








openedge-function-manager 配置

hub:
  clientid: Client 连接 Hub 的 Client ID。cleansession 为 false 则不允许为空
  address: [必须] Client 连接Hub的地址
  username: [必须] Client 连接Hub的用户名
  password: 如果采用账号密码，必须填 Client 连接Hub的密码，否者不用填写
  ca: 如果采用证书双向认证，必须填 Client 连接Hub的CA证书路径
  key: 如果采用证书双向认证，必须填 Client 连接Hub的客户端私钥路径
  cert: 如果采用证书双向认证，必须填 Client 连接Hub的客户端公钥路径
  timeout: 默认值：30s，Client 连接 Hub 的超时时间
  interval: 默认值：1m，Client 连接 Hub 的重连最大间隔时间，从500微秒翻倍增加到最大值
  keepalive: 默认值：1m，Client 连接Hub的保持连接时间
  cleansession: 默认值：false，Client 连接 Hub 的是否保持 Session
  validatesubs: 默认值：false，Client 是否检查 Hub 订阅结果，如果是发现订阅失败报错退出
  buffersize: 默认值：10，Client 发送消息给 Hub 的内存队列大小，异常退出会导致消息丢失，恢复后 QoS 为1的消息依赖 Hub 重发
rules: 路由规则配置项
  - clientid: Client 连接 Hub 的 Client ID
    subscribe:
      topic: [必须] Client 向 Hub 订阅的消息主题
      qos: 默认值：0，Client向 Hub 订阅的消息 QoS
    function:
      name: [必须]处理消息的函数名
    publish:
      topic: [必须]计算结果发布到 Hub 的主题
      qos: 默认值：0，计算结果发布 Hub 的 QoS
    retry:
      max: 默认值：3，最大重试次数
functions: 函数列表
  - name: [必须]函数名称，列表内唯一
    service: [必须]提供函数实例的服务名称
    instance: 实例配置项
      min: 默认值：0，最小值：0，最大值：100，最少实例数
      max: 默认值：1，最小值：1，最大值：100，最大实例数
      idletime: 默认值：10m，实例最大空闲时间
      evicttime: 默认值：1m，实例检查周期，如果发现实例空闲超过就销毁
    message:
      length:
        max: 默认值：4m， 函数实例允许接收和发送的最大消息长度
    backoff:
      max: 默认值：1m，Client 连接函数实例最大重连间隔
    timeout: 默认值：30s，Client 连接函数实例超时时间








openedge-function-python27、openedge-function-python36 配置

# 两个模块的配置方式相同，可参考下面一份配置
server: 作为 GRPC Server 独立启动时配置；托管给 openedge-function-manager 无需配置
  address: GRPC Server 监听的地址，<host>:<port>
  workers:
    max: 默认 CPU 核数乘以5，线程池最大容量
  concurrent:
    max: 默认不限制，最大并发连接数
  message:
    length:
      max: 默认值：4m， 函数实例允许接收和发送的最大消息长度
  ca: Server 的 CA 证书路径
  key: Server 的服务端私钥路径
  cert: Server 的服务端公钥路径
functions: 函数列表
  - name: [必须] 函数名称，列表内唯一
    handler: [必须] 函数包和处理函数名，比如：'sayhi.handler'
    codedir: [必须] Python 代码所在路径
logger: 日志配置项
  path: 默认为空，即不打印到文件；如果指定文件则输出到文件
  level: 默认值：info，日志等级，支持 debug、info、warn 和 error
  format: 默认值：text，日志打印格式，支持 text 和 json
  age:
    max: 默认值：15，日志文件保留的最大天数
  size:
    max: 默认值：50，日志文件大小限制，单位MB
  backup:
        max: 默认值：15，日志文件保留的最大数量








openedge-remote-mqtt 配置

hub:
  clientid: Client 连接 Hub 的 Client ID。cleansession 为 false 则不允许为空
  address: [必须] Client 连接 Hub 的地址
  username: [必须] Client 连接 Hub 的用户名
  password: 如果采用账号密码，必须填 Client 连接 Hub 的密码，否者不用填写
  ca: 如果采用证书双向认证，必须填 Client 连接 Hub 的 CA 证书路径
  key: 如果采用证书双向认证，必须填 Client 连接 Hub 的客户端私钥路径
  cert: 如果采用证书双向认证，必须填 Client 连接 Hub 的客户端公钥路径
  timeout: 默认值：30s，Client 连接 Hub 的超时时间
  interval: 默认值：1m，Client 连接 Hub 的重连最大间隔时间，从500微秒翻倍增加到最大值
  keepalive: 默认值：1m，Client 连接 Hub 的保持连接时间
  cleansession: 默认值：false，Client 连接 Hub 的是否保持 Session
  validatesubs: 默认值：false，Client 是否检查 Hub 订阅结果，如果是发现订阅失败报错退出
  buffersize: 默认值：10，Client 发送消息给 Hub 的内存队列大小，异常退出会导致消息丢失，恢复后 QoS 为1的消息依赖 Hub 重发
rules: 路由规则列表，向 Hub 订阅消息发送给 Remote，或反之
  - hub:
      clientid: Client 连接 Hub 的 Client ID
      subscriptions: Client 向 Hub 订阅的消息，例如
        - topic: say
          qos: 1
        - topic: hi
          qos: 0
    remote:
      name: [必须]指定Remote名称，必须是Remote列表中的一个
      clientid: Client 连接 Remote 的 Client ID
      subscriptions: Client 向 Remote 订阅的消息，例如
        - topic: remote/say
          qos: 0
        - topic: remote/hi
          qos: 0
remotes: Remote列表
  - name: [必须] Remote名称，列表内必须唯一
    clientid: Client 连接 Remote 的 Client ID
    address: [必须] Client 连接 Remote的地址
    username: Client 连接Remote的用户名
    password: 如果采用账号密码，必须填 Client 连接 Remote 的密码，否者不用填写
    ca: 如果采用证书双向认证，必须填 Client 连接 Remote 的 CA 证书路径
    key: 如果采用证书双向认证，必须填 Client 连接 Remote 的客户端私钥路径
    cert: 如果采用证书双向认证，必须填 Client 连接 Remote 的客户端公钥路径
    timeout: 默认值：30s，Client 连接 Remote 的超时时间
    interval: 默认值：1m，Client 连接 Remote 的重连最大间隔时间，从500微秒翻倍增加到最大值
    keepalive: 默认值：1m，Client 连接 Remote 的保持连接时间
    cleansession: 默认值：false，Client 连接 Remote 的是否保持 Session
    validatesubs: 默认值：false，Client 是否检查Remote订阅结果，如果是发现订阅失败报错退出
    buffersize: 默认值：10，Client 发送消息给 Remote 的内存队列大小，异常退出会导致消息丢失，恢复后 QoS 为1的消息依赖 Remote 重发
logger: 日志配置项
  path: 默认为空，即不打印到文件；如果指定文件则输出到文件
  level: 默认值：info，日志等级，支持 debug、info、warn 和 error
  format: 默认值：text，日志打印格式，支持 text 和 json
  age:
    max: 默认值：15，日志文件保留的最大天数
  size:
    max: 默认值：50，日志文件大小限制，单位 MB
  backup:
    max: 默认值：15，日志文件保留的最大数量








openedge-timer 配置

hub: 要连接的 Hub 信息
  address: timer 模块要连接的 Hub 地址
  username: timer 模块接入 Hub 的用户名
  password: timer 模块接入 Hub 密码
  clientid: Client 连接 Hub 的 Client ID
timer: timer 相关属性
  interval: timer 模块定时间隔
publish:
  topic: 定时结果发布到 Hub 的主题
  payload: 负载数据，map 数据结构，例如：
    id: 1
logger: 日志配置项
  path: 默认为空，即不打印到文件；如果指定文件则输出到文件
  level: 默认值：info，日志等级，支持 debug、info、warn 和 error











          

      

      

    

  

    
      
          
            
  
通过 Hub 模块将设备接入 OpenEdge

声明：


	本文测试所用设备系统为 Darwin


	模拟 MQTT Client 行为的客户端为 MQTT.fx 和 MQTTBOX，其中 MQTT.fx 用于 TCP 和 SSL 连接方式的测试，MQTTBOX 用于 WS(Websocket）连接方式的测试。


	本文所用的 Hub 模块镜像为 OpenEdge 云端管理套件中发布的官方镜像：hub.baidubce.com/openedge/openedge-hub:latest


	您也可以通过 OpenEdge 源码自行编译所需的 Hub 模块镜像，具体请查看 如何从源码构建镜像




OpenEdge Hub 模块的完整的配置参考 Hub 模块配置。

提示：要求部署、启动 OpenEdge 的设备系统已安装好 docker，详见 在 Darwin 系统上安装 OpenEdge。


操作流程


	Step 1：依据使用需求编写配置文件信息，然后执行 sudo openedge start 以容器模式启动 OpenEdge 可执行程序；


	Step 2：依据选定的连接测试方式，对 MQTT Client作相应配置；


	若采用 TCP 连接，则仅需配置用户名、密码（参见配置文件 principals 配置项 username、password），并选定对应连接端口即可；


	若采用 SSL 证书认证，除选定所需的用户名外，还需选定 CA 证书以及由 CA 签发的客户端证书和私钥，依据对应的连接端口连接即可；


	若采用 WS 连接，与 TCP 连接配置一样，仅需配置用户名、密码、相应端口即可；






	Step 3：若上述步骤一切正常，操作无误，即可通过 OpenEdge 日志或 MQTT Client 查看连接状态。




提示：最新版OpenEdge Hub模块 principals 配置项中 password 已改为明文存储。




连接测试

如上所述，进行设备连接 OpenEdge 测试前，须提前启动 OpenEdge。


OpenEdge 启动

依据 Step 1，执行 sudo openedge start 以容器模式启动 OpenEdge，正常启动的情况如下图所示。

[image: ../../_images/openedge-hub-start1.png]OpenEdge 启动

可以看到，OpenEdge 正常启动后，Hub 模块镜像已被加载。另外，亦可以通过命令 docker ps 查看系统当前正在运行的容器。

[image: ../../_images/container-openedge-hub-run1.png]查看系统当前正在运行的容器

提示：图中的 hub.baidubce.com/openedge/openedge-agent:latest 镜像是 OpenEdge 连接云端管理套件的 Agent 模块。




OpenEdge 连接测试

OpenEdge 主程序的配置信息如下：

version: V2
services:
  - name: localhub
    image: 'hub.baidubce.com/openedge/openedge-hub:latest'
    replica: 1
    ports:
      - '1883:1883'
      - '8080:8080'
      - '8883:8883'
    env: {}
    mounts:
      - name: dxc_localhub_conf-V2
        path: etc/openedge
        readonly: true
      - name: dxc_localhub_cert-V1
        path: var/db/openedge/cert
        readonly: true
      - name: dxc_localhub_data-V1
        path: var/db/openedge/data
      - name: dxc_localhub_log-V1
        path: var/log/openedge
volumes:
  - name: dxc_localhub_conf-V2
    path: var/db/openedge/dxc_localhub_conf/V2
  - name: dxc_localhub_cert-V1
    path: var/db/openedge/dxc_localhub_cert/V1
  - name: dxc_localhub_data-V1
    path: var/db/openedge/dxc_localhub_data
  - name: dxc_localhub_log-V1
    path: var/db/openedge/dxc_localhub_log





OpenEdge Hub 模块启动的连接相关配置信息如下：

listen:
  - tcp://0.0.0.0:1883
  - ssl://0.0.0.0:8883
  - ws://0.0.0.0:8080/mqtt
certificate:
  ca: var/db/openedge/cert/ca.pem
  cert: var/db/openedge/cert/server.pem
  key: var/db/openedge/cert/server.key
principals:
  - username: two-way-tls
    permissions:
      - action: 'pub'
        permit: ['tls/#']
      - action: 'sub'
        permit: ['tls/#']
  - username: test
    password: hahaha
    permissions:
      - action: 'pub'
        permit: ['#']
      - action: 'sub'
        permit: ['#']
logger:
  path: var/log/openedge/service.log
  level: "debug"





如上所述，Hub 模块启动时会同时开启 1883、8883 以及 8080 端口，分别用作 TCP、SSL、WS（Websocket）等几种方式进行连接，下文将以 MQTTBOX 和 MQTT.fx 作为 MQTT Client，测试他们分别在上述这几种连接方式下与 OpenEdge 的连接情况，具体如下。

TCP 连接测试

启动 MQTT.fx 客户端，进入 Edit Connection Profiles 页面，填写 Profile Name，依据 OpenEdge Hub 模块启动的地址及端口，填写 Broker Address 和 Broker Port ，再结合 principals 配置项中的连接信息配置 User Credentials 中的 User Name 和 Password ，然后点击 Apply 按钮，即可完成 TCP 连接模式下 MQTT.fx 的连接配置，具体如下图示。

[image: ../../_images/mqttbox-tcp-connect-config1.png]TCP 连接测试配置

然后关掉配置页面，选择刚才的 Profile Name 进行Connect，若连接配置信息与 OpenEdge Hub 模块 principals 配置项中允许连接的权限信息匹配，即可看到连接成功的标志，具体如下图示。

[image: ../../_images/mqttbox-tcp-connect-success1.png]TCP 连接成功

SSL 连接测试

启动 MQTT.fx 客户端，进入 Edit Connection Profiles 页面，与 TCP 连接配置类似，填写相应的 Profile Name、Broker Address 和 Broker Port, 对于 SSL 连接方式，需填写 User Credentials 中的 User Name，同时配置 SSL 相关的设置，配置如图所示，然后点击 Apply 按钮，即可完成 SSL 连接模式下 MQTT.fx 的连接配置。

[image: ../../_images/mqttbox-ssl-connect-config11.png]SSL 连接测试配置

[image: ../../_images/mqttbox-ssl-connect-config21.png]SSL 连接测试配置

然后关掉配置页面，选择刚才的 Profile Name 进行 Connect，若连接配置信息与 OpenEdge Hub 模块  principals 配置项中允许连接的权限信息匹配，即可看到连接成功的标志，具体如下图示。

[image: ../../_images/mqttbox-ssl-connect-success1.png]SSL 连接成功

WS（Websocket）连接测试

启动 MQTTBOX 客户端，进入 Client 创建页面，选择连接使用的协议为 ws，依据 OpenEdge Hub 模块启动的地址及端口，再结合 principals 配置项中用户名、密码进行配置，然后点击 Save 按钮，即可完成 WS 连接模式下 MQTTBOX 的连接配置，具体如下图示。

[image: ../../_images/mqttbox-ws-connect-config1.png]WS（Websocket）连接测试配置

只要上述操作正确、无误，即可在 MQTTBOX 看到与 OpenEdge Hub 成功建立连接的标志，具体如下图示。

[image: ../../_images/mqttbox-ws-connect-success1.png]WS（Websocket）连接成功

综上，我们通过 MQTT.fx 和 MQTTBOX 顺利完成了与 OpenEdge Hub 模块的连接测试，除此之外，我们还可以通过 Paho-MQTT 自己编写测试脚本与 OpenEdge Hub 连接，具体参见相关资源下载。









          

      

      

    

  

    
      
          
            
  
利用本地函数计算服务进行消息处理

声明：


	本文测试所用设备系统为 Darwin


	python 版本为 3.6，2.7 版本配置流程相同，但需要在 python 脚本中注意语言差异


	模拟 MQTT client 行为的客户端为 MQTTBOX


	本文所用镜像为依赖 OpenEdge 源码自行编译所得，具体请查看 如何从源码构建镜像


	本文中基于 Hub 模块创建的服务名称为 localhub 服务




与基于 localhub 服务实现设备间消息转发不同的是，本文主要介绍利用本地函数计算服务进行消息处理。其中，localhub 服务用于建立 OpenEdge 与 MQTT 客户端之间的连接，Python 运行时服务用于处理 MQTT 消息，而本地函数计算服务则通过 MQTT 消息上下文衔接本地 Hub 服务与 Python 运行时服务。

本文将以 TCP 连接方式为例，展示本地函数计算服务的消息处理、计算功能。


操作流程


	Step 1：以 docker 容器模式启动 OpenEdge 可执行程序；


	Step 2：通过 MQTTBOX 以 TCP 方式与 OpenEdge Hub 服务 建立连接；


	若成功与 localhub 服务建立连接，则依据配置的主题权限信息向有权限的主题发布消息，同时向拥有订阅权限的主题订阅消息，并观察 OpenEdge 日志信息；


	若 OpenEdge 日志显示已经启动 Python 运行时服务，则表明发布的消息受到了预期的函数处理；


	若 OpenEdge 日志显示未成功启动 Python 运行时服务，则重复上述操作，直至看到 OpenEdge 主程序成功启动了 Python 运行时服务。






	若与 OpenEdge Hub 建立连接失败，则重复 Step 2 操作，直至 MQTTBOX 与 OpenEdge Hub 服务成功建立连接为止。






	Step 3：通过 MQTTBOX 查看对应主题消息的收发状态。




[image: ../../_images/openedge-python-flow1.png]基于本地函数计算服务实现设备消息处理流程




消息处理测试

本文测试使用的 localhub 服务 及函数计算服务的相关配置信息如下：

# localhub 配置
listen:
  - tcp://0.0.0.0:1883
principals:
  - username: 'test'
    password: 'hahaha'
    permissions:
      - action: 'pub'
        permit: ['#']
      - action: 'sub'
        permit: ['#']

# 本地 openedge-function-manager 配置
hub:
  address: tcp://localhub:1883
  username: test
  password: hahaha
rules:
  - clientid: localfunc-1
    subscribe:
      topic: t
    function:
      name: sayhi
    publish:
      topic: t/hi
functions:
  - name: sayhi
    service: function-sayhi
    instance:
      min: 0
      max: 10
      idletime: 1m

# python function 配置
functions:
  - name: 'sayhi'
    handler: 'sayhi.handler'
    codedir: 'var/db/openedge/function-sayhi'

# application.yml 配置
version: v0
services:
  - name: localhub
    image: openedge-hub
    replica: 1
    ports:
      - 1883:1883
    mounts:
      - name: localhub-conf
        path: etc/openedge
        readonly: true
      - name: localhub-data
        path: var/db/openedge/data
      - name: localhub-log
        path: var/log/openedge
  - name: function-manager
    image: openedge-function-manager
    replica: 1
    mounts:
      - name: function-manager-conf
        path: etc/openedge
        readonly: true
      - name: function-manager-log
        path: var/log/openedge
  - name: function-sayhi
    image: openedge-function-python36
    replica: 0
    mounts:
      - name: function-sayhi-conf
        path: etc/openedge
        readonly: true
      - name: function-sayhi-code
        path: var/db/openedge/function-sayhi
        readonly: true
volumes:
  # hub
  - name: localhub-conf
    path: var/db/openedge/localhub-conf
  - name: localhub-data
    path: var/db/openedge/localhub-data
  - name: localhub-log
    path: var/db/openedge/localhub-log
  # function manager
  - name: function-manager-conf
    path: var/db/openedge/function-manager-conf
  - name: function-manager-log
    path: var/db/openedge/function-manager-log
  # function python runtime sayhi
  - name: function-sayhi-conf
    path: var/db/openedge/function-sayhi-conf
  - name: function-sayhi-code
    path: var/db/openedge/function-sayhi-code





目录结构如下：

var/
└── db
    └── openedge
        ├── application.yml
        ├── function-manager-conf
        │   └── service.yml
        ├── function-sayhi-code
        │   ├── __init__.py
        │   └── sayhi.py
        ├── function-sayhi-conf
        │   └── service.yml
        └── localhub-conf
            └── service.yml





如上配置，假若 MQTTBOX 基于上述配置信息已与 localhub 服务建立连接，向主题 t 发送的消息将会交给 sayhi 函数处理，然后将处理结果以主题 t/hi 发布回 localhub 服务，这时订阅主题 t/hi 的 MQTT client 将会接收到这条处理后的消息。

提示：凡是在 rules 消息路由配置项中出现、用到的函数，必须在 functions 配置项中进行函数执行具体配置，否则 OpenEdge 将不会被正常启动。


OpenEdge 启动

如 Step 1 所述，以 docker 容器模式启动 OpenEdge，通过观察 OpenEdge 启动日志可以发现 localhub 服务和函数计算服务均已被成功加载，具体如下图示。

[image: ../../_images/openedge-function-start1.png]OpenEdge 加载、启动日志

同样，我们也可以通过执行命令 docker ps 查看系统当前正在运行的 docker 容器列表，具体如下图示。

[image: ../../_images/openedge-docker-ps-after1.png]通过 docker ps 命令查看系统当前运行 docker 容器列表

经过对比，不难发现，本次 OpenEdge 启动时已经成功加载了 localhub 服务和函数计算服务两个容器服务。




MQTTBOX 建立连接

本次测试中，我们采用 TCP 连接方式对 MQTTBOX 进行连接信息配置，然后点击 Add subscriber 按钮订阅主题 t/hi ，该主题用于接收经 Python 函数 sayhi 处理之后的结果数据，具体如下图示。

[image: ../../_images/mqttbox-tcp-process-config1.png]MQTTBOX 连接配置

上图显示，MQTTBOX 已经成功订阅了主题 t/hi 。




消息处理验证

根据上文所述，这里我们利用 Python 函数 sayhi 对主题 t 的消息进行处理，并将结果反馈给主题 t/hi 。那么，首先，需要获悉的就是处理函数 sayhi 的具体信息，具体如下示：

#!/usr/bin/env python3
#-*- coding:utf-8 -*-
"""
module to say hi
"""

import os

def handler(event, context):
    """
    function handler
    """
    if 'USER_ID' in os.environ:
      event['USER_ID'] = os.environ['USER_ID']

    if 'functionName' in context:
      event['functionName'] = context['functionName']

    if 'functionInvokeID' in context:
      event['functionInvokeID'] = context['functionInvokeID']

    if 'invokeid' in context:
      event['invokeid'] = context['invokeid']

    if 'messageQOS' in context:
      event['messageQOS'] = context['messageQOS']

    if 'messageTopic' in context:
      event['messageTopic'] = context['messageTopic']

    event['py'] = '你好，世界！'

    return event





可以发现，在接收到某字典类格式的消息后，函数 sayhi 会对其进行一系列处理，然后将处理结果返回。返回的结果中包括：环境变量 USER_ID、函数名称 functionName、函数调用 ID functionInvokeID、输入消息主题 messageTopic、输入消息消息 QoS messageQOS 等字段。

这里，我们通过 MQTTBOX 将消息 {"id":10} 发布给主题 t ，然后观察主题 t/hi 的接收消息情况，具体如下图示。

[image: ../../_images/mqttbox-tcp-process-success1.png]MQTTBOX 成功接收到经 Python 函数处理之后的消息

不难发现，MQTTBOX 基于主题 t/hi 接收到的结果与上面的分析吻合。

此外，我们这时可以观察 OpenEdge 的日志及再次执行命令 docker ps 查看系统当前正在运行的容器列表，其结果如下图示。

[image: ../../_images/openedge-python-start1.png]运用 Python 函数处理消息时 OpenEdge 日志

[image: ../../_images/openedge-docker-ps-python-start1.png]通过 docker ps 命令查看系统当前正在运行的容器列表

从上述两张图片中可以看出，除了 OpenEdge 启动时已加载的 localhub 服务和函数计算服务容器，在利用 Python 函数 sayhi 对主题 t 消息进行处理时，系统还启动、并运行了 Python 运行时服务，其主要用于对消息作运行时处理（各类服务加载、启动细节可参见 OpenEdge 设计）。









          

      

      

    

  

    
      
          
            
  
利用 Remote 模块进行 OpenEdge 与百度 IoT Hub 间消息同步

声明：


	本文测试所用设备系统为 Darwin


	模拟 MQTT Client 行为的客户端为 MQTTBOX 和 MQTT.fx


	本文所用的 Hub 模块镜像和 Remote 模块镜像为 OpenEdge 云端管理套件中发布的官方镜像：hub.baidubce.com/openedge/openedge-hub:latest、hub.baidubce.com/openedge/openedge-remote-mqtt:latest


	您也可以通过 OpenEdge 源码自行编译所需的 Hub 模块镜像和 Remote 模块镜像，具体请查看 如何从源码构建镜像


	远程 Hub 接入平台选用 Baidu IoT Hub [https://cloud.baidu.com/product/iot.html]




Remote 远程服务模块是为了满足物联网场景下另外一种用户需求而研发，能够实现本地 Hub 与远程 Hub 服务（如Baidu IoT Hub [https://cloud.baidu.com/product/iot.html]等）的数据同步。即通过 Remote 远程服务模块我们既可以从远程 Hub 订阅消息到本地 Hub，也可以将本地 Hub 的消息发送给远程 Hub，完整的配置可参考 Remote 模块配置。


操作流程


	Step 1：依据 Baidu IoT Hub 的操作规章，在 Baidu IoT Hub 创建测试所用的 endpoint、user、principal（身份）、policy（主题权限策略）等信息；


	Step 2：依据步骤 Step 1 中创建的连接信息，选择 MQTT.fx 作为测试用 MQTT 客户端，配置相关连接信息，并将之与 Baidu IoT Hub 建立连接，并订阅既定主题；


	若成功建立连接，则继续下一步操作；


	若未成功建立连接，则重复上述步骤，直至看到 MQTT.fx 与 Baidu IoT Hub 成功建立连接 [https://cloud.baidu.com/doc/IOT/GettingStarted.html#.E6.95.B0.E6.8D.AE.E5.9E.8B.E9.A1.B9.E7.9B.AE]。






	Step 3：打开终端，进入 OpenEdge 程序包目录，执行 sudo openedge start 以容器模式启动 OpenEdge 可执行程序，并观察 Hub 模块、Remote 模块启动状态；


	若 Hub、Remote 模块成功启动，则继续下一步操作；


	若 Hub、Remote 模块未成功启动，则重复 Step 3，直至看到 Hub、Remote 模块成功启动。






	Step 4：选择 MQTTBOX 作为测试用 MQTT 客户端，与 Hub 模块建立连接，并订阅既定主题；


	若成功与 Hub 模块建立连接，则继续下一步操作；


	若与 Hub 建立连接失败，则重复 Step 4 操作，直至 MQTTBOX 与本地 Hub 模块成功建立连接。






	Step 5：依据 Remote 模块的相关配置信息，从 MQTTBOX 向既定主题发布消息，观察 MQTT.fx 的消息接收情况；同理，从 MQTT.fx 向既定主题发布消息，观察 MQTTBOX 的消息接收情况。


	Step 6：若 Step 5 中双方均能接收到对方发布的消息内容，则表明功能测试顺利通过。




上述操作流程相关的流程示意图具体如下图示。

[image: ../../_images/openedge-remote-flow1.png]使用 Remote 模块进行消息同步




Remote 模块消息远程同步

OpenEdge 主程序的核心配置如下：

version: V2
services:
  - name: localhub
    image: 'hub.baidubce.com/openedge/openedge-hub:latest'
    replica: 1
    ports:
      - '1883:1883'
      - '8080:8080'
      - '8883:8883'
    env: {}
    mounts:
      - name: dxc_localhub_conf-V2
        path: etc/openedge
        readonly: true
      - name: dxc_localhub_cert-V1
        path: var/db/openedge/cert
      - name: dxc_localhub_data-V1
        path: var/db/openedge/data
      - name: dxc_localhub_log-V1
        path: var/log/openedge
  - name: remote-iothub
    image: hub.baidubce.com/openedge/openedge-remote-mqtt:latest
    replica: 1
    mounts:
      - name: remote-iothub-conf
        path: etc/openedge
        readonly: true
      - name: remote-iothub-cert
        path: var/db/openedge/cert
        readonly: true
      - name: remote-iothub-log
        path: var/log/openedge      
volumes:
  # remote mqtt
  - name: remote-iothub-conf
    path: var/db/openedge/remote-iothub-conf
  - name: remote-iothub-cert
    path: var/db/openedge/remote-iothub-cert
  - name: remote-iothub-log
    path: var/db/openedge/remote-iothub-log
  - name: dxc_localhub_conf-V2
    path: var/db/openedge/dxc_localhub_conf/V2
  - name: dxc_localhub_cert-V1
    path: var/db/openedge/dxc_localhub_cert/V1
  - name: dxc_localhub_log-V1
    path: var/db/openedge/dxc_localhub_log
  - name: dxc_localhub_data-V1
    path: var/db/openedge/dxc_localhub_data





Remote模块的配置如下：

name: remote-iothub
hub:
  address: tcp://localhub:1883
  username: test
  password: hahaha
remotes:
  - name: iothub
    address: 'ssl://h7gvsuh.mqtt.iot.bj.baidubce.com:1884'
    clientid: 11dd7422353c46fc8851ef8fb7114509
    username: h7gvsuh/test_edge_client
    ca: var/db/openedge/cert/ca.pem
    cert: var/db/openedge/cert/client.pem
    key: var/db/openedge/cert/client.key
rules:
  - hub:
      subscriptions:
        - topic: t1
    remote:
      name: iothub
      subscriptions:
        - topic: t2
          qos: 1
logger:
  path: var/log/openedge/service.log
  level: "debug"





依据上述 Remote 模块的配置信息，意即 Remote 模块向本地 Hub 模块订阅主题 t1 的消息，向 Baidu IoT Hub订 阅主题 t2 的消息；当 MQTTBOX 向主题 t1 发布消息时，Hub 模块接收到主题 t1 的消息后，将其转发给 Remote 模块，再由 Remote 模块将之转发给 Baidu IoT Hub，这样如果 MQTT.fx 订阅了主题 t1，即会收到该条从 MQTTBOX 发布的消息；同理，当 MQTT.fx 向主题 t2 发布消息时，Baidu IoT Hub 会将消息转发给 Remote 模块，由 Remote 模块将之转发给本地 Hub 模块，这样如果 MQTTBOX 订阅了主题 t2，即会收到该消息。

简单来说，由 MQTT.fx 发布的消息，到 MQTTBOX 接收到该消息，流经的路径信息为：


MQTT.fx -> Remote Hub -> Remote Module -> Local Hub Module -> MQTTBOX




同样，由 MQTTBOX 发布的消息，到 MQTT.fx 接收到该消息，流经的路径信息为：


MQTTBOX -> Local Hub Module -> Remote Module -> Remote Hub -> MQTT.fx





通过 MQTT.fx 与 Baidu IoT Hub 建立连接

如 Step 1, Step 2 所述，通过 MQTT.fx 与 Baidu IoT Hub 建立连接，涉及的通过云端 Baidu IoT Hub 场景的 endpoint 等相关信息，及 MQTT.fx 连接配置信息分别如下图示。

[image: ../../_images/cloud-iothub-config1.png]基于 Baidu IoT Hub 创建的 endpoint

[image: ../../_images/cloud-iothub-user-config1.png]基于 Baidu IoT Hub 创建的 endpoint 下属设备信息

[image: ../../_images/mqttfx-connect-hub-config11.png]用于连接 Baidu IoT Hub 的 MQTT.fx 配置信息

[image: ../../_images/mqttfx-connect-hub-config21.png]用于连接 Baidu IoT Hub 的 MQTT.fx 配置信息

完成连接信息的相关配置工作后，点击 OK 或 Apply 按钮使配置信息生效，然后在 MQTT.fx 连接操作页面点击 Connect 按钮，通过按钮的 颜色 （成功建立连接后，右上方指示灯变为 绿色）即可判断 MQTT.fx 是否已与 Baidu IoT Hub 建立连接，成功建立连接的状态如下图示。

[image: ../../_images/mqttfx-connect-success1.png]MQTT.fx 成功与 Baidu IoT Hub 建立连接

在建立连接后，切换至 Subscribe 页面，依据既定配置，订阅相应主题 t1，成功订阅的状态如下图示。

[image: ../../_images/mqttfx-sub-t1-success1.png]MQTT.fx 成功订阅主题 t1




通过 MQTTBOX 与本地 Hub 模块建立连接

依据步骤 Step 3 所述，调整 OpenEdge 主程序启动加载配置项，这里，要求 OpenEdge 启动后加载 Hub、Remote 模块，成功加载的状态如下图示。

[image: ../../_images/openedge-hub-remote-start1.png]OpenEdge 成功加载 Hub、Remote

此外，亦可通过执行命令 docker ps 查看系统当前正在运行的 docker 容器列表，具体如下图示。

[image: ../../_images/openedge-docker-ps-hub-remote-run1.png]通过命令 docker ps 查看系统当前正在运行的 docker 容器列表

成功启动 OpenEdge 后，通过 MQTTBOX 成功与 Hub 模块建立连接，并订阅主题 t2，成功订阅的状态如下图示。

[image: ../../_images/mqttbox-sub-t2-success1.png]MQTTBOX 成功订阅主题 t2




Remote 消息远程同步

这里，将分别以 MQTT.fx、MQTTBOX 作为消息发布方，另一方作为消息接收方进行测试。

MQTT.fx 发布消息，MQTTBOX 接收消息

首先，通过 MQTT.fx 向主题 t2 发布消息 This message is from MQTT.fx.，具体如下图示。

[image: ../../_images/mqttfx-pub-t2-success1.png]通过 MQTT.fx 向主题 t2 发布消息

同时，观察 MQTTBOX 在订阅主题 t2 的消息接收状态，具体如下图示。

[image: ../../_images/mqttbox-receive-t2-message-success1.png]MQTTBOX 成功收到消息

MQTTBOX 发布消息，MQTT.fx 接收消息

同理，通过 MQTTBOX 作为发布端向主题 t1 发布消息 This message is from MQTTBOX.，具体如下图示。

[image: ../../_images/mqttbox-pub-t1-success1.png]通过 MQTTBOX 向主题 t1 发布消息

同时，观察 MQTT.fx 在订阅主题 t1 的消息接收状态，具体如下图示。

[image: ../../_images/mqttfx-receive-t1-message-success1.png]MQTT.fx 成功收到消息

综上，MQTT.fx 与 MQTTBOX 均已正确接收到了对应的消息，且内容吻合。









          

      

      

    

  

    
      
          
            
  
利用本地 Hub 服务进行设备间消息转发

声明：


	本文测试所用设备系统为 Darwin


	模拟 MQTT client 行为的客户端为 MQTTBOX


	本文中基于 Hub 模块创建的服务名称为 localhub 服务




与 连接测试 不同的是，若需要通过 localhub 服务完成消息在设备间的转发及简单路由，除需要配置连接项信息外，还需要给可允许连接的 client 配置相应主题的权限，及简单的消息路由策略，完整的配置参考 Hub 服务配置。

本文以 TCP 连接方式为例，测试 localhub 服务的消息路由、转发功能。


操作流程


	Step 1：以 Docker 容器模式启动 OpenEdge 可执行程序；


	Step 2：通过 MQTTBOX 以 TCP 方式与 localhub 服务建立连接；


	若成功与 localhub 服务建立连接，则依据配置的主题权限信息向有权限的主题发布消息，同时向拥有订阅权限的主题订阅消息；


	若与 localhub 服务建立连接失败，则重复 Step 2 操作，直至 MQTTBOX 与 localhub 服务成功建立连接为止。






	Step 3：通过 MQTTBOX 查看消息的收发状态。







消息路由测试

本文测试使用的 localhub 服务的相关配置信息如下：

# localhub 服务配置
listen:
  - tcp://0.0.0.0:1883
principals:
  - username: 'test'
    password: 'hahaha'
    permissions:
      - action: 'pub'
        permit: ['#']
      - action: 'sub'
        permit: ['#']
subscriptions:
  - source:
      topic: 't'
    target:
      topic: 't/topic'
logger:
  path: var/log/openedge/service.log
  level: "debug"

# application.yml 配置
services:
  - name: localhub
    image: openedge-hub
    replica: 1
    ports:
      - 1883:1883
    mounts:
      - name: localhub-conf
        path: etc/openedge
        readonly: true
      - name: localhub-data
        path: var/db/openedge/data
      - name: localhub-log
        path: var/log/openedge
volumes:
  - name: localhub-conf
    path: var/db/openedge/localhub-conf
  - name: localhub-data
    path: var/db/openedge/localhub-data
  - name: localhub-log
    path: var/db/openedge/localhub-log





目录结构如下：

var
└── db
    └── openedge
        ├── application.yml
        └── localhub-conf
            └── service.yml





如上配置，消息路由依赖 subscriptions 配置项，这里表示发布到主题 t 的消息将会转发给所有订阅主题 t/topic 的设备（用户）。

注意：上述配置项信息中，permissions 项下属 action 的 permit 权限主题列表支持 + 和 # 通配符配置，其具体释义如下详述。

# 匹配策略

对于 MQTT 协议 [http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/os/mqtt-v3.1.1-os.html]，数字标志（# U+0023）是用于匹配主题中任意层级的通配符。多层通配符表示它的父级和任意数量的子层级。多层通配符必须位于它自己的层级或者跟在主题层级分隔符（/ U+002F）后面。不管哪种情况，它都必须是主题过滤器的最后一个字符。

例如，如果客户端订阅主题 sport/tennis/player1/#，它会收到使用下列主题名发布的消息：


	sport/tennis/player1


	sport/tennis/player1/ranking


	sport/tennis/player1/score/wimbledon




此外，主题 sport/# 也匹配单独的 sport，因为 # 包括它的父级。

对于 OpenEdge 来说，如果在 permit 配置项中配置了主题 #（不论是发布行为，还是订阅行为），都不需要再额外配置其他的主题。这时，配置项中的账户（依据 username/password）拥有向所有合法的 MQTT 协议主题发布或订阅的权限。

+ 匹配策略

对于 MQTT 协议，加号(+ U+002B) 是只能用于单个主题层级匹配的通配符。在主题过滤器的任意层级都可以使用单层通配符，包括第一个和最后一个层级。然而它必须占据过滤器的整个层级。可以在主题过滤器中的多个层级中使用它，也可以和多层通配符一起使用。

例如，主题 sport/tennis/+ 匹配 sport/tennis/player1 和 sport/tennis/player2，但是不匹配 sport/tennis/player1/ranking。同时，由于单层通配符只能匹配一个层级，sport/+ 不匹配 sport 但是却匹配 sport/。

对于 OpenEdge 来说，如果在 permit 配置项中配置了主题 +（不论是发布行为，还是订阅行为），都不需要再额外配置其他的单层主题。这时，配置项中的账户（依据 username/password）拥有向所有合法的 MQTT 协议单层主题发布或订阅的权限。

提示：在 MQTT 协议中，通配符（不论是多层通配符 #，还是单层通配符 +）只能出现在订阅的主题过滤器中，而不准出现在发布的主题中。但是，为了增强主题权限配置的灵活性，OpenEdge 在设计中认定，通配符不论出现在订阅行为的主题配置项中，还是出现在发布行为的主题配置项中，都是合法的。这里，在进行具体的发布/订阅行为时，发布或订阅的主题只要符合 MQTT 协议的要求即可。特别地，对于需要在 principals 配置项中配置大量发布和订阅主题的开发者来说，推荐采用通配符（ # 和 + ）策略。


设备间消息转发路由测试

设备间消息转发、路由流程具体如下图示：

[image: ../../_images/openedge-trans-flow1.png]设备间消息转发路由流程图

具体地，如上图所示，client1、client2 及 client3 分别与 localhub 服务建立连接关系，client1 具备向主题 t 发布消息的权限，client2 及 client3 分别拥有向主题 t 及 t/topic 订阅消息的权限。

一旦上述三个 client 与 localhub 服务的连接关系建立后，依照上文 subscriptions 配置项信息，client2 及 client3 将会分别得到从 client1 向 OpenEdge Hub 服务发布到主题 t 的消息。

特别地，client1、client2 及 client3 可以合并为一个 client，则新的 client 即会拥有向主题 t 的发布消息权限，拥有向主题 t 及 t/topic 订阅消息的权限。这里，采用 MQTTBOX 作为该新 client，点击 Add subscriber 按钮添加主题 t 及 t/topic 进行订阅，具体如下图示。

[image: ../../_images/mqttbox-tcp-trans-sub-config1.png]设备间消息转发路由 MQTTBOX 配置

如上图示，可以发现在以 TCP 连接方式与 localhub 服务建立连接后，MQTTBOX 成功订阅主题 t 及 t/topic ，然后点击 Publish 按钮向主题 t 发布消息 This message is from openedge.，即会发现在订阅的主题 t 及 t/topic 中均收到了该消息，详细如下图示。

[image: ../../_images/mqttbox-tcp-trans-message-success1.png]MQTTBOX 成功收到消息

综上，即通过 MQTTBOX 完成了基于 localhub 服务的设备间消息转发、路由测试。
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level=info msg="services started" openedge=master





_images/os-ubuntu1.png
Linux openedge-ubuntu 4.4.0-141-generic #167-Ubuntu SMP Wed Dec 5 10:40:15 UTC 2018 x86_64 x86_64 x86_64 GNU/Linux





_images/os-ubuntu.png
Linux openedge-ubuntu 4.4.0-141-generic #167-Ubuntu SMP Wed Dec 5 10:40:15 UTC 2018 x86_64 x86_64 x86_64 GNU/Linux





_images/practice-filter-rule.png
O BEES Q k- v Q ® o & o @

< EEFMFIE filter ® =

I E4E8

HE xTymmcmss e

TR : filter

AU - TRBRMER

| IR

B wrsiEE

ETHES : SELECT temperature, ts, unit FROM
fQ rR

test WHERE temperature > 50

SHRE L] | aEEdE

PAIE] = HiEEROM =P

| #izAs
mtE






_images/practice-create-iothub-endpoint.png
o BREZREE Q ® 0 & ® @V

mBsIE
° :
TB&FR/Endpoint ESid) biiiju Itotik iz sna) BAE
] = = P
REE 2018-12-27 12:13:13 kR - PRSI
[ ]

= HuRay 2018-12-28 13:12:50 ik | FRELR

tcp://vn33eye.mqtt.iot.bj.baidubce.com:1883

iRy ssl://vn33eye.mgtt.iot.bj.baidubce.com:1884 2019-01-23 01:20:46 kg | ARSI
wss://vn33eye.mqtt.iot.bj.baidubce.com:443

openedge_demo
vn33eye

Humay

S - ..

IS
| |

| -
- - 2018-12-14 11:09:35 W FBESZL






_images/openedge-dir.png
BDSHYF@00148427:docker chensheng@6$ tree -L 5

I— bin
L openedge
— etc
L openedge
L openedge.yml
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L openedge
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level=info msg="engine started" openedge=master
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level=1nfo msg="mode: docker; grace: 30000000000; pwd: /Users/dongxuanchen/Downloads/openedge_V2" openedge=master
level=debug msg="network (35aaa8aa8fbl:openedge) exists" engine=docker openedge=master

level=info msg="engine started" openedge=master

level=info msg="server started" openedge=master
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level=info msg="services started" openedge=master
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